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ABSTRACT

Bioterrorism represents a complex intersection of criminal law, public health, medical ethics,
national security and human rights. It involves the deliberate use or threatened use of
biological agents or toxins to cause disease, death, fear or social disruption. Unlike
conventional attacks, biological incidents may spread beyond the initially targeted population

and place significant pressure on healthcare systems and public institutions.

The legal and ethical response to bioterrorism must therefore extend beyond punishment of
perpetrators to include prevention, surveillance, biosafety and biosecurity, regulation of
biological materials, clinical research, professional responsibility and protection of individual
rights. A particular difficulty is that disease outbreaks may arise naturally, accidentally,
negligently or deliberately. Consequently, the occurrence of an outbreak or contamination
event, by itself, cannot establish bioterrorism without evidence of deliberate conduct and

satisfaction of the applicable statutory requirements.

In India, the relevant framework is distributed across the BharatiyaNyayaSanhita, 2023, the
Weapons of Mass Destruction and their Delivery Systems (Prohibition of Unlawful
Activities) Act, 2005, public-health and disaster-management legislation, and professional
and research regulations. The medical profession also has important responsibilities
concerning communicable diseases, confidentiality, human rights and clinical research.

Internationally, instruments including the Biological Weapons Convention, the Geneva
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Protocol, United Nations Security Council Resolution 1540 and the International Health
Regulations, 2005 contribute to the prevention and management of biological threats.

This paper examines bioterrorism through the combined perspectives of criminal law and
medical ethics, focusing on India's legal framework, international obligations, historical
examples, clinical research, professional responsibility, public-health preparedness and the
protection of individual rights.

Keywords: Bioterrorism, biological weapons, medical ethics, criminal law, public health,

clinical trials, biosafety, biosecurity, Biological Weapons Convention, India.
1. INTRODUCTION

Terrorism has traditionally been associated with violence involving conventional weapons,
explosives, firearms or other physical means. The development of modern biological science
has created another category of security concern in which microorganisms and biological
toxins may potentially be misused to cause widespread illness, death and social disruption.
Bioterrorism may therefore be understood as the deliberate use, or threatened use, of

biological agents or toxins for a purpose connected with terrorism.

The legal significance of bioterrorism arises from the fact that a biological attack cannot be
treated merely as an ordinary medical emergency. It may simultaneously constitute a criminal
offence, a public-health emergency, a national-security threat and an ethical crisis. The
response may require doctors to treat affected persons, laboratories to identify the biological
agent, public authorities to implement surveillance and isolation measures, law-enforcement

agencies to investigate the source, and courts to determine criminal responsibility.

The problem becomes particularly complicated because biological events may have several

possible origins. An outbreak can arise naturally through zoonotic transmission, accidentally
through a laboratory incident, negligently through inadequate safety procedures, or
deliberately through criminal conduct. The legal consequences of these different situations
are not identical. It is therefore important not to describe every serious infectious-disease
outbreak as bioterrorism without evidence of deliberate conduct and the legally required

intention.?

2Unlawful Activities (Prevention) Act 1967, S.15,
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The modern legal approach must also recognise that biological research itself has legitimate
purposes. Research involving microorganisms and other biological materials can contribute
to the development of vaccines, medicines, diagnostics and public-health measures. At the
same time, certain scientific knowledge may potentially be misused. This creates what is
commonly described as the dual-use problem, requiring a balance between scientific progress

and prevention of harmful misuse.®

For medical professionals, these questions are especially important. The doctor-patient
relationship is traditionally based upon confidentiality, informed consent, autonomy and trust.
However, public-health emergencies can create circumstances in which disclosure of
information is legally permitted or required. The Indian medical ethics framework recognises
this tension by providing exceptions to confidentiality in circumstances involving serious

risks to identifiable persons or communities and notifiable communicable diseases.*

The purpose of this research is to examine bioterrorism primarily from the perspective of
medical ethics and criminal law. It considers the legal meaning of biological terrorism, the
development of biological warfare and terrorism, relevant historical incidents, international
and Indian legal frameworks, professional obligations of doctors and institutions, clinical-trial

regulation, ethical difficulties and possible regulatory improvements.

2. CONCEPT AND EVOLUTION OF BIOTERRORISM

Bioterrorism is generally associated with the intentional use of biological agents or toxins
against civilians or other targets for a purpose connected with terrorism. Its defining feature is
therefore not simply the presence of a dangerous microorganism but the deliberate use of
biological material in circumstances that satisfy the relevant legal definition of terrorism or

another criminal offence.

Biological agents differ from conventional weapons because their effects may not be
immediately visible. An explosion or firearm attack can usually be identified at the time of

occurrence, whereas an intentional biological release may initially appear to be an ordinary

3, National Research Council (US), Biotechnology Research in an Age of Terrorism (National Academies
Press, 2004); World Health Organization, Responsible Life Sciences Research for Global Health Security
(2010).

“Indian Medical Council (Professional Conduct, Etiquette and Ethics) Regulations, 2002, cl. 7.14, read with cl.
2.2,
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outbreak of disease. Symptoms may emerge after an incubation period, and the source of
infection may not immediately be apparent. This creates difficulties for public-health
authorities and investigators because the first response may need to occur before the cause of

the outbreak has been conclusively established.

The history of biological warfare demonstrates that biological agents have been considered or
used in armed conflict and political violence for centuries. Modern microbiology, however,
transformed the scientific understanding of biological threats. During the twentieth century,
biological research was increasingly incorporated into military programmes in several

countries.

The history of Unit 731 in Imperial Japan provides an important example of the relationship
between biological warfare and medical ethics. The programme involved biological-warfare
research and human experimentation conducted without meaningful consent. The historical
significance of Unit 731 lies not only in the use of biological agents but also in the abuse of
medical and scientific authority. It demonstrates why scientific knowledge cannot be
separated from ethical obligations concerning human dignity, informed consent and

protection from harm.®

The 2001 anthrax attacks in the United States demonstrated another dimension of biological
terrorism. Anthrax was deliberately disseminated through the postal system, resulting in
human infections and deaths and producing a major public-health and law-enforcement

response. According to the Centers for Disease Control and Prevention, twenty-two people

developed anthrax and five died.®

Biological incidents may also occur without terrorist intent. The 1979 Sverdlovsk incident in
the Soviet Union is commonly discussed as an example of an accidental release associated
with a biological facility. Such incidents are important because they illustrate the distinction

between biosafety failures and deliberate biological terrorism.”’

® Sheldon H. Harris, Factories of Death: Japanese Biological Warfare 1932-45

bCenters for Disease Control and Prevention, 'Bioterrorism-Related Anthrax' (CDC, Emergency Preparedness
and Response)

"Matthew Meselson et al., 'The Sverdlovsk Anthrax Outbreak of 1979' (1994) 266 Science 1202
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3. CHARACTERISTICS AND FORMS OF BIOLOGICAL ATTACKS

Biological terrorism presents characteristics that distinguish it from many conventional forms
of terrorism. One important characteristic is the possibility of delayed detection. A biological
agent may produce illness only after a period of incubation, making the initial event difficult
to identify.Another characteristic is the possibility of secondary transmission when the
biological agent is capable of spreading from person to person. A biological incident may
therefore extend beyond the originally intended target.

A further characteristic is uncertainty. Early symptoms may resemble naturally occurring
infectious diseases, making it difficult to determine whether an outbreak is natural, accidental

or deliberate.

Biological attacks may involve contamination of food or water, deliberate dissemination of
biological material, targeted infection or other intentional use of biological agents. However,
the legal significance depends upon the factual circumstances and the statutory elements of
the applicable offence.Food and water contamination presents a particular public-health
concern because large numbers of people may potentially be exposed through a common
source. Nevertheless, the discovery of biological contamination does not itself establish
terrorism. Contamination may result from inadequate sanitation, infrastructure failure,
environmental pollution or accidental contamination. Evidence of deliberate conduct and the

statutory elements of the relevant offence must be established before the incident can

properly be classified as bioterrorism.®

4. HISTORICAL AND CONTEMPORARY CASE STUDIES

The history of biological warfare and terrorism provides important lessons for medical ethics
and criminal law. Unit 731 is significant because it demonstrates how scientific and medical
institutions can be transformed into instruments of abuse when ethical safeguards are
abandoned. Human beings were subjected to experimentation without valid consent and with

disregard for their dignity and welfare.®

8Unlawful Activities (Prevention) Act 1967, S.15

Tsuneishi Keiichi, “Unit 731 and the Japanese Imperial Army’s Biological Warfare Program” in Jing-BaoNie
et al (eds)
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The 2001 anthrax attacks in the United States provide a modern example of biological
material being used in a terrorist context. According to the Centers for Disease Control and
Prevention, twenty-two people developed anthrax during the attacks and five died. The

incident required coordination between public-health authorities, healthcare institutions and

law-enforcement agencies.*®

The Sverdlovsk incident illustrates the difference between deliberate biological terrorism and
laboratory accidents. An accidental release associated with a biological facility caused fatal
anthrax infections. The event is relevant to biosafety, which concerns preventing accidental
exposure or release, and biosecurity, which concerns preventing loss, theft, unauthorised
access or deliberate misuse of biological materials.*

Smallpox represents a different but particularly important case study. Smallpox was caused
by the variola virus and was one of the most serious infectious diseases in human history. The
World Health Organization launched an intensified eradication programme in 1967, the last
known natural case occurred in Somalia in 1977, and WHO declared smallpox eradicated in
1980.12

Smallpox remains relevant to bioterrorism discussions because eradication means that routine
natural transmission no longer occurs, while stocks of the virus remain subject to strict
international controls. The possibility of deliberate release therefore represents a
preparedness concern. At the same time, the historical record demonstrates the value of
international cooperation, surveillance, vaccination, contact tracing and coordinated public-

health intervention.3

A laboratory-associated smallpox incident also occurred in Birmingham in 1978. The
incident caused a limited outbreak and demonstrated that even an eradicated disease can
reappear through laboratory accidents. This reinforces the distinction between biological

terrorism and biosafety incidents.

Centers for Disease Control and Prevention, “Investigation of Bioterrorism-Related Anthrax, United States,
2001: Epidemiologic Findings,” Emerging Infectious Diseases 8(10) (2002)

1 Institute of Medicine, Prepositioning Antibiotics for Anthrax (National Academies Press 2012), ch 2

2\World Health Organization, The Global Eradication of Smallpox: Final Report of the Global Commission for
the Certification of Smallpox Eradication (WHO, 1980)

13D.A. Henderson, 'The Looming Threat of Bioterrorism' (1999) 283 Science 1279
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5. COVID-19 AND THE PROBLEM OF ATTRIBUTION

The COVID-19 pandemic demonstrated the enormous social, economic and medical
consequences that can result from a widespread infectious disease. It also generated extensive
public discussion concerning the origin of the virus. From the perspective of criminal law and
medical ethics, however, a distinction must be maintained between uncertainty regarding the

origin of a pathogen and evidence establishing deliberate biological terrorism.

The World Health Organization's 2025 assessment by the Scientific Advisory Group for the
Origins of Novel Pathogens stated that the available evidence weighs toward zoonotic

spillover, while recognising that important information remains unavailable and that major

hypotheses require continued examination.** Therefore, uncertainty about origin should not

automatically be converted into an assertion of deliberate biological terrorism.

This distinction is legally important. A naturally emerging infectious disease may require
quarantine, surveillance, vaccination, treatment and other public-health measures, but these
measures do not transform the outbreak into a terrorism case. A deliberate release would
require evidence of intentional conduct and satisfaction of the statutory elements of terrorism

or another applicable offence.

The COVID-19 experience nevertheless has considerable relevance to bioterrorism
preparedness. It demonstrated the importance of laboratory capacity, healthcare
infrastructure, disease surveillance, public communication, supply chains, international

cooperation and ethical decision-making during health emergencies.

6. WATER CONTAMINATION AND PUBLIC-HEALTH SECURITY IN TAMIL
NADU

Recent reports concerning water contamination in Tamil Nadu illustrate the importance of
distinguishing environmental and public-health failures from deliberate biological attacks.
Reports concerning contamination of water sources in Tamil Nadu have highlighted problems

involving sewage, faecal contamination and E. coli. Such incidents demonstrate genuine

4World Health Organization, Scientific Advisory Group on the Origins of Novel Pathogens (SAGO), Report on
WHO-convened Global Study of the Origins of SARS-CoV-2 (WHO, 2025).
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public-health risks but do not, without evidence of deliberate conduct, establish an act of

bioterrorism.®

The distinction is important because contamination can arise from multiple causes, including
inadequate sewage management, infrastructure failure, environmental pollution and
accidental contamination. Where deliberate contamination is established together with the
necessary terrorist intent or other statutory elements, substantially different criminal
provisions may become applicable.®

From a medical-ethical perspective, however, both ordinary contamination and deliberate
biological attacks require responsible professional conduct. Doctors must identify suspected
infectious disease, provide appropriate treatment, comply with reporting obligations and
cooperate with public-health authorities where legally required.

7. INTERNATIONAL LEGAL FRAMEWORK

The international legal framework governing biological threats has developed through several
important instruments. The Geneva Protocol of 1925 represented an early international

prohibition concerning the use of bacteriological methods of warfare.’

The Biological Weapons Convention, 1972 provides the central international treaty
framework concerning biological and toxin weapons. It prohibits the development,

production, acquisition, transfer and stockpiling of biological and toxin weapons and requires

States Parties to undertake appropriate measures to prevent such activities.*®

The Convention also recognises that biological agents may legitimately be used for peaceful
purposes, including scientific and medical research. This distinction is fundamental because
the law cannot simply prohibit all biological research. Regulation must distinguish legitimate

scientific activity from activities directed toward hostile or prohibited purposes.

15The New Indian Express, “E.coli found in 43 water samples from Chennai’s Zone 11 (29 August 2026)
®Ibid.,

Protocol for the Prohibition of the Use in War of Asphyxiating, Poisonous or Other Gases, and of
Bacteriological Methods of Warfare, opened for signature 17 June 1925, 94 LNTS 65.

18Convention on the Prohibition of the Development, Production and Stockpiling of Bacteriological (Biological)
and Toxin Weapons and on their Destruction, opened for signature 10 April 1972, 1015 UNTS 163, arts I-1V, X.
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United Nations Security Council Resolution 1540, adopted in 2004, strengthened the
international framework by requiring States to take measures to prevent non-State actors from

acquiring weapons of mass destruction and related materials.*®

The International Health Regulations, 2005 constitute another important component of the
international framework. The IHR provide a legally binding framework for preventing and
responding to the international spread of disease and apply to public-health risks irrespective
of origin or source. WHO materials specifically recognise that the framework can encompass
natural, accidental or deliberate releases of biological materials.?

The IHR also recognise the importance of protecting individual dignity and human rights
during public-health responses. Measures such as quarantine, isolation and restrictions on
movement must therefore be implemented within the applicable legal framework and with

appropriate regard to fundamental rights.?

8. INDIAN LEGAL FRAMEWORK

India does not rely upon a single statute called a “Bioterrorism Act.” Instead, the legal
response is distributed among criminal law, weapons-of-mass-destruction legislation, public-
health regulation, environmental law, disaster-management legislation and professional

regulations.

The BharatiyaNyayaSanhita, 2023, which came into force on 1 July 2024, contains
provisions relevant to biological incidents. Section 113 deals with terrorist acts and is
relevant where the statutory requirements for terrorism are satisfied. Chapter XV contains
offences relating to public health. Sections 270, 271 and 272 address public nuisance and
negligent or malignant acts likely to spread infection of disease dangerous to life, while
section 273 concerns disobedience to quarantine rules and section 274 addresses adulteration

of food or drink intended for sale.??

PUN Security Council Resolution 1540, UN Doc S/RES/1540 (28 April 2004.
20World Health Organization, International Health Regulations (2005), 3rd edn, arts 1-2

Znternational Health Regulations (2005), art.3 (principles, including full respect for the dignity, human rights
and fundamental freedoms of persons) and arts 30-32 (travellers, quarantine and treatment of persons).

22The BharatiyaNyayaSanhita, 2023, s. 113; ss. 270-272s. 273 ; s. 274
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These provisions demonstrate that not every biological incident is necessarily terrorism. A
negligent act causing the spread of disease may constitute a public-health offence without
satisfying the definition of a terrorist act.

The Weapons of Mass Destruction and their Delivery Systems (Prohibition of Unlawful
Activities) Act, 2005 is particularly important because it expressly addresses biological
weapons. The Act provides a specialised statutory framework concerning biological weapons

and other weapons of mass destruction.?

The constitutional framework is also relevant. Article 14 requires equality before the law,
while Article 21 protects life and personal liberty. Public-health measures undertaken in

response to biological threats must therefore operate within constitutional standards.?*

The Epidemic Diseases Act, the Disaster Management Act and environmental legislation may

supplement criminal provisions during major public-health emergencies. Their application

depends upon the factual circumstances and the particular nature of the biological incident.?®

9. MEDICAL ETHICS AND PROFESSIONAL RESPONSIBILITIES

The medical profession occupies a central position in the prevention and response to
biological threats. Doctors are frequently among the first professionals to encounter unusual
patterns of disease. Their responsibilities therefore extend beyond individual patient care to

include appropriate cooperation with public-health authorities.

The Code of Medical Ethics Regulations, 2002 recognises that physicians have
responsibilities not only to individual patients but also to society. The regulations require

physicians to observe applicable laws and cooperate with public-health authorities.2®

Confidentiality is an essential part of medical ethics because patients must be able to
communicate honestly with healthcare professionals. Nevertheless, confidentiality is not

absolute. The regulations recognise circumstances in which confidential information may be

23The Weapons of Mass Destruction and their Delivery Systems (Prohibition of Unlawful Activities) Act, 2005.
Z4Constitution of India, arts 14 and 21; see also Justice K.S. Puttaswamy v. Union of India, (2017) 10 SCC 1

The Epidemic Diseases Act, 1897; The Disaster Management Act, 2005; relevant provisions of the
Environment (Protection) Act, 1986 and rules made thereunder, applied depending on the nature of the
biological incident.

Z6National Medical Commission, Indian Medical Council (Professional Conduct, Etiquette and Ethics)
Regulations, 2002, Gazette of India, Part 111, Section 4, as amended

For general queries or to submit your research for publication, kindly email us at ijalr.editorial@gmail.com

https://www.ijalr.in/

© 2026 International Journal of Advanced Legal Research



https://www.ijalr.in/

VOLUME 7| ISSUE 1 AUGUST 2026 ISSN: 2582-7340

disclosed to protect a healthy person from exposure to communicable disease and

circumstances involving serious and identifiable risks to individuals or communities.?’

The regulations also require doctors to notify appropriate public-health authorities regarding
communicable or notifiable diseases where required by law. In a suspected biological
emergency, this duty may become particularly important because failure to communicate

information may allow an outbreak to expand.2®

At the same time, disclosure must not become an excuse for unnecessary dissemination of
personal information. Medical professionals should provide the information required for
public-health protection while maintaining confidentiality to the extent legally and ethically

possible.

The regulations further recognise the importance of human rights and prohibit professional
involvement in torture or degrading treatment. This principle remains relevant during
biological emergencies because extraordinary public-health circumstances do not remove the

basic requirement to respect human dignity.2®

10. CLINICAL TRIALS AND RESEARCH ETHICS

Clinical research is closely connected with biological preparedness because the development
of vaccines, medicines, diagnostics and other interventions depends upon scientific research
involving human participants. At the same time, research involving biological materials and

human subjects creates important ethical and regulatory responsibilities.

The Indian Council of Medical Research's National Ethical Guidelines for Biomedical and
Health Research Involving Human Participants, 2017 provide a major ethical framework for
research involving human participants. The guidelines emphasise principles including respect

for persons, beneficence, non-maleficence and justice.°

The New Drugs and Clinical Trials Rules, 2019 establish requirements concerning clinical-

trial approval, Ethics Committee review, informed consent, investigator responsibility,

2"bid.,
ZIndian Medical Council (Professional Conduct, Etiquette and Ethics) Regulations, 2002, cl. 1.3
2Indian Medical Council (Professional Conduct, Etiquette and Ethics) Regulations, 2002, cl. 7.20 and cl. 1.2.2,

30Indian Council of Medical Research, National Ethical Guidelines for Biomedical and Health Research
Involving Human Participants (ICMR, 2017)
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adverse-event reporting and documentation.3! The CDSCO's current regulatory materials
continue to identify the 2019 Rules as the principal regulatory framework for clinical trials. 2

The informed-consent requirement is particularly important. The Rules require freely given,
informed, written consent from study subjects, with information provided in language that is

understandable to the participant.®®

The Ethics Committee plays an important role in examining whether proposed research
satisfies ethical requirements and protects participants. Changes to informed-consent
documents and other important aspects of the trial require appropriate ethical and regulatory

oversight.3

The Code of Medical Ethics Regulations, 2002 also treats violations of applicable ICMR

guidelines and improper consent in clinical trials as matters of professional misconduct.

The Supreme Court's proceedings in SwasthyaAdhikarManch, Indore v. Union of India are
significant in understanding judicial concern regarding regulation and supervision of clinical
trials. The proceedings resulted in directions concerning stricter supervision and regulatory

oversight of clinical trials.3®

Clinical research therefore cannot be treated merely as a scientific activity. It involves legal

duties, professional responsibilities, participant rights and institutional accountability.

11. DUTIES AND LIABILITY OF DOCTORS, HOSPITALS AND LABORATORIES

In a biological emergency, doctors have duties relating to diagnosis, treatment, notification
and cooperation. They must exercise reasonable professional care and follow applicable
public-health requirements. Where a disease is legally notifiable, appropriate information

must be communicated to the relevant authorities.

3INew Drugs and Clinical Trials Rules, 2019, notified under the Drugs and Cosmetics Act, 1940

%2Central Drugs Standard Control Organisation, guidance documents and notifications identifying the New
Drugs and Clinical Trials Rules, 2019

33New Drugs and Clinical Trials Rules, 2019, Second Schedule, point 5

34Indian Council of Medical Research, National Ethical Guidelines for Biomedical and Health Research
Involving Human Participants, ICMR, New Delhi (2017).

%Indian Council of Medical Research, ICMR Policy on Research Integrity and Publication Ethics, ICMR, New
Delhi (2019).

36SwasthyaAdhikarManch, Indore v. Union of India, Writ Petition (Civil) No. 33 of 2012
For general queries or to submit your research for publication, kindly email us at ijalr.editorial@gmail.com

https://www.ijalr.in/

© 2026 International Journal of Advanced Legal Research



https://www.ijalr.in/

VOLUME 7| ISSUE 1 AUGUST 2026 ISSN: 2582-7340

Hospitals have broader institutional responsibilities. They must maintain infection-control
systems, emergency preparedness, appropriate documentation and procedures for
communication with public-health authorities. Where a biological incident is suspected,
hospitals may need to coordinate with government agencies and laboratories while protecting
patient confidentiality.

Laboratories have particularly important responsibilities because they handle biological
specimens and potentially hazardous materials. Proper biosafety and biosecurity measures are

necessary to reduce accidental release, unauthorised access and misuse.

Criminal liability may arise where conduct satisfies the elements of a criminal offence.
Professional liability may arise where a registered medical practitioner violates professional
standards. Institutional liability may arise from failures in supervision, safety systems or

regulatory compliance, depending upon the applicable law and facts.

It is important not to automatically equate an adverse medical outcome with criminal liability.
Criminal offences generally require proof of the elements specified by statute, and

professional negligence must be distinguished from deliberate conduct.

Where deliberate contamination is suspected, preservation of evidence becomes essential.

Biological samples, medical records, laboratory records, communications and other relevant

evidence may become important for determining the origin of the incident and establishing

responsibility.

12. ETHICAL CHALLENGES IN BIOTERRORISM RESPONSE

Bioterrorism creates serious ethical conflicts because the interests of individual patients may
sometimes conflict with the interests of the wider community. Confidentiality provides an
important example. A patient may expect information to remain private, but where the patient
has a communicable disease capable of creating a serious public-health risk, disclosure may

be legally and ethically justified.

Autonomy may also conflict with public-health protection. During a serious infectious-
disease emergency, authorities may impose isolation, quarantine or other restrictions. Such
measures interfere with individual liberty but may be justified where necessary to prevent

substantial harm to others. The principle of proportionality is therefore important.
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Justice is another important consideration. Medical resources may become scarce during a
major biological emergency. Decisions concerning allocation of hospital beds, medicines,
vaccines and protective equipment must be guided by transparent and ethically defensible

principles.

Research ethics presents a further challenge. During an emergency there may be pressure to
accelerate the development of vaccines or treatments. Speed, however, cannot completely
replace scientific validity, informed consent and independent ethical review.

Public communication is also an ethical responsibility. Authorities and medical professionals
should communicate accurate information while avoiding unnecessary panic. Effective
communication should distinguish confirmed information from preliminary findings and

avoid presenting speculation as established fact.

13. REGULATORY CHALLENGES

One of the major challenges in India is fragmentation of legal authority. Biological threats
can involve criminal law, health departments, environmental authorities, disaster-
management agencies, laboratories, hospitals, scientific institutions and national-security

agencies. Effective preparedness therefore requires coordination between institutions.

Another challenge is the distinction between biosafety and biosecurity. Biosafety focuses
primarily on preventing accidental exposure and accidental release, whereas biosecurity
addresses the prevention of theft, unauthorised access and deliberate misuse. Both are

necessary.

The increasing complexity of biotechnology creates additional regulatory challenges. Modern
biological research may involve technologies that have legitimate medical purposes but could

theoretically be misused. Regulation must therefore be capable of addressing emerging

scientific developments without unnecessarily restricting legitimate research.

Another concern is the preparedness of healthcare professionals. Doctors may be trained to
diagnose and treat common infectious diseases but may have limited experience with unusual
biological threats. Continuing education, laboratory preparedness and interdisciplinary

training are therefore important.
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The legal system must also address attribution. A biological outbreak may initially have no
obvious perpetrator. Determining whether it is natural, accidental, negligent or deliberate may
require cooperation among epidemiologists, laboratory scientists, law-enforcement

authorities and forensic experts.

14. RECOMMENDATIONS

India's approach to biological threats should be based upon an integrated framework
connecting public health, criminal law, medical ethics, scientific research and national
security. Disease surveillance systems should be capable of identifying unusual outbreaks at
an early stage and should facilitate rapid communication between healthcare institutions,

laboratories and public authorities.

Hospitals and laboratories should maintain appropriate preparedness for unusual biological
incidents. This includes infection-control systems, trained personnel, appropriate reporting
procedures and coordination mechanisms with public-health authorities. Biosafety and

biosecurity should be treated as complementary components of institutional governance.

Clinical research regulation should continue to emphasise informed consent, independent
Ethics Committee review, scientific validity, participant protection, accurate documentation
and reporting of adverse events. Research institutions should also maintain mechanisms for

identifying and managing conflicts of interest and research misconduct.

Medical professionals should receive education concerning their legal duties during public-
health emergencies. Doctors should understand when confidentiality may be overridden,
when notification is legally required and how to communicate with public-health authorities

without unnecessarily disclosing private information.

India would also benefit from stronger inter-agency coordination. Biological incidents can

cross the boundaries between health, criminal justice, environmental regulation and national

security. A coordinated response framework can reduce duplication and improve the speed

and accuracy of decision-making.

Public communication should be treated as an important part of emergency preparedness.

Authorities should clearly distinguish confirmed information from preliminary findings and
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should avoid describing an outbreak as deliberate unless there is credible evidence supporting

such a conclusion.

Finally, biological preparedness should remain consistent with human rights. Emergency
measures should be lawful, necessary, proportionate and subject to appropriate oversight.
Protection of public health and protection of individual dignity should be treated as

complementary objectives.

15. CONCLUSION

Bioterrorism presents a distinctive challenge because it exists at the intersection of criminal
law, medicine, public health, scientific research, ethics and national security. The biological
nature of the threat makes early detection difficult and can create consequences extending
beyond the immediate victims of an attack.

The historical experiences of Unit 731, the 2001 anthrax attacks, the Sverdlovsk incident and
smallpox demonstrate different dimensions of biological threats. They show the importance
of distinguishing deliberate biological terrorism from laboratory accidents, natural disease

emergence and public-health failures.

The experience of COVID-19 further demonstrates why attribution must be based upon

evidence rather than assumption. The current scientific assessment does not provide a basis

for treating COVID-19 as an established deliberate bioterrorist attack.

India's legal framework contains significant tools for addressing biological threats. The
BharatiyaNyayaSanhita, 2023 provides criminal provisions relating to terrorist acts and
public-health offences, while the Weapons of Mass Destruction Act, 2005 specifically
addresses biological weapons, Public-health, environmental and disaster-management

legislation supplements these provisions.

International instruments such as the Biological Weapons Convention, the International
Health Regulations and United Nations Security Council Resolution 1540 provide additional

obligations and mechanisms for international cooperation.

Medical ethics occupies a central position within this framework. Doctors have duties toward

individual patients as well as society. Confidentiality remains fundamental, but it is not
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absolute where serious public-health risks and legally recognised exceptions arise. Doctors
and institutions must cooperate with public-health authorities, comply with professional
standards and protect human dignity.

Clinical research must similarly maintain informed consent, ethical review and participant

protection. Ultimately, effective prevention of bioterrorism requires a balance between

security and liberty, scientific progress and ethical restraint, individual confidentiality and

public protection.

A strong legal system must be capable of responding to deliberate biological attacks while
avoiding the unjustified criminalisation of natural outbreaks, accidents or ordinary public-
health failures. The objective should therefore be an integrated system in which criminal law,
medical ethics, public health and scientific regulation work together to protect both society
and individual rights.
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