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Abstract  

The emergence of social media platforms has profoundly altered the entire narrative of self-

image, self-respect and self-confidence by providing a stage with impracticable benchmarks. 

Social media has transformed the engagement, communication and information diffusion in 

the digital era. However, this modification has raised grave questions about digital privacy, 

predominantly for women, whose mental health is being undesirably impacted by privacy 

intrusions progressively more. This study looks at the rapport between social media 

platforms' digital privacy violations and the harm which is instigated to women's mental 

health. It explores a range of privacy infractions, cyberstalking, dispensing content without 

consent, and invasive data mining techniques. This paper takes a multidisciplinary approach, 

incorporating legal, societal, moral and psychological viewpoints to fully comprehend how 

these infractions affect the mental well-being. The discoveries of this research show that 

women who are the victim of digital privacy invasions, as a result, often suffer from severe 

psychological distress, which manifests as depression, anxiety, post-traumatic stress disorder 

(PTSD) along with a pervasive feeling of insecurity in both physical and digital space. This 

study underscores that how women disproportionately targeted digitally by those who have 

no authority to do so. The paper further delves into the commercialization of personal data by 

social media companies which exacerbates these issues, with algorithmic system often 

prioritizing engagement over user safety. In conclusion, this study lays emphasis on the 

urgent need to fix the social media ecosystem and safeguard the women’s mental health rights 

in the digital age. Protecting women’s rights require proactive, inclusive and morally 
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grounded approach to online privacy governance, guaranteeing that all users have a courteous 

and safe online experience.  

Keywords: Digital, Privacy, social media, online, Violations. 

Introduction  

Personal expression, interpersonal relationships, and communication have all undergone 

changes as an outcome of the digital revolution, with internet-based platforms residing 

among the most common methods for contact. These platforms, allowing people the chance 

to interact, swap stories, and acquire information, have become fundamental to daily life.3 

However, there have recently been significant concerns about digital privacy, particularly 

among women, as a result of this unprecedented connectedness. Data breaches, online abuse, 

cyberstalking, and the unconsented sharing of confidential data have all contributed to the 

dangerous cyberspace that adversely affects the mental health of women.4 

In digital settings, women routinely encounter specific threats such as uninvited contact, 

gender-based exploitation, and breaches of confidentiality which undermine their perceptions 

of security and autonomy.5 Multiple research investigations suggest the connection involving 

digital privacy contraventions and women's emotional discomfort, anxiety, and depression, 

underscoring the need for more robust safeguards.6 Furthermore, as social media platforms 

frequently put engagement and income ahead of privacy protection, the monetization of 

personally identifiable information by these firms raises ethical questions about user safety.7 

This study aims to investigate the effects of social media privacy violations on female mental 

health and underscore the pressing need for enhanced platform-based and legislative 

safeguards. 

Social media's exponential diversification has contributed to issues with confidentiality worse 

by leaving confidential data open to manipulation.8 breaches of privacy disproportionately 

affect women, which can have serious negative effects on their mental health. Unauthorized 

surveillance, revenge pornography, doxxing, and online harassment have all assisted in the 

                                                        
3 Manuel Castells, The Rise of the Network Society 1–25 (2d ed. 2010). 
4 Shoshana Zuboff, The Age of Surveillance Capitalism: The Fight for a Human Future at the New Frontier of 
Power 8–25 (2019). 
5 U.N. Women, Online and ICT-Facilitated Violence Against Women and Girls During COVID-19 4–12 (2020). 
6 World Health Organization, World Mental Health Report: Transforming Mental Health for All 125–30 (2022). 
7 Daniel J. Solove, Understanding Privacy 1–15 (2008). 
8 Organization for Economic Cooperation and Development (OECD), OECD Guidelines on the Protection of 

Privacy and Transborder Flows of Personal Data (2013). 
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creation of hostile internet spaces where women feel violated and unsafe.9 Many women lack 

meaningful redress when their private information is breached since enforcement of the latest 

confidentiality laws and legal frameworks is inadequate.10 

These transgressions have serious repercussions for mental health, frequently contributing to 

elevated stress, social disengagement, PTSD, and chronic psychological trauma.11 Many 

victims see a reduction in their sense of worth and self-esteem, and some resolve to stop 

accessing social media completely in order to preserve their mental health.12 Regretfully, such 

violations continue owing to inadequate accountability procedures and a lack of gender-

sensitive policies.13 The intention of this study is to investigate the degree to which women's 

mental health is impacted by social media privacy violations and to provide efficient methods 

for rendering surfing internet resources safer. 

The objectives of the study are:  

1. To investigate the multiple kinds of digital privacy violations, such include data 

breaches, cyberstalking, and publishing of content without consent, that women 

encounter on social networking sites. 

2. To examine how these privacy violations influence women's mental health, 

particularly with regard to PTSD, anxiety, and depression. 

3. To gauge how social media businesses' data rules and content moderation procedures 

either lessen or exacerbate these issues with confidentiality.14 

4. To evaluate the efficacy with which the current legislative frameworks protect 

women's mental health and prevent intrusions of their digital privacy. 

5. To make proposals for improving social media privacy protections, including as 

changes to laws, public awareness initiatives, and advancements in technology.15 

                                                        
9 Clare McGlynn & Erika Rackley, Image-Based Sexual Abuse, 37 Oxford Journal of Legal Studies 534, 534–61 

(2017). 
10 Digital Personal Data Protection Act, No. 22 of 2023, India Code (2023); Regulation (EU) 2016/679 of the 

European Parliament and of the Council of 27 April 2016 (General Data Protection Regulation), 2016 O.J. (L 

119) 1. 
11 American Psychiatric Association, Diagnostic and Statistical Manual of Mental Disorders 301–55 (5th ed. 

text rev. 2022). 
12 Monica Anderson, Emily A. Vogels & Erica Turner, The State of Online Harassment, Pew Research Center 

(Jan. 13, 2021). 
13 G.A. Res. 68/167, The Right to Privacy in the Digital Age (Dec. 18, 2013); Convention on the Elimination of 

All Forms of Discrimination Against Women, Dec. 18, 1979, 1249 U.N.T.S. 13. 
14U.N. Women, Online Violence Against Women and Girls: A Call for Global Action (2020). 
15 Digital Personal Data Protection Act, No. 22 of 2023, India Code (2023). 
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By tackling these goals, the study intends to add to the burgeoning discourse about gender 

equality, digital rights, and mental health while offering insights for groups that advocate, 

tech firms, and legislators. 

This study's intersectional approach to gender, mental health, and digital privacy makes it 

notable. Whilst privacy issues in the age of the internet are commonly acknowledged, 

minimal has been established concerning the way they affect individuals of various genders. 

Dedicated research and policy programs are needed to address the growing threats of online 

abuse that women, particularly those who hail from economically disadvantaged 

backgrounds, encounter. This research will offer a greater comprehension of the 

psychological consequences of digital privacy invasions on women, which will aid mental 

health practitioners in creating more effective coping mechanisms and treatment approaches. 

Moreover, it will provide crucial details regarding how social media platforms may raise or 

reduce privacy threats, influencing corporate accountability and ethical data management 

procedures.Furthermore, the paper calls for policies for more robust legal safeguards, 

supporting gender-sensitive laws that put user safety and mental health first. Lastly, it also 

provides realistic approaches for people and advocacy organizations fighting online 

harassment and preventing digital privacy violations. By raising these problems to light, this 

research intends to encourage a more trustworthy and inclusive online environment where 

women may converse freely without fearing about breaches of confidentiality or 

psychological consequences. 

The following significant research inquiries will be explored in this study: 

 Which kind of digital breaches of privacy are more prevalent among women on online 

social networking platforms? 

 What effects do these violations have on women's psychological wellness in terms of 

PTSD, anxiety, and depression? 

 What part do social media business organizations play in enabling or stopping 

women's privacy violations? 

 How well do the statutes and regulations in place presently protect women from 

violations of their privacy online? 

 What precautions can be taken to protect women's mental health and preserve their 

digital privacy? 
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In light of these inquiries, the research postulates that social media violations of digital 

privacy have had an enormous effect on women's increasing psychological discomfort.The 

unique requirements of women's digital safety cannot be sufficiently addressed by the privacy 

laws and regulations already in place.Social media giants put user interaction and profits 

ahead of strong privacy safeguards, which exacerbates the threats to mental health. 

An Historical View on Digital Privacy and Social Media 

Through the exponential growth of social media, the idea regarding electronic privacy has 

experienced substantial modifications. Social networking sites like Friendster by Facebook 

(2002), Myspace (2003), as well and Facebook (2004) made their debut in the early 2000s, 

radically altering the way people socialized and transferred information online.16 These early 

platforms gave minimal thought to user privacy in favour of social interaction. Users were 

mostly ignorant of the potential hazards of disclosing personal information online, and 

privacy settings were either unavailable or insufficient.17 

The diversity of user-generated content, such as photographs, videos, location information, 

and private opinions, expanded along with the popularity of these platforms. Initially, worries 

regarding privacy were centered on things like spam, phishing scams, and identity theft.18 

However, new concerns like cyberstalking, doxxing (publishing confidential information 

unauthorized permission), and revenge pornography surfaced as additional sensitive 

information became readily accessible to the public. Women were particularly impacted by 

these threats since their personal information was frequently used for abuse and harassment. 

The 2018 Facebook-Cambridge Analytica controversy raised consciousness about social 

media companies' handling and commercialization of user data on a global scale. In the 

present situation, millions of Facebook users' personal data was collected without their 

knowledge and employed for persuasive political campaigns.19This event demonstrated how 

vulnerable user data is on social networking sites and how technology firms are not held 

responsible for effectively protecting privacy.20 

                                                        
16José van Dijck, The Culture of Connectivity: A Critical History of Social Media 3–25 (2013). 
17Daniel J. Solove, Understanding Privacy 1–22 (2008). 
18Helen Nissenbaum, Privacy in Context: Technology, Policy, and the Integrity of Social Life 1–18 (2010). 
19 U.K. Information Commissioner's Office, Investigation into the Use of Data Analytics in Political 

Campaigns: Final Report 15–36 (2018). 
20 U.N. Women, Online and ICT-Facilitated Violence Against Women and Girls 6–15 (2020). 

https://www.ijalr.in/


VOLUME 7 | ISSUE 1                            AUGUST 2026                                    ISSN: 2582-7340 

For general queries or to submit your research for publication, kindly email us at ijalr.editorial@gmail.com 
 

https://www.ijalr.in/ 

© 2026 International Journal of Advanced Legal Research 

At the same time, ethical questions surrounding data gathering methods had been brought up 

by the establishment of tailored marketing algorithms. The lines distinguishing privacy were 

further blurred when social media businesses started employing sophisticated algorithms to 

track user habits, likes and dislikes and online interaction. Users' data transformed became a 

commodity, boosting profit-driven goals at the expense of the public's right to privacy. 

Governments subsequently started enforcing laws such as the CCPA, or California Consumer 

Privacy Act, in the US and the GDPR, or General Data Protection Regulation, in the EU. 

These legal frameworks sought to provide users with more autonomy around their data, but 

guidelines can occasionally be general and fail to take gendered privacy hazards into account, 

and enforcement is still inconsistent.21 

The quest for confidentiality on social networking sites continues to be strong today. Women 

continue to be disproportionately susceptible to privacy invasions, which can have a 

substantial adverse effect on their psychological well-being alongside jeopardizing their 

internal safety. Social media's trajectory demonstrates the need for improved safeguards for 

confidentiality and an urgent requirement for platforms that prioritize user safety above their 

own profit. 

Implications of Privacy Violations through Gender 

All social media users are influenced by digital privacy violations, but research repeatedly 

shows that women experience specific, disproportionate, and occasionally more severe types 

of digital information breaches.22These violations are strongly gendered and stem from larger 

societal trends of power disparities, misogyny, and gender-based violence that have now 

spread online. Women frequently face breaches of confidentiality that are disruptive intimate, 

and intended to humiliate, make threats, or silence them, when compared to more generic 

privacy concerns like targeted advertising or abuse of information.23 

Cyberstalking, whereby perpetrators, often acquainted to the victim, closely scrutinize 

women's browsing habits, and occasionally utilize personal information gleaned from social 

networking sites to observe their physical actions or torment them throughout both electronic 

and actual situations environments, is one of the most concerning gendered privacy risks. 

                                                        
 
22 U.N. Women, Online and ICT-Facilitated Violence Against Women and Girls During COVID-19 4–12 (2020). 
23Mary Anne Franks, The Cult of the Constitution: Our Deadly Devotion to Guns and Free Speech 149–72 

(2019). 
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Another frequent infraction is doxxing, which is the unapproved release of private 

information such as residence addresses, contact information, or employment details. 

Outspoken women on the internet, especially those involved in advocacy, the media in 

particular, or society at large, are particularly susceptible to concerted bullying attacks that 

aim to spread abuse and terror. Recrimination pornography, or the unconsented posting of 

personal photographs, is another serious infringement that primarily affects women. In some 

situations, private images are released to the public without permission, frequently in 

retribution.Women's reputations, job opportunities, and mental health are severely impacted 

by these kinds of misconduct, which lead them to feel embarrassed frightened, and 

alienated.24 

Furthermore, the probability of targeted harassment and breaches of confidentiality is 

significantly higher for women with marginalized identities, including people of color, the 

LGBTQ+ community women, and women representing religious or ethnic minority. The 

detrimental effect of privacy intrusions and their adverse effects on mental health are 

magnified when gender intersects with other types of discrimination. 

Social media sites offer privacy settings and reporting methods, but these features are 

frequently inadequate. Many women claim that they have no real redress because their 

reports of molestation or breaches of privacy are disregarded or denied. Additionally, it is 

challenging for women to effectively safeguard themselves because the vast majority of 

platform policies have been established without implementing the gender-specific nature of 

online harassment.25 

Notwithstanding isolated instances, the gendered effects of privacy contraventions contribute 

to a society that silences women online. Many women are discouraged from completely 

participating in online communities by fear of mistreatment and privacy violations, which 

restricts their liberty of expression and perpetuates social injustices. As a result, combating 

digital privacy requires a gender-sensitive strategy that acknowledges and takes into account 

the particular difficulties faced by women. 

The Consequences of Privacy Infringement on Women's Minds 

                                                        
24 U.N. Educational, Scientific & Cultural Organization (UNESCO), The Chilling: Global Trends in Online 

Violence Against Women Journalists 15–32 (2021 
25 Kimberlé Crenshaw, Mapping the Margins: Intersectionality, Identity Politics, and Violence Against Women 

of Color, 43 Stan. L. Rev. 1241, 1242–99 (1991). 
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Digital privacy breaches affect women's perceptions of security, independence and degree of 

authority over their private lives in additionally exposing personal information. Although 

women experience emotional pain, fret; dread, or trauma whenever their confidential data is 

used improperly on social media, these violations can have substantial and persistent 

psychological repercussions. Contrary to broad data privacy concerns, breaches impacting 

women often have a particularly targeted and intimate component, with offenders employing 

privacy violations as means of psychological harm.  

Chronic anxiety is one of among the most prevalent effects on mental health. A woman may 

live in persistent fear of extortion, abuse, or even assault physically when her personal 

information, such as her place of residence, cell number, or intimate photos, is made public 

online. Victims might feel insecure in both physical and digital settings as a result of this 

ongoing sense of vulnerability, which can interfere with daily life. Hypervigilance, a 

condition of increased attention and dread of being seen or targeted, is common among 

women & can have an impact on sleep, focus, and general wellbeing. 

Experiences of despondency and melancholy are also exacerbated by privacy violations. 

Women who are the subjects of revenge pornography, doxxing, or cyberstalking frequently 

face isolation, victim-blaming, and societal shame. The psychological strain of having private 

and frequently intimate parts of one's life shared without permission can result in a significant 

decline in one's sense of self-worth and trust in other people. Women might disconnect from 

social networks, abandon their professions, or minimize their online presence as a result of 

the trauma of these incursions, which may worsen depressive and isolated sentiments. 

Additionally, many women suffer from PTSD, or post-traumatic stress disorder, following 

serious privacy violations, particularly when the violation is coupled with persistent threats of 

harm, sexual assault, or recurrent attacks. Memories, dreadful vision feelings of helplessness, 

and a lingering sense of danger are some of the symptoms of post-traumatic stress disorder. 

The profound suffering that digital transgressions can cause is demonstrated by the fact that 

these mental health repercussions for some women can be just as severe as those suffered by 

witnesses of offline abuse. 

As a result of interlocking variations on discrimination that intensify harassment on the 

internet and privacy violations, women from disadvantaged communities, such as women 

with impairments, individuals from racial minorities, or LGBTQ+ face compounded 
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psychological suffering. These women are more probable to suffer long-term mental health 

harm because they could have fewer legal protections and support networks. The 

psychological ramifications of privacy violations can include the silencing effect. Victimized 

women may refrain from posting their thoughts online, particularly on issues such as politics, 

social justice, or feminism, for fear that being visible will make them more vulnerable to 

harassment. Women's voices are excluded from crucial discussions as a result of this self-

censorship, which is detrimental to the person as well as the larger public conversation.  

Many social media sites offer limited support to victims of privacy violations in spite of these 

serious repercussions. Women must deal with the psychological fallout on their own since 

reporting systems are frequently insufficient, tardy, or contemptuous of threats based on 

gender. Victims' distress may be prolonged if they have trouble receiving psychological 

services that are specific to their experiences with digital trauma.To sum up, online 

confidentiality infractions are more than just technical data security lapses; they are intensely 

intimate assaults that cause women to suffer long-term psychological damage. A 

comprehensive strategy that combines increased platform responsibility, legislative changes, 

behavioural health assistance services, and public awareness of the particular psychological 

toll that digital privacy violations have on women is needed to address these mental health 

effects. 

Frameworks for Digital Privacy Law and Ethics  

Social media's explosive expansion and the particular risks it presents, particularly to women, 

have made it difficult for the judicial and moral regulations regulating digital privacy to keep 

up. Although there are privacy laws in both domestic and foreign contexts, many of these 

frameworks fall short in addressing the gender-specific nature of privacy intrusions and in 

offering adequate safety against the psychological suffering that these breaches cause to 

women. Examining India's legal system, international regulatory norms, and the moral 

principles underlying these frameworks is crucial to comprehending the extent of the 

issue.26In the historic Justice K.S. Puttaswamy (Retd.) vs. Union of India (2017) decision, the 

Supreme Court of India publicly acknowledged the right to privacy as a basic right under 

Article 21 of the Indian Constitution. The fundamental right to life as well as individual 

freedom are inextricably linked to privacy, as this ruling confirmed. In spite of this 

                                                        
26https://indiankanoon.org/doc/127517806/accessed on 20 November 2025 
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acknowledgment, India currently does not have a thorough data security legislation that could 

efficiently regulate the gathering, storing, and sharing of personal information on social 

media sites. By penalizing unauthorized data usage and requiring consent-based data 

processing, the recommended Digital Personal Data Protection Act, 2023, aims to govern 

data privacy. This draft law is criticized, meanwhile, for having weak enforcement 

mechanisms, inadequate safeguards against monitoring, and ambiguous clauses pertaining to 

sensitive personal information.27Sections 66E (infringement of privacy), 67 (posting indecent 

content), as well as 67A (such as releasing pornographic information) of the Information 

Technology Act of 2000 penalize some online privacy violations. However, these laws are 

generally reactionary, requiring victims to file a lawsuit after the harm has already happened, 

and law enforcement organizations are usually ill-equipped to deal with gendered 

cybercrimes in a tactful and efficient manner. Furthermore, women may experience victim-

blaming or social shame whenever alleging online privacy violations, making the legal 

process difficult for them.28Around the world, different jurisdictions have very distinct 

privacy protection laws; some are developing strong rules, while others are trailing behind. 

Most people agree that one of the most robust data protection rules is the General Data 

Protection Regulation, also known as (GDPR), which was implemented by the European 

Union in 2018. GDPR aims to offer people greater control over their own private information 

by imposing stringent rules on authorization by users, processing of information, and 

infringement reporting. GDPR has been commended for offering tools that can be used to 

guard against specific gendered privacy violations, such illegal data sharing, although it 

applies to all users, regardless of gender. 

The CCPA, or California Consumer Privacy Act, in the US gives customers the right to 

access, remove, and stop the sale of their personal information. The absence of a 

comprehensive privacy statute in the United States, however, leaves loopholes in protections, 

particularly with regard to sharing private content without consent. Although the need for 

addressing gendered online harassment is becoming more widely acknowledged, few 

international treaties specifically address the relationship between women's rights and digital 

privacy. There are still few tangible legal tools available to prevent virtual assault based on 

                                                        
27https://indiankanoon.org/doc/112223967/accessed on 20 November 2025 
28‘General Data Protection Regulation (GDPR)’https://gdpr-info.eu/accessed on 20 November 2025 
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gender, including privacy violations, despite calls for greater international cooperation from 

organizations notably UN Women and the European Council of Europe. 

Social media firms have an ethical obligation to safeguard the confidentiality and worth of 

their users, especially the most vulnerable. Nevertheless, a lot of platforms have profit-driven 

business strategies that emphasize user interaction ahead of security, frequently neglecting to 

create measures that sufficiently protect privacy. Slow responsiveness to fraudulent reports, 

inadequate moderated content in indigenous languages, and algorithms that magnify 

dangerous content are all examples of a technological culture that places a low priority on 

women's online safety.  

Laws that specifically address the gendered aspects of privacy infractions are still desperately 

needed, even if legal structures in India and around the world are changing. This entails 

acknowledging the particular negative effects on women's mental health, making sure that 

non-consensual content is quickly removed, and holding platforms responsible for 

encouraging or failing to stop abuse. Furthermore, in order to establish online spaces where 

women may confidently enjoy their legal entitlements to dignity, privacy, and mental health, 

ethical obligations must transcend mere compliance. 

Recognizing cyberbullying in the age of technology 

In the digital age, cyberbullying, a particular kind of harassment which employs digital 

technologies, has become a widespread problem. It encompasses actions meant to hurt, 

threaten, or degrade the target, including transmitting threatening messages, disseminating 

misleading information, or distributing private stuff without permission. Because of the 

internet's widespread use & the degree of confidentiality it provides, cyberbullying has 

become more common and more severe, raising serious concerns on a global scale. 

The concerning prevalence of cyberbullying, particularly affecting women and young girls is 

highlighted by recent studies. fifty-eight percent of girls and teenage girls who are 15 to 25 

have encountered online bullying or harassment on platforms like Twitter, Facebook, 

Instagram, WhatsApp, and TikTok, corresponding to a 2020 Plan International survey 
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involving respondents from Brazil, India, the nation of Nigeria, Spain, India, Japan, Australia, 

Thailand, as well as the United States of America. 29 

30According to the 'Left to Their Own Devices' survey by CyberSafeKids, 65% of Irish 

children between the ages of 8 and 12 reported having received online communication from 

strangers, putting them at risk for online harassment and other online dangers.  

Due to deeply ingrained prejudices based on gender and societal power systems that are 

mirrored online, women are disproportionately affected by cyberbullying. Social media 

amplifies cultural expectations around women's speech, behaviour, and appearances and any 

departure from these standards could incite animosity. Women who speak out on social, 

political, or feminist concerns are more likely to be harassed, with concerted attacks aimed at 

publicly discrediting and intimidating them. Online abuse is frequently not sporadic but well-

planned, with the goal of undermining women's engagement in digital arenas and enforcing 

authoritarian dominance of their voices and visibility. 

Cyberbullying has significant and distinct psychological effects. Increased anxiety, despair, 

and in extreme situations, suicide thoughts are common among victims. People may believe 

that there is no safe haven due to the widespread nature of digital harassment, which can 

increase stress and make them feel powerless.  According to Pew Research Centre research 

with 1,453 parents and teenagers, 44% of teenagers think that the pressures of online 

communities and technology make today's environment more difficult for teenagers. 

According to the study, kids' mental health suffers as a result of social media's role in the 

widespread incidence of online harassment and pressure to fit in. 31 

In the digital age, cyberbullying is still an extensive issue that disproportionately affects 

young girls and women. Because of the serious psychological effects, there has to be a global 

push to make online spaces safer and offer strong support networks for individuals 

victimized. 

Existing Data on Digital harassment Against Women in India  

                                                        
29‘58 per cent young women face online harassment…’ The Indian 

Expresshttps://indianexpress.com/article/lifestyle/life-style/58-per-cent-young-women-face-online-harassment-
abuse-state-of-the-worlds-girls-report-plan-international-6706258/ accessed on 205November 2025 
30‘Shock figures kids contacted stranger online…’ The Sun Ireland 

https://www.thesun.ie/news/13746378/shock-figures-kids-contacted-stranger-online-cybersafekids-

report/accessed on 28November 2025 
31Research study says teen life is harder than ever’ Parents https://www.parents.com/research-study-says-teen-

life-is-harder-than-ever-8707281accessed on 30 November 2025 
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In India, women are disproportionately the targets of online misconduct, exploitation, and 

privacy violations, making cyberbullying a serious problem. Social media platforms, 

smartphone adoption, and the quick growth of internet access have opened up new channels 

for assault based on gender in online environments. The volume of internet harassment cases 

in India has increased recently, and women are disproportionately the targets of targeted 

abuse 

 

such as sexual harassment, 

 

body shaming, threats, and the unconsented sharing of private photos.Number of cyber 

stalking and bullying incidents against women across India in 2022, by leading state32 

The number of reported instances of cyberbullying against women in various Indian states is 

shown in this bar graph. This is a thorough analysis of the chart: 

Top States with Most Incidents: With 52 occurrences, Maharashtra has the most incidents of 

cyberbullying against women, according to sources.Kerala comes next with thirty examples; 

                                                        
32‘India cyber stalking/bullying statistics’ Statista https://www.statista.com/statistics/1097724/india-cyber-

stalking-bullying-cases-against-women-children-by-leading-state/ 
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with 19 cases, Rajasthan comes in third. States with Mid-Level Incidents: Madhya Pradesh 

and Andhra Pradesh each have 13 cases; with ten cases, Uttar Pradesh comes next.States with 

the Fewest Incidents Reported: Telangana (4 instances); Delhi, Gujarat, and Himachal 

Pradesh each had three examples.Both Uttarakhand and Chhattisgarh reported two 

occurrences; Haryana, Punjab, and Goa each reported one instance. 

Important Findings: Maharashtra and Kerala, two states with higher internet penetration and 

bigger urban populations, record more incidents, presumably as a result of increased 

awareness of cybercrime reporting procedures and digital participation. The absence of 

smaller regions and northeastern states from the map may be a sign of underreporting or a 

lack of data. Despite being the capital and having a high internet usage rate, states like Delhi 

only record three occurrences, which could be a sign of failing to report or inadequacies in 

the procedure for submitting reports.33 

Recent national crime figures indicate that electronic crime against women have risen 

substantially annually. Social networking sites like Twitter, Instagram, Facebook, and 

WhatsApp are being used to commit abuse in an increasing proportion of these situations. 

According to studies, around 40% of Indian women internet users have encountered online 

harassment in some capacity, including doxxing, cyberstalking, and unsolicited explicit 

messaging. The most vulnerable group is thought to be young women within the ages of 18 

and 30, especially those who engage in a matter of politics feminist, or egalitarian discourse 

or voice their thoughts in public settings.34 

Additionally, studies show that almost 30% of Indian women have experienced the 

exploitation of their private images or films, and 20% have received threats of physical harm 

online. For women from oppressed groups, such as tribal, Muslim, or members of the 

LGBTQ+ community, who frequently experience intersectional kinds of cyber abuse, the 

situation is particularly concerning.  

Notwithstanding the existence of cyber laws, enforcement is still lax, and many women 

decide not to report occurrences out of concern for victim-blaming, social stigma, and the 

absence of sufficient assistance from law enforcement. To defend the rights of women and 

                                                        
33 National Commission for Women, Annual Report 2022–23 (2023). 
34 Amnesty International, Toxic Twitter: Violence and Abuse Against Women Online 18–45 (2018); U.N. 

Educational, Scientific & Cultural Organization (UNESCO), The Chilling: Global Trends in Online Violence 

Against Women Journalists 15–35 (2021). 

https://www.ijalr.in/


VOLUME 7 | ISSUE 1                            AUGUST 2026                                    ISSN: 2582-7340 

For general queries or to submit your research for publication, kindly email us at ijalr.editorial@gmail.com 
 

https://www.ijalr.in/ 

© 2026 International Journal of Advanced Legal Research 

psychological well-being in the country's online spaces, these figures underscore the critical 

need for improved digital literacy, more robust legal protections, and mental health services. 

Potential Forms of Cyberbullying aimed at Women  

Given that women experience particular and gendered types of online harassment, 

cyberbullying has evolved into a widespread problem in the digital era. Owing that of the 

internet's anonymity and wide reach, offenders may participate in tailored cyberbullying 

without worrying about implications right away. Women are disproportionately targeted by 

cyberbullying in a variety of ways, all of which aim to violate their privacy, endanger their 

safety, and negatively impact their mental health in addition to silencing or degrading them. It 

is essential to comprehend these prevalent kinds in order to create prevention and support 

methods that work.  

1. Sexual harassment via the internet 

Online sexual harassment is one of the most common types of cyberbullying that women 

experience. Unwanted explicit texts, pictures, or videos received via messaging apps, 

emails, or social media fall under this category. Lewd remarks, sexual advances, and 

disparaging words are commonly directed at women who share private images or interact 

with others online. High-profile women, including journalists, activists, as well as public 

leaders, are frequently harassed in India and around the world with overt threats of sexual 

assault in an effort to quiet them. 

2. Doxxing, or the publication of private data  

Doxxing is the malevolent practice of disclosing a woman's personal information in 

public without her permission, including her residence address, phone number, place of 

employment, or private images. This puts the victim at risk for physical harm and stalking 

in the real world. Doxxing is especially harmful in patriarchal cultures because women 

are more likely to be harassed online and offline due to added cultural and social stigma. 

3. Sharing Images Without Consent (Revenge Porn) 

Retaliation porn, or the unapproved dissemination of private photos or films, is an 

increasingly prevalent type of cyberbullying. These files are posted online by nefarious 

individuals or ex-partners to embarrass, extort, or emotionally harm women. Serious 

mental health issues, such as anxiety, depression, and in severe cases, suicide thoughts, 
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are experienced by victims. In many nations, including India, women have little 

protection because legal action is either delayed or insufficient. 

4. Online predatory behaviour  

Cyberstalking is the practice of persistent, undesired communication via digital channels, 

such as bulk emails, messages on social media, or remarks intended to harass, threaten, or 

monitor. Women report experiencing dread and emotional discomfort as a result of feeling 

monitored all the time. While it infiltrates a female's online presence in public as well as 

private spheres, this type of harassment is especially challenging to avoid. 

 

5. Online hate speech and trolling 

Intentional prodding through offensive remarks intended to elicit strong feelings is known 

as trolling. Coordinated trolling operations are frequently directed at women who take 

part in online conversations, particularly those centred around feminist ideology, politics, 

or social justice. Gender biased even homophobic criticism meant to denigrate and 

discredit the person being targeted are all regarded as hate speech. 

 

 

5. False profiles and impersonation 

Making social media profiles with a woman's name, images, or other private information 

is another popular strategy. These accounts could be used to send offensive comments, 

post false information, or swindle people. A woman's reputation is harmed by this, and 

she also runs the danger of experiencing more harassment andsocialrejection.35 

 

Illustrations of Notable Cyberbullying and Privacy Violations  

Numerous high-profile incidents, within India as well as abroad, demonstrate the growing 

frequency of online harassment and privacy abuses against women. The grave nature of 

harassment via the internet, the psychological effects on victims, and the pressing need for 

                                                        
35 Danielle Keats Citron, Cyber Civil Rights, 89 B.U. L. Rev. 61, 82–104 (2009). 
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more robust legal structures as well as digital security protocols are all illustrated by these 

case studies. 

1. The Case of the "Bois Locker Room" (India, 2020)36 

The "Bois Locker Room" scandal was one of among the most well-known events in India. 

In one instance, an encrypted Instagram group conversation made by adolescents was made 

public for posting pornographic pictures, comments, and threats of rape directed at young 

girls. The group's screenshots swiftly gained widespread attention, igniting a global outcry 

against the normalization of online sexual harassment and misogyny. The group's victims 

experienced serious mental health issues, such as anxiety, social disengagement, and 

personal safety fears. In addition to bringing to light the pervasive culture of online sexism 

among young people, this episode also sparked debate on the efficacy of current privacy 

laws and the duty of social media companies to prevent such acts. 

2. The Release of Private Photos of Celebrities (International, 2014)37 

The 2014 "Celebgate" controversy is notable on a global scale as a significant instance of 

privacy infringement. After their iCloud accounts were compromised, a number of well-

known female celebrities, including actors and athletes, had their personal, intimate images 

posted online. The hacked material went viral on the internet and other websites, sparking 

discussions about victim-blaming, digital privacy, and cloud storage system vulnerabilities 

all around the world. The victims' emotional trauma endured despite legal efforts against 

the hackers, several reported persistent anxieties, bodily autonomy violations, and dread of 

public scrutiny. 

3. Global, 2021-Present: Digital Harassment of Female Journalists38 

Globally, female journalists are still subjected to constant cyberbullying. More than 73% of 

female journalists have been the victims of internet harassment, including orchestrated 

trolling, sexual harassment, and death threats, according to a UNESCO report from 2021. 

For example, Indian reporter Rana Ayyub has been the recipient of threats, manipulated 

photos, and nasty texts because of her vocal support of politics and human rights. In 

                                                        
36‘India online abuse news report’ BBC Newshttps://www.bbc.com/news/world-asia-india-

52542553https://www.bbc.com/news/world-asia-india-52542553 
37‘US cyberbullying case/news’ BBC News https://www.bbc.com/news/world-us-canada-37474255 
38UNESCO, ‘Chilling: Global trends in online violence against women 

journalists’https://en.unesco.org/publications/chilling 
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addition to putting these women's physical safety in jeopardy, this kind of targeted 

harassment uses psychological intimidation to try to stifle critical commentary in the media. 

The Consequences of Security Violations and Cyberbullying on Women's Mental 

Health 

Online harassment and breaches of privacy have become major global hazards to women's 

psychological wellness in the digital era. Women are more vulnerable to gender online 

misconduct, such as intimidation, extortion, doxxing, and the unconsented disclosure of 

personal information, as social networks and online platforms proliferate. These infractions 

cause severe mental and emotional suffering and are not merely technological or legal 

problems. Women may experience psychological effects ranging from acute anxiety to 

chronic mental health conditions, especially when these attacks are coupled with 

socioeconomic position, gender, caste, race, and religion.39 

 Trauma, Depression, and Anxiety 

Severe anxiety and melancholy are frequently the swift emotional aftermath of privacy 

invasions and cyberbullying. Internet-targeted women may live in continual fear of being 

seen, judged, or harassed. Victims of public humiliation or not voluntary sharing of private 

photographs (often referred to as "revenge porn") express severe concerns about their safety 

and public image. 

With many women, cyberbullying is not an isolated incident but rather a continuous threat. 

The unpredictability and recurrent nature of online harassment, such as being tagged in 

disparaging posts, getting abusive comments, or threats, keeps victims in a condition of 

elevated anxiety. Over time, this hypervigilance may lead to chronic sadness and severe 

anxiety disorders. PTSD, or post-traumatic stress disorder, symptoms are more common in 

more severe situations, particularly when the harassment involves warnings of murder or 

physical assault. 

According to research conducted both in India and around the world, women who have 

been the targets of cyberattacks are twice as probable to suffer from depression as those 

who have not. Sleeplessness, irregular eating patterns, trouble focusing, and even suicidal 

                                                        
39 Kimberlé Crenshaw, Mapping the Margins: Intersectionality, Identity Politics, and Violence Against Women 

of Color, 43 Stan. L. Rev. 1241 (1991). 
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thoughts might result from the emotional trauma. These problems are frequently made 

worse by the guilt and shame surrounding privacy intrusions, particularly in traditional 

cultures where women are unjustly held responsible for their mistreatment.40 

 Social Withdrawal and Internet Participation Fear 

Online and offline social disengagement is one of the biggest effects of cyberbullying on 

women. In order to prevent additional harassment, many victims withdraw from social 

media sites by limiting digital contacts, deleting accounts, or altering their online personas. 

Although these measures might offer short-term respite, they also restrict women's 

participation in social interaction, professional networking, and public discourse. 

A chilling effect is produced by the worry that one may be targeted again or that one's 

privacy may be violated. Women start to feel uncomfortable speaking up, sharing their 

artistic creations, or engaging in discussions on delicate subjects like social justice, politics, 

or gender rights. For instance, female activists and journalists in India frequently report 

receiving hate speech and threats of rape, which forces them to restrict their public personas 

and compromises their freedom of expression and work.  

This forced retreat can lead to emotions of helplessness, loneliness, and low self-esteem. 

Women's ability to connect, learn, and develop both professionally and personally is 

severely hampered when the digital sphere turns hostile. 

 Long-Term Consequences on Mental Health 

Beyond the short-term impacts, privacy intrusions and cyberbullying have long-term 

negative implications on women's mental health. Chronic psychological diseases like the 

following can be exacerbated by frequent encounters with online harassment. 

Chronic harassment-induced terror, recollections, and emotional numbness are symptoms 

of post-traumatic stress disorder (PTSD).Panic disorders are characterized by abrupt, severe 

episodes of panic coupled with physical symptoms such as dyspnoea, light-headedness, and 

palpitations.Trust Issuesaccompanied byfear of betrayal or injury makes it difficult to trust 

individuals, even when they are not online.Persistent online objectification or ridiculing 

undermines self-esteem and fosters internalized sentiments of inadequacy.Body Image 

                                                        
40 Danielle Keats Citron, Sexual Privacy, 128 Yale L.J. 1870, 1915–29 (2019). 
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issues ariseespecially when women are the object of unwanted image sharing or persecuted 

for their physical characteristics. 

Considering damaging content might reemerge at any time because to the persistence of the 

internet, these mental health issues frequently continue even after the bullying has stopped. 

Victims may always worry about how their previous abuse may affect their ability to find 

work in the future, form relationships, or be accepted by society.41 

 The Effects of Intersectionality on Disenfranchised Women  

Although women of all demographics are impacted by cyberbullying, its effects are more 

severe for marginalized women, including those from lower socioeconomic strata, minority 

religious groups, the LGBTQ+ community, and women with impairments. The 

psychological experience and processing of harassment are significantly influenced by 

intersectionality. 

For example, Dalit women activists in India frequently encounter sexist and an online 

harassment based on caste. Hate campaigns including fictitious auctions of their images 

have targeted Muslim women reporters and leaders in particular with the goal of 

dehumanizing and silencing them. Because victims of these compounded attacks 

experience discrimination on several fronts at once, they develop multilayered trauma. 

Additionally, marginalized women are less likely to have institutional support, legal 

assistance, or mental health services at their disposal. Their susceptibility to anxiety, 

depressive disorders, and social marginalization is increased by the combined stress of 

systemic inequity and cyberbullying. 

 Coping Strategies and Support Networks  

In order to lessen the psychological harm brought on by privacy intrusions and 

cyberbullying, women adopt a variety of coping mechanisms and support networks: 

Self-care techniques include: Digital detoxification by minimizing internet use to safeguard 

mental health. Techniques for mindfulness, like breathing techniques and meditation, help 

control anxiety.Psychotherapy or therapy with behavioural specialists that specialize in 

trauma recovery are examples of therapeutic therapies. 

                                                        
41 Viktor Mayer-Schönberger, Delete: The Virtue of Forgetting in the Digital Age 3–27 (2009). 
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Community Support: Feminist organizations, legal aid agencies, and supportive peer 

networks are examples of both in-person and online communities of support that offer both 

practical and emotional assistance. Online forums exclusively for women have developed 

into vital safe spaces where people may share their experiences and coping mechanisms 

without worrying about criticism or more harassment. 

Judicial and Organizational Support: In certain nations, victims turn to women's 

commissions, cybercrime units, or nonprofit organizations (NGOs) that focus on digital 

rights as a means of obtaining redress. Although cyber harassment is addressed by laws like 

India's Information Technology Act (2000), implementation of these laws is still uneven. 

Participation and Advocacy: Many women use their trauma to become activists, promoting 

greater internet safety regulations, educating others about similar attacks, and mentoring 

others. Regaining one's internet reputation in public can be a potent sign of fortitude and 

healing.42 

Legal Considerations and Suggestions for Policy  

The digital ecosystem's explosive growth has created new threats to mental health, safety, 

and privacy, especially for women. Online platforms have given women unparalleled 

power, but they have also turned into places where harassment, cyberbullying, and privacy 

violations can occur. To protect women from these gendered risks, strong policy 

frameworks and effective legal responses are necessary. The role of social networking 

platforms, international best practices, Indian cyber legislation, and policy ideas for 

enhancing women's digital privacy are all examined in this section. 

Cybercrimes against women, such as online harassment, doxxing (such as releasing private 

information without agreement), picture morphing, and the unconsented distribution of 

intimate content, have increased dramatically in India. Given the gravity of these problems, 

Indian law contains a number of regulations aimed at preventing gender-based 

violenceonline.  

 

The Information Technology Act (IT Act) of 2000: India's main law addressing cybercrimes 

is the IT Act. Some safeguards against digital offenses are provided by sections such as 66E 

(infringement of confidentiality), 67 (making available obscene content), and 66C (identity 

                                                        
42 World Health Organization, World Mental Health Report: Transforming Mental Health for All 130–38 (2022) 
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theft). Critics counter that these parts are out of date and don't adequately handle the 

complex nature of gendered cyberbullying. 

Indian Penal Code (IPC): Sections 354D for example (stalking), 509 (insulting a woman's 

modesty), and 499 (defamation) are examples of traditional laws that are used to handle 

online offenses. Although these rules apply to digital areas, their effective execution is 

hampered by their unclear definitions and authority.  

The 1986 Indecent Depiction of Women (Prohibition) Act: It prohibits the dissemination or 

publication of any offensive depictions of women, and this law now extends to content 

found online. 

The enforcement of these provisions is still inconsistent. Victims often complain about poor 

judicial sensitivity, law enforcement officials' lack of awareness concerning cybercrimes, 

and police response delays. Furthermore, because structural biases and a lack of digital 

literacy restrict their availability of legal remedies, women from deprived communities 

confront even more obstacles to justice. 

Numerous legal regimes around the world have created frameworks to deal with privacy 

violations and online abuse. Strong gender-based cybercrime legislation in the following 

nations provide important insights into efficient legal systems.  

In the UK, laws concerning harassment, threats, and the unconsented distribution of photos 

are addressed by the Malicious Communication Act of 1988 and the Online Safety Bill of 

2021. The Australian nation stablished through Fostering Online Safety Act of 2015, the e-

Safety Commissioner is a specialized agency that responds to complaints about online 

harassment and cyberbullying and provides prompt assistance and takedown services. 

The GDPR, or General Data Protection Regulation, increases individual control over 

personal data and makes platforms responsible for data misuse, even if its primary focus is 

on data privacy. Under GDPR regulation, the gendered ramifications of data breaches and 

breaches of privacy are becoming more widely acknowledged. In United States several 

state laws make revenge pornography, internet stalking, and online extortion illegal, 

notwithstanding the lack of federal-level uniformity in these laws. In order to combat cross-

border cybercrimes, these international approaches highlight the significance of thorough 
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legislative definitions, specialized enforcement agencies, victim-centred assistance services, 

and international cooperation. 

Online harassment cases are primarily found on social media sites including YouTube, 

Facebook, Instagram, and Twitter (X). They have a moral and legal obligation to stop 

cyberbullying and safeguard consumers' privacy. Platforms' primary duties include: Strong 

Reporting Mechanisms: Platforms need to offer easy-to-use, user-friendly, and efficient 

ways for users to report instances of mistreatment and privacy violations. 

Content Caution: AI and human administrators work together to quickly identify and 

eliminate offensive content.  

Security Controls: Giving users the ability to limit who can read their profiles, leave 

comments on their postings, and get in touch with them. 

Disclosure Reports: To foster public trust, measures made in response to complaints of 

harassment and cyberbullying are regularly disclosed. 

However, because of uneven enforcement, computational prejudices, and a shortage of 

socioeconomic sensitivity in moderation procedures, these efforts frequently fall short. For 

instance, victims in areas where English is not the primary language usually complain that 

local languages are not sufficiently checked or addressed for abusive content. Cases such as 

the online auction scandals "Bulli Bai" and "Sulli Deals" in India showed how platforms 

did not take immediate action against content that targeted Muslim women, aggravating 

trauma and postponing justice. 

Policy Suggestions for Improving Women's Digital Privacy Protection 

A multifaceted policy strategy is necessary to create safer online environments for women. 

The following suggestions are put out in light of the gaps that currently exist: 

 

Boost Cyber Laws: Clarify the descriptions of online assault based on gender in the IT Act 

of 2000. Fast-track digital courts should be established to expedite the determination of 

instances involving cyber harassment.  

Increasing Law Enforcement Capacity: Police, judges, and public prosecutors must receive 

required training on how to effectively and sensitively handle cybercrimes. Create cyber 

forensic teams to assist with investigations in each state. 
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Victim aid systems: Government-funded hotlines, legal assistance, and counselling 

programs tailored to victims of cyberbullying are examples of victim support systems. 

partnering with non-governmental organizations to offer digital literacy initiatives that 

teach women about internet safety.  

International Cooperation: To combat cross-border cybercrimes, including pornographic 

crimes and data leaks, governments and international tech businesses should work together 

more closely. Through international agreements and treaties, best practices can be shared. 

Network Accountability: Demand social media businesses to evaluate the gender impact of 

their moderation policies and algorithms. Platforms that do not respond to confirmed 

allegations of assault within a specified period of time should be penalized.  

Societal-Based Measures: Promote community norms that place an emphasis on civil 

interaction. Encourage awareness-raising initiatives that de-stigmatize victimization and 

promote reporting. 

Governments, law enforcement, public society, and tech corporations must work together to 

ensure women's digital safety. We can only establish online spaces that respect women's 

entitlements to dignity, confidentiality, and mental health by implementing thorough legal 

reforms, aggressive policy initiatives, and strong platform administration. 

Conclusion  

Social networking platforms are turning into two-edged swords for women in the changing 

digital landscape: they provide them with chances for connection, empowerment, and 

expression, but they also expose them to previously unheard-of violations of privacy, 

cyberbullying, and sexist abuse. This study has demonstrated how breaching digital privacy 

directly affects women's emotional health and general well-being rather than just being a 

technical or legal problem. Many women around the world are forced to limit their own 

voices or avoid digital places due to the ongoing risks of abusive trolling, illicit sharing of 

intimate photographs, online stalking, and data breaches. Government officials, lawmakers, 

and operators of digital platforms must give these psychological effects, which range from 

long-term social disengagement and post-traumatic stress disorder to chronic anxiety and 

depression, considerable consideration. 
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The survey additionally demonstrates that although nations like India as well as others have 

taken action to enact legislation against cybercrimes against women, there are still a lot of 

gaps in victim care, awareness, and enforcement. Proactive law reforms, specialized 

enforcement agencies, and community-led awareness efforts can be extremely effective in 

reducing these digital hazards, as evidenced by international best practices. Social media 

companies also need to be more accountable by strengthening their user privacy safeguards, 

upgrading their content moderation procedures, and being open about the way they address 

gender-based online harassment. 

In the end, safeguarding women's online confidentiality is both a legal requirement and a 

basic human rights concern. To make online spaces safer and more welcoming, cooperation 

between the legal system, educational institutions, technology, and social change is of 

paramount importance. We can only guarantee that women may engage with autonomy and 

trust in digital settings without jeopardizing their psychological stability or sense of self-

worth by tackling these issues holistically. 
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