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This paper examines the evolution of financial governance in India by tracing the shift from 

traditional banking compliance frameworks to the emerging regulatory architecture 

governing fintech ecosystems. It highlights how early informal systems of financial 

accountability gradually transformed into formalized, statute-driven compliance regimes, 

particularly with the rise of central banking and regulatory oversight. In the contemporary 

context, the paper analyzes how rapid technological advancements and digital financial 

services have necessitated a dynamic and multi-layered regulatory approach. Focusing on key 

frameworks such as the RBI Master Direction on Outsourcing of IT Services, 2023, RBI 

Digital Lending Guidelines, 2022, Digital Personal Data Protection Act, 2023, Prevention of 

Money Laundering Act, 2002, and Payment and Settlement Systems Act, 2007, it evaluates 

the regulatory challenges and compliance obligations arising from bank–fintech partnerships. 

The paper argues that while fintech innovation enhances efficiency, accessibility, and 

financial inclusion, it simultaneously introduces complex risks related to data protection, 

consumer rights, operational resilience, and systemic stability. Ultimately, it emphasizes the 

need for a balanced regulatory approach that fosters innovation while ensuring robust 

compliance, accountability, and protection of public interest within India’s evolving financial 

ecosystem. 
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I. INTRODUCTION 
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Compliance means the act of obeying a law or rule, especially one that controls a particular 

industry or a type of work or it also means the act of doing everything that someone tells or 

wants you do2. This is a very generalized meaning of word compliance, one which we use in 

our daily life. This word can have a varied meaning depends on the sense that it is being used 

in,  it can means adhering to such order and request of superiors or authorities. In business 

sense compliance can be said to following the established set of principles so as to avoid 

fines, legal penalties or any kind of deterrence. In this article we explore the various layers of 

compliance in a traditional are like banking which has a strong set of regulations and rule to 

which it must be compliant and the compliance in a very young yet dynamic field like fintech 

whose regulations and still evolving.  

 

II. HISTORY OF BANKING COMPLIANCE 

Banking compliance in a broad sense means the adherence to such rules, regulations, or any 

kind of laws which must be followed by banks. This laws which must be complied will be 

laid down by a regulatory agency which has the authority to pass such laws. The intent for 

having such rule is to encourage uniform and effective practices in banking sectors and to 

avoid any kind of illegal or fraudulent activities which might affect the rights of consumer 

and public interest.  

 

During the medieval and renaissance age, the organized finance does not have a central or 

formal regulatory authority which is equivalent to modern day institutions like central banks 

and security commissions. The early finances were rather governed by customs, religious 

constraints and guild-based codes. During these times families like Medici, Bardi, 

and Peruzzi deeply influenced and were large scale players in finance section at such times. 

They developed various compliance policies like ledger, accounting books and also 

mechanisms similar to audit. While although these early compliances are not very formal 

done by government regulators but it mimics the modern compliance policies. During this 

time accountability were tied to profit-sharing mechanisms rather than bureaucratic 

oversight3. 

In absence of formal financial regulators, the powerful institutions like the church and 

monarchies deeply influenced the financial practices, the papacy became a major client to 

                                                
2Cambridge Dicitionary.org, https://dictionary.cambridge.org/us/dictionary/english/compliance#google_vignette 

(last visited 14 June, 2025). 
3 Ferguson, N., The ascent of money: A Financial History of the World, p. 41-49 (Penguin Books Limited 2019). 
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these early institutions. This is because papal states needed banking services for tax 

collections, crusades and administrative purpose, this incentivized the banks working for 

churches to adopt such practices in compliance with religious laws.  

 

On the other hand, monarchs like King Edward III of England and King Robert of Naples had 

borrowed heavily from the banks of Bardi and Peruzzi. When they defaulted on their loans 

this caused the fall if medieval European banks to collapse. This clearly highlighted the risks 

of lending to sovereign without enforceable legal rights. Since the frameworks of that time 

lacked state backed insurance and creditor protection4. The whole banking system was 

vulnerable to similar kind of defaults.  

 

In 19th century the evolving role of bank of England market the birth of formal compliance in 

banking. In 1844 Bank Charter Act was passed, this was a British parliamentary act which 

was primarily enacted to regulate the issuance of bank nots in the territories of England and 

Wales. Its main provisions also included restricting and eliminating issuance of bank notes by 

any other banks of England5. This act marked an early example of compliance to statutory 

frame works, as banks had to follow legal caps on Issuance. This led to shift from informal 

norms to legal rules especially on currency issuance and bank operations.  

 

The financial crises in 1847, 1857 and 1866 exposed the shortcomings in these legal 

standards especially in Bank Charter Act, 1844. The act restricted ability to print more 

currency beyond gold reserve which constrained the ability of banks to act in emergency 

situations. Also, the action of suspending the Acts rules in emergency situations to inject 

currency by British government further signaled the non-practical nature of these regulation 

to effectively regulate it functions during emergency situations which might lead to even 

bigger crises6.  

 

Banking has evolved significantly since its early days, in the modern-day banking industry of 

a nation is also considered it backbone supporting all the economic activity of a country. In 

                                                
4Holmes, G. A., Florentine Merchants in England 1346-1436, Vol. 13, No. 2 (1960), The Economic History 

Review, p. 193–208 (1960), https://doi.org/10.2307/2591178.  
5Chwieroth, J.M. and Walter, A., ‘Banking Crises, Policy and Politics in the United Kingdom, the United States 

and Brazil since the Nineteenth Century’, in The Wealth Effect: How the Great Expectations of the Middle Class 

Have Changed the Politics of Banking Crises, Cambridge: Cambridge University Press, pp. 235–504 (2019). 
6Ferguson, N., The ascent of money: A Financial History of the World, p. 52-58 (Penguin Books Limited 2019). 
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the modern era there is drastic shift from its traditional roots. This shift is driven by rapid 

digitalization and technological advancement. This has led to increased customer 

expectations and also highlighted the need for more relevant regulatory reforms. 

 

III. REGULATORY FRAMEWORK GOVERNING BANKS AND FINTECH’S 

IN INDIA 

The evolving financial ecosystem in India has witnessed a massive rise in partnerships 

between fintech companies and traditional banks. These partnerships aim to combine the 

innovation of fintech’s with the regulatory strength and customer reach of banks. Such 

collaborations are governed by a complex web of regulatory frameworks to ensure stability, 

consumer protection, and compliance. The regulations on such collaborations are still very 

nascent and dynamic. The following are the key legal and regulatory frameworks that govern 

these partnerships. 

 

A.  RBI Master Direction On Outsourcing of Information Technology Services, 2023 

The RBIs master directions on outsourcing of IT came into force on October 1st 2023, this 

master direction aims to standardize and strengthen the governance framework around IT 

outsourcing by REs. Regulated Entities includes Banks (both commercial and urban Co-

operative), NBFCs, Credit Information companies and All India Financial Institutions7.  

Foreign banks are also obligated by these guidelines and for the purpose of these rules head 

office of the bank will be considered as board and deviations are only allowed if foreign 

banks can provide a valid reason8. 

 

i. Scope of the guidelines  

The act only applies to material out sourcing of IT and IT enabled services by REs, which 

have capability to disrupt the core operation in case if they are compromised or such things 

which will affect consumer data in case of breach.  

Outsourcing is defined as per the RBI Outsourcing circulars and out sourcing of IT services 

includes IT infrastructure management and support, Network and security solutions, Software 

                                                
7Paragraph 2, Reserve Bank of India (Outsourcing of Information Technology Services) Directions, 2023, 

RBI/2023-24/102 DoS.CO.CSITEG/SEC.1/31.01.015/2023-24 dated April 10, 2023.  
8Paragraph 2(b), Reserve Bank of India (Outsourcing of Information Technology Services) Directions, 2023, 

RBI/2023-24/102 DoS.CO.CSITEG/SEC.1/31.01.015/2023-24 dated April 10, 2023.  
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development and testing, Data centre operations, Cloud services, Managed security services, 

Payment systems IT services9.  

ii. Key Compliance requirements under the framework:  

As per the framework, banks are obligated to establish an outsourcing policy with particulars 

including role of the Board, senior management, and IT function, risk assessment, due 

diligence, monitoring, and exit strategies. Banks must Maintain an inventory of fintech 

partners, mapping dependencies and assessing risks periodically and Ensure fintech 

partnerships do not impair customer grievance mechanisms. 

Due diligence and risk management is paramount especially while entering in any agreement 

with fintech’s, banks must Conduct risk-based due diligence on fintech’s, evaluating financial 

stability, technical expertise, cybersecurity practices, and compliance with RBI guidelines. 

Also Implement a framework to identify, measure, mitigate, and report risks like Data 

security and confidentiality breaches, Concentration risk from over-reliance on a single 

fintech and Operational disruptions. Regularly audits must be done to ensure compliance and 

performance of fintech’s. Subcontracting is allowed as per the framework but fintech’s would 

also require bank approval for subcontractors, who must meet the same compliance 

standards10. 

This framework also deals with cross-border outsourcing, For foreign fintech partnerships, it 

is essential Monitor political, social, economic, and legal conditions in the fintech’s 

jurisdiction and to Ensure compliance with data localization and confidentiality11. RBI and 

banks must have audit rights over foreign fintech’s involved in outsourced services and 

information related to Indian citizens. Data processed abroad must be segregated, with banks 

retaining sole access to customer data12. 

This frameworks also lays down a standard on agreements with fintech’s and they must 

include Clear service definitions and performance standards, Confidentiality and data 

                                                
9Paragraph 3, Reserve Bank of India (Outsourcing of Information Technology Services) Directions, 2023, 

RBI/2023-24/102 DoS.CO.CSITEG/SEC.1/31.01.015/2023-24 dated April 10, 2023. 
10Chowdhury, P.R., Pera, P. and Deva, U.,  RBI Master Direction on IT outsourcing by regulated entities, 

Lexology (June 21, 2025, 2:25PM) https://www.lexology.com/library/detail.aspx?g=b38be29c-a67e-4eb1-b084-

3b99f960313a.  
11Paragraph 21, Reserve Bank of India (Outsourcing of Information Technology Services) Directions, 2023, 

RBI/2023-24/102 DoS.CO.CSITEG/SEC.1/31.01.015/2023-24 dated April 10, 2023.   
12Chapter 7, Reserve Bank of India (Outsourcing of Information Technology Services) Directions, 2023, 

RBI/2023-24/102 DoS.CO.CSITEG/SEC.1/31.01.015/2023-24 dated April 10, 2023.   
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protection clauses, RBI’s right to access RE’s IT infrastructure and data held by fintech’s, 

Bank approval for subcontracting, Termination rights and transition plans, Cyber incident 

reporting to banks (for RBI notification within 6 hours)13 

B. RBI Guidelines on Digital Lending (2022): 

RBI guidelines on Digital Lending were introduced with a surge in concerns about non 

transparent operations, abusive recoveries and possible misuse of customer data with digital 

lending company. These guidelines were based on recommendations of a working group to 

address primary issues like high interest rates, unethical practices especially during recovers 

and also ensure data privacy. The primary object is to promote transparency in the operations 

of the digital lending apps, promoting and safeguarding borrowers interest, and to ensure 

digital lending and related activities and transactions and other related operation must only be 

conducted through Regulated Entities (RE) or their authorized partners14. Mandatory 

regulations and necessary standards are as follows:  

i.  Lending by Regulated Entities (REs) Only 

These guidelines mandates that All digital loans must be disbursed and collected solely 

through the bank accounts of REs. Lending Service Providers (LSPs) and fintech’s cannot 

undertake balance sheet lending or hold funds15. This is to prevent fintech companies to 

engage in any kinds of unauthorized or unethical practices and to also make sure that only 

such entities that are under supervision and regulation of RBI are responsible for compliance, 

credit risk and governance.  

ii.  No Pass-Through Accounts 

Loan disbursals and repayments must be made directly between the RE and the borrower. 

Pass-through or third-party accounts are strictly prohibited. This reduces the risk of fraud, 

diversion and misuse of funds. Also plays a critical role in improving transparency and 

ensure a proper trail for transactions. 

                                                
13Nishith DeSai Associates, https://www.nishithdesai.com/SectionCategory/33/Regulatory-

Hotline/12/49/RegulatoryHotline/14910/1.html (June 23, 2025, 10:33AM).  
14Paragraph 12, Reserve Bank of India (Digital Lending) Directions, 2025, RBI/2025-26/36, 

DOR.STR.REC.19/21.07.001/2025-26, dated May 8, 2025 
15RBI (Digital Lending) Directions, 2025 – Same same, but different, https://www.azbpartners.com/wp-

content/uploads/2025/05/AZB-Update-Digital-Lending-Directions-2025.pdf. (June 22, 2025, 11:40AM)  

https://www.ijalr.in/
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iii. Key Fact Statement (KFS) 

The KFS ensures there exists an informed consent. Borrowers must be provided with a KFS 

outlining the total cost of the loan, interest rate, annual percentage rate (APR), repayment 

schedule, and all other charges. It allows borrowers an opportunity to understand the  true 

nature of loan and avoids falling victim to any kind of hidden charge or predatory lending16.  

iv.  Data Protection 

Explicit borrower consent is required for data collection. Apps cannot access contact lists, 

media, or location data without valid justification. This address the growing issue of privacy 

and also avoids any kind of misuse of sensitive information, which were often used to harass 

borrowers17.  

v.  Disclosure of Lender Information 

The name of the RE must be clearly disclosed on any digital platform or app used for lending. 

Loan documentation must be provided in digital format. It ensures transparency and 

accountability. Borrowers must know who they are borrowing from and who will enforce 

recovery. It also prevents LSPs or fintech’s from pretending to be lenders when they are only 

intermediaries. 

vi.  Credit Reporting 

Mandatory credit reporting promotes financial discipline and integrity in credit assessment. 

All digital loans, regardless of size or duration, must be reported to Credit Information 

Companies to ensure credit transparency. This helps reduce the risk of defaults and prevents 

borrowers from taking multiple loans without proper repayment record.  

vii. Grievance Redressal Mechanism 

                                                
16Editor, RBI shaping Digital Lending, 2025, SCC Times, (June 25, 2025, 

1:45PM), https://www.scconline.com/blog/post/2025/05/14/rbi-digital-lending-directions-legal-news/.  
17Paragraph 12, Reserve Bank of India (Digital Lending) Directions, 2025, RBI/2025-26/36, 

DOR.STR.REC.19/21.07.001/2025-26, dated May 8, 2025 

https://www.ijalr.in/
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REs must appoint a grievance redressal officer, whose contact details should be visible on all 

lending platforms. Complaints must be resolved within 30 days. There must be a clear, 

accessible path to raise and resolve complaints18. 

viii. FLDG Restrictions 

First Loss Default Guarantee (“FLDG”) arrangements must be transparent and comply with 

RBI’s regulatory framework. They cannot be used to mask actual risk ownership. 

C. DPDP Act, 2023 in partnership between banks and fintech’s: 

The DPDP Act, 2023 has a significantly impact on partnerships between banks and fintech’s 

especially In the area of handling personal data, particularly in the BFSI sector. It emphasizes 

on data security, customer trust, and regulatory alignment. For fintech’s collaborating with 

banks, the Act necessitates adherence to strict data fiduciary regulations, potentially 

reshaping the collaboration model.  

The DPDP Act applies to the processing of digital personal data (“DPD”) within India, 

collected online or digitized from offline sources, and extends extraterritorially to foreign 

entities offering services to Indian individuals. It excludes data processed for 

personal/domestic use. In bank-fintech partnerships, the Act governs customer data used in 

services like digital lending, KYC verification, payments, and analytics. Banks, as Data 

Fiduciaries, bear primary compliance responsibility. while fintech’s must ensure their 

systems align with DPDP requirements and RBI regulations, such as the Direction on IT 

Outsourcing. 

i. Compliance Requirements for Bank-Fintech Partnerships: 

This act mandates explicit consent from customer before processing their data. Banks must 

obtain a free, specific, informed, unconditional and unambiguous consent for be able to 

process the data of data principal (customer). Such consent request must be accompanied 

with a notice detailing data collected and purpose, withdrawal procedures, grievance 

redressal mechanisms and contact details of data protection officer (“DPO”). Such data must 

also be in English and such other languages from 8th schedule.  

                                                
18Paragraph 11, Reserve Bank of India (Digital Lending) Directions, 2025, RBI/2025-26/36, 

DOR.STR.REC.19/21.07.001/2025-26, dated May 8, 2025. 
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Customers can withdraw consent at any time, requiring banks and fintech’s to erase data 

unless retention is mandated by law (e.g., RBI’s KYC Directions requiring 5-year data 

retention). 

FinTech’s, as Data Processors, must facilitate consent management and ensure compliance 

with bank notices. Registered intermediaries can manage consent, requiring banks and 

fintech’s to integrate with such systems19. 

 

Banks must Ensure compliance, even for data processed by fintech’s. 

Maintain dataminimization (collect only necessary data) and purposelimitation (use data only 

for specified purposes). Delete DPD once the purpose is fulfilled, unless required by laws like 

the PMLA. Implement technical and organizational measuresto protect data and appoint 

a DPO in India for Significant Data Fiduciaries (SDFs), likely large banks, and conduct Data 

Protection Impact Assessments (DPIAs) and periodic audits. FinTech’s must align their 

platforms with these obligations, ensuring robust security (e.g., ISO 27001 compliance) and 

supporting data erasure or consent updates20. 

 

Banks must notify the Data Protection Board (DPB) and affected customers of personal data 

breaches within 72 hours. FinTech’s must report breaches to banks immediately to meet 

RBI’s stricter 2-hour notification timeline under outsourcing guidelines. It is mandatory to 

have a data breach response plan, including audit trail. Under the DPDP Act, banks remain 

liable for fintech’s’ data processing activities21. FinTech’s must sign Standard Contractual 

Clauses (SCCs) as per DPDP rules and adhere to RBI’s outsourcing norms, ensuring 

subcontractors also comply. 

 

The DPDP Act permits cross-border data transfers unless restricted to specific countries by 

the government (blacklist approach). However, RBI’s data localization rules (e.g., Storage of 

Payment System Data Circular, 2018) mandate storing payment-related data in India, creating 

compliance complexity for fintech’s in global partnerships. Banks and fintech’s must monitor 

regulatory updates and ensure data transferred abroad is protected. Banks must also establish 

                                                
19Digital Personal Data Protection Act, 2023, § 6, N0. 22, Acts of Parliament, 2023 (India) 
20Omkar, A., Operational challenges with the new DPDP rules for the fintech industry in India, Mondaq (June 

22, 2025, 12:50PM), https://www.mondaq.com/india/fin-tech/1568466/operational-challenges-with-the-new-

dpdp-rules-for-the-fintech-industry-in-india. 
21Indian Business Law Journal, https://law.asia/draft-digital-personal-data-protection-rules-2025/ (June 26, 

2025, 10:45AM). 
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mechanisms for customers to address data-related complaints, with escalation to the DPB. 

FinTech’s must support banks in resolving grievances. 

D. KYC/AML norms in relation with bank and fintech partnership: 

Know Your Customer (:KYC”) and Anti-Money Laundering (“AML”) are thing which are 

central to Indian financial systems. KYC is a mandatory process of identifying and verifying 

the clients identity when opening an account and periodically over time. It includes ID 

verification, face verification, document verification and biometric verification22. On the 

other hand AML refers to a set of laws, regulations and procedures designed to prevent 

disguising to illegally obtained as a legitimate income. This plays a curtail role in detecting, 

preventing, and reporting financial crimes. In addition to arrangements intended to ensure 

that banks and other relevant firms duly report suspicious transactions.   

This directions also mandates AML functions like transaction monitoring, suspicious 

transaction reporting (STR), and customer risk classification to be only conducted by a 

regulated bank or NBFC. The role of fintech’s shall be to provide software and analytical 

support but obligations like reporting solely rests on RE. any kinds of weak control on 

fintech’s or non-transparent transactions can create blind spots, therefore increasing the risk 

of money laundering.  

E. Payment and Settlement Systems Act, 2007: 

The PSS Act, 2007 enacted by the parliament of India and administered by the RBI is the 

central legal framework governing payment systems in India and with the growth of digital 

payments in India can be said to be one of the most relevant fintech legal framework in India. 

It plays a pivotal role in regulating fintech-bank partnerships, especially in the instances 

where fintech’s are involved in digital payments, wallet services, UPI interfaces or payment 

processing. 

This Act empowers RBI to be the designated authority for regulation and supervision of 

payment systems. It ensures that even in outsourced or partnership models, the RBI’s 

regulatory perimeter extends to all functional components of a payment system. The RBI 

power to Lay down standards and directions for payment systems, Call for information or 

                                                
22Thales, https://www.thalesgroup.com/en/markets/digital-identity-and-security/banking-payment/issuance/id-

verification/know-your-customer (June 26, 2025, 12:20PM) 
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records from fintech operators and conducting inspections and audits23. RBI directions such 

as the Guidelines on Payment Aggregators and Payment Gateways (2020) derive power from 

this section. In any partnership even if operations are outsourced to fintech partners, banks 

are ultimately liable. Section 4 of the act prevents unregulated payment activity,Any person 

operating a payment system without RBI approval is liable for civil and criminal penalties. 

FinTech’s acting as PAs like Razor pay, Cash free, Phone Pe) must Be authorized under the 

PSS Act, Maintain nodal accounts with partner banks, Comply with settlement timelines and 

KYC normsBanks partnering with these fintech’s must verify authorization status and ensure 

compliance with RBI’s oversight conditions. FinTech’s issuing wallets or cards must 

be licensed as PPI issuers under the PSS Act. Co-branded arrangements must be compliant 

with PPI Master Directions any Non-compliance by a fintech partner could result in penalties 

for the bank24.  

 

UPI apps like Google Pay, Phone Pe, Paytm act as front-end platforms. The back-end 

transaction settlement will be handled by sponsor banks, who remain accountable under the 

PSS Act. This is to ensures that such fintech apps cannot function as “shadow banks” or 

unregulated payment entities. FinTech’s facilitating access to NEFT/RTGS/IMPS must be 

done by regulated banks and Direct access is prohibited unless the fintech is a regulated 

entity under the PSS Act25. 

 

IV. CONCLUSION 

The transition from traditional banking compliance to a modern FinTech regulatory 

framework in India marks a shift from rigid, institution-centric oversight to a dynamic, risk-

based ecosystem. While the historical foundations of banking relied on customs and statutory 

acts like the Bank Charter Act of 1844, the current landscape—defined by the RBI’s Master 

Directions, the Digital Lending Guidelines, and the DPDP Act, 2023—reflects a sophisticated 

attempt to balance rapid technological innovation with financial stability. As FinTech-bank 

partnerships become the bedrock of India’s digital economy, the regulatory focus has pivoted 

                                                
23The Payment and Settlement Systems Act, 2007, § 10, No. 51, Acts of parliament, 2007 (India). 
24Reserve Bank of India, Master Direction – Know Your Customer (KYC) Direction, 2016 – Master Direction 

on Issuance and Operation of Prepaid Payment Instruments, RBI/DPSS/2021-22/82, CO.DPSS.POLC.No.S-

1211/02.14.006/2021-22, dated August 27, 2021. 
25Report of the Steering Committee on fintech related issues, Department of Economic Affairs, Ministry of 

Finance, and Government of India (2019), pp. 11-13 (2019), 
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toward data sovereignty, consumer protection, and strict accountability for Regulated 

Entities. Ultimately, the success of this evolution depends on the ability of regulators to 

remain as agile as the technologies they oversee, ensuring that the "backbone" of the 

economy remains resilient against the emerging threats of the digital age while fostering an 

environment where innovation can thrive within the bounds of the law. 
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