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Abstract 

Artificial Intelligence has transformed the modern digital ecosystem by enabling the creation 

of synthetic media commonly referred to as deepfakes. Deepfakes are AI-generated or AI-

manipulated audio, video, image, and textual content that imitate real persons with a high 

degree of realism. While the technology has beneficial applications in education, 

entertainment, healthcare, and accessibility, its misuse has created significant legal, ethical, 

constitutional, and criminal concerns. In India, the rapid spread of misinformation, non-

consensual intimate imagery, political manipulation, impersonation fraud, and reputational 

harm through deepfake technology has exposed major gaps in the legal framework.2 

This doctrinal research examines the constitutional and criminal law dimensions of regulating 

deepfakes in India. The study analyses the applicability of constitutional protections under 

Articles 19 and 21 of the Constitution of India, particularly the balance between freedom of 

speech and the right to privacy, dignity, and reputation. It further evaluates the adequacy of 

the Information Technology Act, 2000, the Bharatiya Nyaya Sanhita, 2023, and related cyber 

laws in addressing deepfake-related harms. 

The research also undertakes a comparative study of legal approaches adopted in jurisdictions 

such as the United States, the European Union, China, and the United Kingdom. The study 

identifies regulatory gaps, enforcement challenges, evidentiary issues, and concerns regarding 

intermediary liability. Finally, the paper proposes reforms including dedicated deepfake 

                                                           
1 Student at Department of Cyber Space Law and Justice, School of Excellence in Law, The Tamil Nadu Dr. 

Ambedkar Law University, Chennai 
2Danielle Keats Citron & Robert Chesney, Deep Fakes: A Looming Challenge for Privacy, Democracy, and 

National Security, 107 Calif. L. Rev. 1753 (2019). 
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legislation, AI governance standards, platform accountability, digital literacy measures, and 

constitutional safeguards to ensure that technological innovation does not undermine 

democratic values and individual rights.3 

Keywords: 

Artificial Intelligence (AI); Deepfakes; Constitution of India; Freedom of Speech; Right to 

Privacy; Information Technology Act, 2000; Bharatiya Nyaya Sanhita, 2023; Cybercrime 

Regulation. 

Chapter 1 

 Introduction: 

1.1 Background of Artificial Intelligence and Deepfakes: 

Artificial Intelligence (AI) refers to the ability of machines to perform tasks that typically 

require human intelligence, such as reasoning, learning, problem-solving, and decision-

making. It has emerged as a transformative technology of the twenty-first century, 

influencing sectors including healthcare, finance, education, governance, and cybersecurity. 

The rapid advancement of AI has been driven by developments in machine learning, neural 

networks, big data analytics, and computational power. 

A significant branch of AI is deep learning, which uses artificial neural networks to simulate 

human cognitive processes. One of its most controversial outcomes is the emergence of 

deepfakes. The term “deepfake,” combining “deep learning” and “fake,” refers to AI-

generated or manipulated audio, video, images, or text that closely resemble real individuals. 

Technologies such as Generative Adversarial Networks (GANs), autoencoders, and diffusion 

models enable the creation of highly realistic synthetic media.4 

Initially used for entertainment and experimentation, deepfake technology is now widely 

misused for misinformation, cybercrime, identity theft, defamation, electoral manipulation, 

and non-consensual explicit content. Its accessibility has made it easier for individuals with 

minimal expertise to produce convincing fake material. As a result, deepfakes pose a serious 

threat to public trust, democratic processes, and individual rights. 

                                                           
3Information Technology Act, 2000, §§ 66C, 66D, 67A; Bharatiya Nyaya Sanhita, 2023,  318, 336. 
4UNESCO, Recommendation on the Ethics of Artificial Intelligence (2021). 
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In India, the widespread use of social media and a large digital population have intensified 

these risks. Incidents involving fake political content, celebrity impersonation, and explicit 

deepfakes highlight the urgent need for regulation. However, India currently lacks a dedicated 

legal framework for deepfakes. Existing laws, including the Information Technology Act, 

2000, the Bharatiya Nyaya Sanhita, 2023, and constitutional principles, are applied indirectly 

but remain inadequate due to enforcement and technological challenges.The regulation of 

deepfakes lies at the intersection of constitutional, criminal, and cyber law, raising concerns 

about freedom of speech, privacy, and accountability. This research critically evaluates 

whether India’s legal framework is sufficient to address deepfake-related harms.  

 

 

 

1.2 Objectives of the Study: 

·To analyse the concept, evolution, and functioning of deepfake technology along with its 

social, political, economic, and ethical implications.  

·To examine the constitutional dimensions of deepfake regulation, particularly the balance 

between freedom of speech and the rights to privacy, dignity, and reputation under the 

Constitution of India.  

·To evaluate the applicability and adequacy of existing legal frameworks, including the 

Information Technology Act, 2000, the Bharatiya Nyaya Sanhita, 2023, and intermediary 

liability rules in addressing deepfake-related offences.  

·To analyse judicial approaches and undertake a comparative study of foreign legal 

frameworks governing deepfakes.  

·To identify gaps in the current legal framework and propose effective recommendations for 

regulating deepfakes in India.5 

                                                           
5Justice K.S. Puttaswamy v. Union of India, (2017) 10 SCC 1; Shreya Singhal v. Union of India, (2015) 5 SCC 

1. 
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1.3 Research Questions: 

1. Whether India has a comprehensive and effective legal framework to regulate 

deepfake technology, and to what extent existing laws such as the Information 

Technology Act, 2000 and the Bharatiya Nyaya Sanhita, 2023 adequately address 

deepfake-related offences?  

2. How can the constitutional balance between freedom of speech under Article 19(1)(a) 

and the rights to privacy, dignity, and reputation under Article 21 of the Constitution 

of India be maintained in regulating deepfakes?  

3. What challenges arise in establishing criminal liability for deepfake offences, 

particularly concerning anonymity, cross-border dissemination, evidentiary issues, 

and intermediary liability?  

4. How effective are existing legal provisions in addressing non-consensual intimate 

deepfakes and protecting vulnerable groups, especially women?  

5. What is the impact of deepfakes on democratic processes and national security, and 

whether the current legal framework is sufficient to regulate such threats while 

promoting technological innovation? 

1.4 Hypothesis: 

The study proceeds on the hypothesis that the current constitutional and criminal law 

framework in India is inadequate to effectively regulate deepfake technology due to the 

absence of specific legislation, technological complexity, enforcement limitations, and 

evolving AI capabilities. 

 

CHAPTER 2 

2.1 Deepfakes in the AI Ecosystem: 

The emergence of deepfake technology marks a critical turning point in the evolution of 

artificial intelligence, digital communication, and information systems. Deepfakes are not 

merely technological tools; they represent a structural transformation in how reality itself is 

constructed, perceived, and manipulated in the digital age. The integration of deep learning 
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algorithms into content generation has enabled6 machines to replicate human identity with an 

unprecedented degree of accuracy. This transformation has profound implications for law, 

governance, and society, particularly in jurisdictions like India, where digital expansion has 

outpaced regulatory adaptation. 

Deepfakes operate at the intersection of multiple technological domains, including machine 

learning, computer vision, natural language processing, and neural networks. Unlike earlier 

forms of digital manipulation, deepfakes are characterized by their ability to generate highly 

realistic synthetic media that can convincingly mimic human appearance, voice, gestures, and 

behavior. This capability fundamentally challenges traditional assumptions about authenticity 

and evidentiary reliability. In a society where digital media increasingly serves as a primary 

source of information, communication, and documentation, the ability to fabricate convincing 

false content creates significant risks. 

The doctrinal study of deepfakes requires an interdisciplinary approach that incorporates 

legal theory, constitutional principles, criminal jurisprudence, and technological 

understanding. From a legal standpoint, deepfakes disrupt established frameworks governing 

identity, consent, and representation. From a constitutional perspective, they raise complex 

questions about the balance between freedom of expression and the protection of individual 

dignity and privacy. From a criminal law perspective, they introduce new forms of harm that 

are not fully captured by existing statutes.7 

2.2 Meaning and Conceptual Foundations of Deepfakes: 

The term “deepfake” is derived from the combination of “deep learning,” a subset of artificial 

intelligence involving neural networks, and “fake,” indicating fabricated or manipulated 

content. At its core, a deepfake is a form of synthetic media generated through AI algorithms 

that can replicate or alter human identity in digital form. This includes not only visual 

likeness but also voice, mannerisms, and behavioral traits. 

From a conceptual standpoint, deepfakes represent a shift from passive digital manipulation 

to active content generation. Traditional editing techniques involve modifying existing media, 

whereas deepfake technology can create entirely new content that never existed in reality. 

                                                           
6Stuart Russell & Peter Norvig, Artificial Intelligence: A Modern Approach (4th ed. 2020). 
7 Ian Goodfellow et al., Deep Learning (MIT Press 2016).  
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This distinction is crucial because it expands the scope of potential harm and complicates 

detection mechanisms. 

Deepfakes can be understood through the lens of “synthetic realism,” a concept referring to 

artificially generated content that appears authentic. Synthetic realism challenges 

epistemological assumptions about truth and evidence. In legal contexts, the reliability of 

audiovisual evidence has historically been presumed, subject to verification. However, the 

existence of deepfakes undermines this presumption, introducing uncertainty into judicial 

processes and evidentiary evaluation.8 

Another important conceptual dimension is “identity replication.” Deepfakes allow for the 

unauthorized reproduction of an individual’s identity, raising questions about ownership and 

control over one’s likeness. This intersects with legal doctrines related to personality rights, 

privacy, and intellectual property. In India, while the right to privacy has been recognized as a 

fundamental right, the concept of personality rights is still evolving, particularly in relation to 

digital identity.9 

Furthermore, deepfakes can be analyzed within the framework of “information disorder,” 

which includes misinformation, disinformation, and malinformation. Deepfakes contribute to 

all three categories by enabling the creation and dissemination of false or misleading content. 

This has significant implications for democratic processes, public discourse, and social 

cohesion. 

 

2.3 Classification and Types of Deepfakes: 

Deepfakes can be classified into multiple categories based on their technological 

characteristics, purpose, and mode of application. This classification is essential for 

understanding the diverse ways in which deepfake technology can be used and misused. 

Face-swapping deepfakes are among the most widely recognized forms. These involve 

replacing one person’s face with another in a video or image. The technology analyzes facial 

features, expressions, and movements to create a seamless overlay. While face-swapping has 

                                                           
8Danielle Keats Citron & Robert Chesney, Deep Fakes: A Looming Challenge for Privacy, Democracy, and 

National Security, 107 Calif. L. Rev. 1753 (2019).  

 
9Henry Ajder et al., The State of Deepfakes: Landscape, Threats, and Impact (Deeptrace Labs 2019). 
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legitimate applications in entertainment and film production, it is also frequently used for 

malicious purposes such as creating non-consensual explicit content or defamatory material.10 

Voice-cloning deepfakes represent another significant category. These involve the use of AI 

algorithms to replicate an individual’s voice based on audio samples. Voice cloning can 

produce highly convincing speech that mimics tone, accent, and emotional nuances. This 

technology has been used in fraud schemes, where criminals impersonate executives or 

family members to obtain money or sensitive information. 

Lip-sync deepfakes involve altering the mouth movements of individuals in videos to match 

fabricated audio. This technique allows for the manipulation of speeches and statements 

without altering the rest of the video. The resulting content can create the false impression 

that a person has said something they never actually said. 

Synthetic avatar deepfakes involve the creation of entirely artificial human representations. 

These avatars can be used in virtual environments, customer service applications, and digital 

marketing. While they offer innovative possibilities, they also raise concerns about deception 

and authenticity. 

Text-based deepfakes, generated through advanced language models, can produce realistic 

written content that mimics specific individuals or styles. These include fake emails, social 

media posts, and news articles. Such content can be used to spread misinformation or 

impersonate individuals. 

Deepfake pornography is one of the most harmful applications of this technology. It involves 

the creation of explicit content using the likeness of individuals without their consent. This 

form of abuse disproportionately affects women and raises serious issues related to privacy, 

dignity, and gender justice.11 

 

 

2.4 Technological Mechanism: How Deepfakes Work: 

                                                           
10Robert Chesney & Danielle Keats Citron, Deep Fakes and the New Disinformation War, 1 Foreign Aff. 147 

(2019). 
11Justice K.S. Puttaswamy v. Union of India, (2017) 10 SCC 1. 
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Understanding the technological foundations of deepfakes is essential for assessing their 

impact and developing regulatory responses. At a basic level, deepfakes rely on machine 

learning algorithms that are trained on large datasets to recognize patterns and generate new 

content. 

The process begins with data collection, where images, videos, or audio recordings of the 

target individual are gathered. The quality and diversity of this data significantly influence 

the realism of the final output. The collected data is then used to train AI models, which 

analyze features such as facial structure, voice patterns, and behavioral traits.12 

One of the most important technologies used in deepfakes is the Generative Adversarial 

Network (GAN). GANs consist of two neural networks: a generator and a discriminator. The 

generator creates synthetic content, while the discriminator evaluates its authenticity. 

Through iterative training, the generator improves its outputs until they become highly 

realistic. 

Another technique used in deepfakes is autoencoders, which compress and reconstruct data to 

learn representations of faces or voices. These models are particularly useful for face-

swapping applications. 

Once the model is trained, the system generates synthetic content by mapping the learned 

features onto new inputs. For example, in face-swapping, the target face is superimposed onto 

another person’s body, with adjustments made for lighting, angles, and expressions. 

The final stage involves rendering and post-processing, where the output is refined to 

enhance realism. This may include adjusting colors, smoothing transitions, and synchronizing 

audio and video. 

2.5 Social Impact of Deepfakes: 

The social implications of deepfakes are extensive and multifaceted. One of the most 

significant impacts is the erosion of trust in digital media. As deepfakes become more 

realistic, it becomes increasingly difficult for individuals to distinguish between genuine and 

                                                           
12 Woodrow Hartzog, Privacy’s Blueprint: The Battle to Control the Design of New Technologies (Harvard 

Univ. Press 2018).  
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fabricated content. This undermines confidence in information sources and contributes to a 

broader crisis of trust. 

Deepfakes also exacerbate online harassment and abuse, particularly against women. Non-

consensual deepfake pornography has become a major form of digital violence, causing 

psychological harm and reputational damage. Victims often face stigma, social isolation, and 

emotional distress. 

Another important social impact is the amplification of misinformation and disinformation. 

Deepfakes can be used to create convincing false narratives that spread rapidly on social 

media. This can influence public opinion, incite violence, and deepen social divisions. 

Deepfakes also affect interpersonal relationships by creating uncertainty about the 

authenticity of communication. Trust between individuals may be compromised if digital 

interactions cannot be reliably verified.13 

2.6 Political Impact of Deepfakes: 

Deepfakes pose a significant threat to democratic processes and political stability. One of the 

most concerning applications is electoral manipulation. Deepfake videos of political leaders 

making false statements can influence voter behavior and undermine the integrity of 

elections. 

Deepfakes can also be used in disinformation campaigns, where fabricated content is 

disseminated to shape public opinion. Such campaigns may be conducted by political actors, 

interest groups, or foreign entities. 

The concept of the “liar’s dividend” is particularly relevant in the political context. This 

refers to the ability of individuals to dismiss genuine evidence as fake, thereby avoiding 

accountability. Deepfakes thus create a paradox where both false and true content become 

suspect. 

In countries like India, where political communication increasingly relies on digital 

platforms, the potential for deepfake misuse is significant. The spread of manipulated content 

can exacerbate communal tensions and disrupt social harmony. 

                                                           
13Luciano Floridi et al., AI4People—An Ethical Framework for a Good AI Society, 28 Minds & Machines 689 

(2018). 
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2.7 Economic Impact of Deepfakes: 

The economic consequences of deepfakes are also substantial. One major area of concern is 

financial fraud. Voice-cloning technology has been used in scams where criminals 

impersonate company executives to authorize fraudulent transactions. 

Deepfakes can also affect financial markets by spreading false information about companies 

or economic conditions. This can lead to stock price fluctuations and investor losses.14 

Businesses may suffer reputational damage due to fabricated content involving their 

executives or products. The cost of mitigating such damage, including legal action and public 

relations efforts, can be significant. 

Additionally, governments and organizations must invest in detection technologies and 

regulatory frameworks to combat deepfake-related threats. This creates additional economic 

burdens. 

2.8 Ethical and Psychological Dimensions: 

Deepfakes raise profound ethical questions about the use of artificial intelligence and the 

boundaries of technological innovation. One key issue is the lack of consent in the use of 

individuals’ likenesses. Deepfakes often involve the unauthorized replication of identity, 

which undermines personal autonomy. 

The psychological impact on victims can be severe. Individuals targeted by deepfake abuse 

may experience anxiety, depression, and loss of self-esteem. The inability to control one’s 

digital identity can lead to feelings of helplessness. 

There are also broader ethical concerns about the societal implications of deepfakes. The 

normalization of synthetic media may lead to a culture in which truth is devalued and 

deception becomes commonplace.15 

                                                           
14Claire Wardle & Hossein Derakhshan, Information Disorder: Toward an Interdisciplinary Framework 

(Council of Europe Report 2017). 
15David M. J. Lazer et al., The Science of Fake News, 359 Science 1094 (2018). 
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CHAPTER 3 

3.1 CONSTITUTIONAL PERSPECTIVE ON REGULATING DEEPFAKES IN 

INDIA: 

The rise of deepfake technology presents one of the most complex constitutional challenges 

in contemporary India. At its core, the issue lies in balancing competing fundamental rights—

particularly the right to freedom of speech and expression under Article 19(1)(a) and the right 

to privacy, dignity, and personal liberty under Article 21 of the Constitution of India. 

Deepfakes, as AI-generated synthetic media capable of replicating human identity and 

speech, blur the boundaries between legitimate expression and harmful manipulation. This 

creates a constitutional dilemma: while certain uses of deepfakes may fall within the ambit16 

of protected speech, others constitute serious violations of individual rights and public order. 

The constitutional framework in India was not designed with artificial intelligence or 

synthetic media in mind. Nevertheless, its broad and evolving interpretation by the judiciary 

                                                           

16 Kaushal Kishor v. State of Uttar Pradesh (discussing horizontal application of fundamental rights and State 

duty to protect rights).  

 

Deepfake misuse distribution
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allows it to address emerging technological challenges. The Supreme Court of India has 

consistently adopted a dynamic approach to constitutional interpretation, expanding the scope 

of fundamental rights to accommodate new realities. In this context, the regulation of 

deepfakes must be examined through the lens of constitutional morality, proportionality, and 

the evolving jurisprudence on privacy and free speech. 

Deepfakes challenge foundational constitutional values such as truth, dignity, autonomy, and 

democratic participation. They have the potential to distort public discourse, manipulate 

electoral processes, and violate personal identity. Therefore, a doctrinal analysis of deepfakes 

requires a careful examination of constitutional provisions, judicial precedents, and the 

principles governing limitations on fundamental rights. 

3.2 Overview of the Constitution of India: 

The Constitution of India, adopted in 1950, serves as the supreme law of the land and 

establishes the framework for governance, rights, and duties. 17It embodies a commitment to 

justice, liberty, equality, and fraternity, as reflected in its Preamble. The Constitution is both 

rigid and flexible, allowing for amendments and judicial interpretation to address changing 

societal needs. 

Fundamental Rights, enshrined in Part III of the Constitution, form the cornerstone of 

individual liberties in India. These rights are enforceable against the State and, in certain 

circumstances, against non-state actors. The judiciary has played a crucial role in interpreting 

and expanding these rights, particularly in response to technological advancements. 

Deepfake regulation intersects with multiple fundamental rights, including: 

 Article 19(1)(a): Freedom of speech and expression18 

 Article 21: Right to life and personal liberty 

 Article 14: Right to equality 

 Article 15: Protection against discrimination 

                                                           
17Maneka Gandhi v. Union of India (expanding the scope of Article 21 to include due process and fairness). 
18Shreya Singhal v. Union of India (recognizing the importance of free speech in the digital age and striking 

down vague restrictions).  
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The Constitution also provides for reasonable restrictions on certain rights to ensure public 

order, morality, and security. This balance between rights and restrictions is central to the 

constitutional analysis of deepfakes. 

The doctrine of constitutionalism requires that any regulation of deepfakes must be consistent 

with constitutional principles, including rule of law, separation of powers, and protection of 

fundamental rights. At the same time, the State has a duty to protect citizens from harm, 

including harm caused by emerging technologies. 

3.3 Freedom of Speech and Expression (Article 19(1)(a)): 

Article 19(1)(a) guarantees to all citizens the right to freedom of speech and expression. This 

right is fundamental to a लोकत ांत्रिक society, as it enables individuals to express opinions, 

share information, and participate in public discourse. The Supreme Court has interpreted this 

right broadly to include various forms of communication, including digital and online 

expression. 

Deepfakes, as a form of digital expression, may fall within the scope of Article 19(1)(a). For 

example, artistic, satirical, or parodic uses of deepfakes may be considered legitimate 

expressions. Filmmakers, content creators, and educators may use deepfake technology for 

creative and educational purposes. In such cases, restricting deepfake usage may raise 

concerns about censorship and suppression of free speech.19 

However, the nature of deepfakes complicates this analysis. Unlike traditional forms of 

expression, deepfakes involve the manipulation or fabrication of identity. This raises 

questions about whether such content can truly be considered “expression” or whether it 

constitutes a form of deception or harm. 

The Supreme Court has recognized that freedom of speech includes the right to receive 

information. Deepfakes undermine this right by distorting the information ecosystem. When 

individuals are exposed to fabricated content that appears real, their ability to make informed 

decisions is compromised. 

                                                           
19ecretary, Ministry of Information & Broadcasting v. Cricket Association of Bengal (holding that freedom of 

speech includes the right to receive information).  
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Furthermore, deepfakes may have a chilling effect on speech. Individuals may fear that their 

likeness or statements could be manipulated and misused, leading to self-censorship. This 

undermines the very purpose of Article 19(1)(a). 

The constitutional protection of speech must therefore be balanced against the potential harm 

caused by deepfakes. This requires a nuanced approach that distinguishes between legitimate 

and harmful uses of the technology.20 

3.4 Reasonable Restrictions under Article 19(2): 

Article 19(2) permits the State to impose reasonable restrictions on the exercise of freedom of 

speech and expression in the interests of: 

 Sovereignty and integrity of India 

 Security of the State 

 Friendly relations with foreign States 

 Public order 

 Decency or morality 

 Contempt of court 

 Defamation 

 Incitement to an offence 

Deepfakes can potentially fall within several of these grounds, particularly defamation, public 

order, decency, and incitement to offences.21 

For instance, a deepfake video falsely depicting an individual engaging in criminal or 

immoral conduct may constitute defamation. Similarly, deepfake pornography violates 

standards of decency and morality. Deepfakes used to incite violence or communal tensions 

may threaten public order. 

                                                           
20ubramanian Swamy v. Union of India (upholding criminal defamation as a reasonable restriction under Article 

19(2)). 
21Kedar Nath Singh v. State of Bihar (interpreting restrictions relating to public order and incitement).  
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The key constitutional requirement is that restrictions must be “reasonable.” The Supreme 

Court has developed the doctrine of proportionality to assess the validity of restrictions. This 

involves examining whether: 

1. The restriction has a legitimate aim 

2. There is a rational connection between the measure and the aim 

3. The measure is necessary and the least restrictive option 

4. There is a balance between the rights of individuals and the interests of the State 

Applying this doctrine to deepfakes, any regulation must be carefully designed to target 

harmful uses without unduly restricting legitimate expression. 

Overbroad or vague laws may lead to arbitrary enforcement and suppression of free speech. 

Therefore, legal provisions addressing deepfakes must be precise, narrowly tailored, and 

accompanied by safeguards.22 

3.5 Right to Privacy under Article 21: 

Article 21 guarantees the right to life and personal liberty. The Supreme Court has interpreted 

this provision expansively to include various rights, including the right to privacy, dignity, 

and autonomy. 

Deepfakes directly implicate the right to privacy, as they involve the unauthorized use of an 

individual’s likeness, voice, or identity. This constitutes a violation of informational privacy 

and bodily integrity. 

Privacy can be understood in multiple dimensions: 

 Physical privacy 

 Informational privacy 

 Decisional autonomy 

                                                           
22Modern Dental College v. State of Madhya Pradesh (articulating the doctrine of proportionality in Indian 

constitutional law). 
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Deepfakes primarily affect informational privacy by allowing personal data to be used 

without consent. They also affect dignity by creating false representations that may harm 

reputation.23 

The concept of “digital personhood” is increasingly relevant in this context. Individuals have 

a right to control how their identity is represented in digital spaces. Deepfakes undermine this 

control, leading to a loss of autonomy. 

The right to reputation, which has been recognized as part of Article 21, is also affected. False 

deepfake content can damage an individual’s reputation, leading to social and professional 

consequences. 

3.6 Landmark Case: Justice K.S. Puttaswamy v. Union of India: 

The landmark judgment in Justice K.S. Puttaswamy v. Union of India represents a turning 

point in Indian constitutional law. In this case, a nine-judge bench of the Supreme Court 

unanimously held that the right to privacy is a fundamental right under Article 21. 

The Court recognized privacy as intrinsic to life and liberty and essential for the exercise of 

other fundamental rights. It emphasized that privacy includes the right to control personal 

information and protect one’s identity.24 

The judgment laid down key principles relevant to deepfake regulation: 

1. Privacy includes informational self-determination 

2. The State must protect individuals from privacy violations 

3. Any infringement of privacy must satisfy the test of legality, necessity, and 

proportionality 

Deepfakes clearly violate the principles established in this case. The unauthorized use of 

personal data to create synthetic media infringes upon informational privacy. The 

dissemination of such content without consent violates dignity and autonomy. 

The Puttaswamy judgment also highlights the role of the State in protecting citizens from 

technological harms. This creates a constitutional obligation to regulate deepfakes 

effectively.25 

                                                           
23Justice K.S. Puttaswamy (Retd.) v. Union of India. 
24R. Rajagopal v. State of Tamil Nadu (recognizing the right to privacy and reputation).  
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3.7 Balancing Free Speech and Privacy: 

The regulation of deepfakes requires a delicate balance between freedom of expression and 

the right to privacy. Both rights are fundamental and essential to a democratic society. 

The challenge lies in distinguishing between legitimate expression and harmful conduct. For 

example: 

 Satirical deepfakes may be protected speech 

 Malicious deepfakes causing harm may be restricted 

The doctrine of proportionality plays a crucial role in achieving this balance. Courts must 

assess the nature, intent, and impact of deepfake content. 

In some cases, privacy may outweigh free speech, particularly when the content causes 

significant harm. In other cases, free speech may prevail, especially in matters of public 

interest. 

3.8 Emerging Constitutional Challenges: 

Deepfakes raise several emerging constitutional issues: 

 Whether synthetic media should be classified as speech 

 The extent of platform liability 

 The role of intermediaries in content regulation 

 The need for new legal frameworks 

The Indian judiciary will play a crucial role in addressing these challenges. Judicial 

interpretation will shape the constitutional boundaries of deepfake regulation.26 

CHAPTER 4 

4.1 CRIMINAL LAW FRAMEWORK FOR REGULATING DEEPFAKES IN INDIA: 

                                                                                                                                                                                     
25Kharak Singh v. State of Uttar Pradesh (early recognition of privacy under personal liberty). 
26Puttaswamy, (2017) 10 SCC 1 (establishing informational privacy and autonomy).  
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The rapid proliferation of deepfake technology presents unprecedented challenges for 

criminal law in India. Deepfakes, by enabling the creation of highly realistic synthetic media, 

blur the line between reality and fabrication, thereby complicating the identification, 

classification, and prosecution of criminal conduct. Traditional criminal law frameworks, 

which were designed to address tangible and observable forms of harm, struggle to 

adequately capture the intangible, technologically mediated harms caused by deepfakes. 

Consequently, there is an urgent need to examine the extent to which existing criminal 

statutes—particularly the Indian Penal Code (IPC), now replaced by the Bharatiya Nyaya 

Sanhita (BNS), and the Information Technology Act, 2000—can address the multifaceted 

threats posed by deepfake technology.27 

Deepfakes can be used to commit a wide range of offences, including defamation, identity 

theft, fraud, cyberstalking, obscenity, and incitement to violence. They may also be employed 

in more complex criminal schemes, such as financial fraud through voice cloning, political 

manipulation through fabricated speeches, and sexual exploitation through non-consensual 

pornography. The diversity of these harms makes it difficult to regulate deepfakes under a 

single legal provision. Instead, the legal response must rely on a combination of existing 

statutes, judicial interpretation, and potential legislative reform.28 

The criminal law framework in India operates on the principle of legality, which requires that 

offences be clearly defined and punishable under law. However, deepfakes often fall into 

legal grey areas, where the conduct does not neatly fit within existing definitions of offences. 

This creates challenges for law enforcement agencies, prosecutors, and courts, who must 

interpret traditional provisions in light of new technological realities. Moreover, the 

transnational nature of digital content complicates jurisdictional issues, making enforcement 

even more difficult.29 

4.2 Relevant Provisions under the Indian Penal Code and Bharatiya Nyaya Sanhita: 

                                                           
27Bharatiya Nyaya Sanhita, 2023, No. 45 of 2023, §§ (relevant provisions on defamation, forgery, cheating, 

intimidation). 

28Indian Penal Code, 1860, No. 45 of 1860, §§ 499–500 (defamation), §§ 463–471 (forgery), § 419 

(impersonation), § 354A (sexual harassment), § 503 (criminal intimidation) 

29Shreya Singhal v. Union of India, (2015) 5 SCC 1 (India). 
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The Indian Penal Code, 1860, historically served as the primary criminal statute in India. It 

has now been replaced by the Bharatiya Nyaya Sanhita, 2023, which seeks to modernize 

criminal law. While neither statute explicitly addresses deepfakes, several provisions can be 

applied to offences involving synthetic media. 

One of the most relevant provisions is defamation. Deepfakes that falsely depict individuals 

engaging in immoral or illegal activities can severely damage their reputation. Under criminal 

law, defamation involves the publication of false statements that harm an individual’s 

reputation. Deepfake videos or images that portray fabricated scenarios may fall within this 

definition, particularly when they are disseminated with malicious intent. However, proving 

defamation in the context of deepfakes can be complex, as it requires establishing authorship, 

intent, and the falsity of the content.30 

Forgery is another important provision. Deepfakes can be considered a form of digital 

forgery, as they involve the creation of false representations intended to deceive. Forgery 

under criminal law includes the making of a false document or electronic record with the 

intent to cause damage or injury. Deepfake content may qualify as an electronic record, 

thereby bringing it within the scope of forgery provisions. However, traditional definitions of 

forgery may not fully capture the nuances of AI-generated content. 

Impersonation is particularly relevant in cases involving voice cloning or identity replication. 

Deepfakes enable individuals to impersonate others with a high degree of accuracy, which 

can be used to commit fraud or deception. Criminal law provisions relating to cheating and 

impersonation may apply in such cases, especially when there is an intention to deceive and 

obtain wrongful gain. 

Obscenity and sexual offences are also significant in the context of deepfake pornography. 

Non-consensual deepfake pornography involves the use of an individual’s likeness in explicit 

content without their consent. Such acts may fall under provisions relating to obscenity, 

outraging modesty, or sexual harassment. However, the absence of explicit references to 

synthetic media creates interpretational challenges.31 

                                                           

30K.S. Puttaswamy v. Union of India, (2017) 10 SCC 1 (India).  

31Information Technology (Intermediary Guidelines and Digital Media Ethics Code) Rules, 2021, G.S.R. 139(E) 

(India). 
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Criminal intimidation may also arise in cases where deepfakes are used to threaten or 

blackmail individuals. For example, a perpetrator may create or threaten to release a deepfake 

video to coerce the victim into complying with demands. Such conduct can be prosecuted 

under provisions relating to intimidation and extortion. 

The Bharatiya Nyaya Sanhita attempts to address modern forms of crime, but it does not 

specifically address AI-generated content. This highlights the need for legislative reform to 

explicitly recognize deepfakes as a distinct category of offence. 

 

 

 

 

4.3 Provisions under the Information Technology Act, 2000: 

The Information Technology Act, 2000, is the primary legislation governing cyber offences in 

India. Although enacted before the advent of deepfake technology, it contains several 

provisions that can be applied to offences involving synthetic media.32 

One of the key provisions is Section 66, which deals with computer-related offences. This 

includes unauthorized access, data manipulation, and other forms of cybercrime. While 

deepfake creation may not always involve unauthorized access, it may involve the misuse of 

digital data, thereby bringing it within the scope of this provision. 

Section 66C addresses identity theft, which involves the fraudulent use of electronic 

signatures, passwords, or other identifying information. Deepfakes that replicate an 

individual’s identity may fall within this provision, particularly in cases involving 

impersonation or fraud. 

Section 66D deals with cheating by personation using computer resources. This is 

particularly relevant for deepfake scams, where perpetrators use synthetic media to deceive 

                                                           

32Subramanian Swamy v. Union of India, (2016) 7 SCC 221 (India).  
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victims. For example, voice-cloning deepfakes used in financial fraud may be prosecuted 

under this provision. 

Section 67 addresses the publication or transmission of obscene material in electronic form. 

Deepfake pornography may fall within this provision, as it involves the dissemination of 

explicit content. Section 67A further deals with sexually explicit material, while Section 67B 

addresses child pornography. These provisions are crucial for addressing the harms caused by 

non-consensual deepfake content. 

Section 69A empowers the government to block access to online content in the interest of 

national security, public order, or other specified grounds. This provision may be used to 

remove harmful deepfake content from digital platforms. However, concerns have been 

raised about the potential misuse of this power and its impact on freedom of expression.33 

Intermediary liability is another important aspect of the IT Act. Platforms that host user-

generated content may be held liable if they fail to exercise due diligence. The Information 

Technology (Intermediary Guidelines and Digital Media Ethics Code) Rules, 2021, impose 

obligations on intermediaries to remove unlawful content. This includes deepfake content that 

violates legal provisions. 

 

4.4 Issues in Enforcement and Punishment: 

Despite the availability of legal provisions, the enforcement of laws relating to deepfakes 

faces significant challenges. One of the primary issues is the difficulty in identifying 

perpetrators. Deepfakes can be created and disseminated anonymously, often using encrypted 

platforms and foreign servers. This makes it challenging for law enforcement agencies to 

trace the source of the content.34 

                                                           

33Aveek Sarkar v. State of West Bengal, (2014) 4 SCC 257 (India).  

 

34Information Technology Act, 2000, § 66C.  
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Another major issue is the lack of technical expertise. Investigating deepfake-related offences 

requires specialized knowledge of AI and digital forensics. Many law enforcement agencies 

lack the necessary resources and training to effectively handle such cases. 

Jurisdictional challenges also arise due to the transnational nature of digital content. 

Deepfakes may be created in one country and disseminated in another, complicating the 

application of domestic laws. International cooperation is often required, which can be time-

consuming and complex. 

The absence of specific legislation addressing deepfakes creates legal uncertainty. Courts 

must interpret existing provisions in novel ways, which may lead to inconsistent outcomes. 

This also affects the ability of victims to seek justice. 

Evidentiary challenges are particularly significant. Deepfakes undermine the reliability of 

digital evidence, making it difficult to establish the authenticity of content. This can affect 

both prosecution and defence in criminal cases. 

The issue of proportional punishment is also relevant. Existing provisions may not adequately 

reflect the severity of harm caused by deepfakes. For example, the penalties for obscenity or 

defamation may not be sufficient to deter malicious use of deepfake technology. 

Victim protection is another area of concern. Individuals affected by deepfake abuse often 

face significant psychological and reputational harm. However, legal remedies may be slow 

and inadequate. There is a need for faster grievance redressal mechanisms and victim support 

systems. 

 

 

 

4.5 Need for Legal Reform: 
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The limitations of existing criminal law frameworks highlight the need for comprehensive 

legal reform. There is a growing consensus among scholars and policymakers that India 

should enact specific legislation addressing deepfakes.35 

Such legislation could include: 

 Clear definitions of deepfakes and synthetic media 

 Criminalization of malicious deepfake creation and distribution 

 Enhanced penalties for offences involving deepfakes 

 Obligations for platforms to detect and remove deepfake content 

 Mechanisms for victim compensation and redressal 

 Provisions for international cooperation 

Legal reform must also be accompanied by technological measures, such as AI-based 

detection systems and digital watermarking. Public awareness and education are equally 

important in combating the spread of deepfakes. 

 

 

CHAPTER 5 

                                                           

35K.S. Puttaswamy v. Union of India, (2017) 10 SCC 1 (India).  
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 5.1DATA PROTECTION AND PRIVACY ISSUES IN REGULATING DEEPFAKES 

IN INDIA: 

The emergence of deepfake technology has fundamentally altered the relationship between 

privacy, identity, and digital data in the modern information society. Deepfakes rely 

extensively on the collection, processing, manipulation, and reproduction of personal data, 

particularly biometric and audiovisual data such as facial images, voice recordings, gestures, 

and behavioral patterns. As artificial intelligence systems become increasingly sophisticated, 

the capacity to replicate human identity with remarkable accuracy has generated profound 

legal and constitutional concerns regarding data protection, consent, 36informational 

autonomy, and personality rights. 

In India, the rapid growth of digital platforms, social media ecosystems, and AI-based 

technologies has created an environment where personal data is continuously collected, 

processed, and monetized. Deepfake technology exploits this vast pool of digital information 

to create synthetic media capable of deceiving audiences and violating individual rights. 

Unlike traditional cybercrimes, deepfake-related harms often involve the unauthorized 

appropriation of identity itself. This creates a unique legal challenge because the harm is not 

limited to financial loss or reputational damage; it extends to the erosion of personal 

autonomy, dignity, and control over one’s digital self. 

The constitutional recognition of privacy as a fundamental right under Article 21, particularly 

after the landmark judgment in Justice K.S. Puttaswamy v. Union of India, significantly 

transformed the legal discourse surrounding personal data protection in India. The judgment 

emphasized informational privacy, decisional autonomy, and individual control over personal 

information. Deepfakes directly undermine these constitutional principles by enabling 

unauthorized data extraction and synthetic identity reproduction. 

The enactment of the Digital Personal Data Protection Act, 2023 represents India’s first 

comprehensive legislative attempt to regulate digital personal data processing and establish a 

framework for privacy protection. The Act recognizes the importance of consent, lawful 

processing, and accountability in the digital environment. However, the application of the Act 

                                                           
36Justice K.S. Puttaswamy v. Union of India, (2017) 10 SCC 1 
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to deepfake technology raises numerous doctrinal and practical questions concerning consent, 

biometric data, personality rights, intermediary obligations, and cross-border data flows. 37 

This chapter critically examines the relationship between deepfakes, privacy, and data 

protection law in India. It analyzes the concepts of consent and misuse of personal data, 

evaluates the relevance of the Digital Personal Data Protection Act, 2023, and explores the 

emerging jurisprudence on personality rights and image misuse. The chapter also addresses 

the broader constitutional and ethical implications of synthetic identity manipulation in the 

age of artificial intelligence.38 

 

5.2 Concept of Personal Data in the Age of Artificial Intelligence: 

The notion of personal data has undergone significant transformation with the development 

of digital technologies and artificial intelligence. Traditionally, personal data referred to 

identifiable information relating to an individual, such as name, address, contact details, and 

financial information. However, AI systems now process far more sophisticated forms of 

data, including biometric identifiers, facial structures, voiceprints, behavioral patterns, 

emotional responses, and predictive analytics.39 

Deepfake technology relies heavily upon such advanced categories of data. Facial recognition 

algorithms require large datasets of photographs and videos to train AI models capable of 

reproducing human likeness. Similarly, voice-cloning systems analyze speech samples to 

replicate tone, accent, rhythm, and emotional expression. These forms of data are highly 

sensitive because they directly relate to human identity and individuality. 

The emergence of synthetic media has blurred the distinction between personal data and 

digital identity. Personal data is no longer merely descriptive information; it has become the 

raw material for constructing digital replicas of human beings. Consequently, the misuse of 

                                                           

37Digital Personal Data Protection Act, 2023, No. 22 of 2023, Gazette of India.  

 

39European Parliament and Council Regulation 2016/679, General Data Protection Regulation (GDPR), 2016 

O.J. (L 119) 1.  
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personal data through deepfakes extends beyond ordinary privacy violations and enters the 

realm of identity appropriation. 

Scholars increasingly argue that biometric and audiovisual data deserve enhanced legal 

protection because they are intrinsic to personhood and cannot easily be changed once 

compromised. Unlike passwords or financial credentials, an individual cannot alter their face 

or voice after exposure. Therefore, the unauthorized extraction and processing of such data 

create long-term risks. 

The constitutional significance of personal data lies in its relationship to dignity, autonomy, 

and informational self-determination. The Supreme Court of India has recognized that 

privacy includes the right to control the dissemination and use of personal information. 

Deepfake technology directly challenges this principle by enabling individuals’ identities to 

be manipulated without their consent. 

 

5.3 Consent and the Misuse of Personal Data: 

Consent forms the cornerstone of modern data protection law. In legal theory, consent 

represents an individual’s voluntary and informed agreement to the collection, processing, or 

dissemination of personal information. The legitimacy of data processing activities often 

depends upon whether meaningful consent has been obtained. 

Deepfakes fundamentally disrupt traditional notions of consent because they frequently 

involve the unauthorized use of personal data harvested from publicly available sources such 

as social media platforms, interviews, videos, and photographs. Individuals whose likenesses 

are used in deepfake content rarely provide explicit permission for such processing. Instead, 

AI systems scrape digital content from online environments and repurpose it for synthetic 

media generation.40 

This creates a significant doctrinal issue regarding implied consent. Merely uploading 

photographs or videos to social media cannot reasonably be interpreted as consent for AI-

driven identity replication. The principle of purpose limitation, recognized in global privacy 

                                                           

40Danielle Keats Citron, Sexual Privacy, 128 Yale L.J. 1870 (2019).  
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frameworks, requires that personal data be used only for the specific purposes for which it 

was originally collected. Deepfake creation violates this principle because personal content 

shared for communication or social interaction is repurposed for synthetic manipulation.41 

 

Consent in the context of deepfakes also raises questions concerning informed consent. Many 

individuals are unaware that their publicly accessible images and voice recordings may be 

used to train AI models. Consequently, even if users technically agree to platform terms and 

conditions, such consent cannot truly be considered informed or meaningful. 

The problem becomes more severe in cases involving vulnerable groups such as women, 

children, and marginalized communities. Non-consensual deepfake pornography represents 

one of the clearest examples of identity exploitation through unauthorized data usage. Victims 

frequently discover that their facial images have been extracted from social media profiles 

and superimposed onto explicit content without permission. 

This misuse of personal data causes multiple forms of harm, including: 

 Violation of privacy 

 Emotional trauma 

 Reputational damage 

 Psychological distress 

 Social stigmatization 

 Professional consequences 

The constitutional dimension of consent lies in the relationship between autonomy and 

dignity. Consent is not merely a procedural formality; it reflects the individual’s right to 

exercise control over personal identity and bodily representation. Deepfakes undermine this 

autonomy by transforming individuals into objects of digital manipulation.42 

                                                           
41Neil M. Richards & Jonathan H. King, Big Data Ethics, 49 Wake Forest L. Rev. 393 (2014).  

 

42Samuel D. Warren & Louis D. Brandeis, The Right to Privacy, 4 Harv. L. Rev. 193 (1890).  

https://www.ijalr.in/


VOLUME 6 | ISSUE 4                            MAY 2026                                   ISSN: 2582-7340 

For general queries or to submit your research for publication, kindly email us at ijalr.editorial@gmail.com 

 
https://www.ijalr.in/ 

© 2026 International Journal of Advanced Legal Research 

The rise of generative AI further complicates consent because AI systems often rely upon 

massive datasets collected from the internet without individualized authorization. This creates 

tension between technological innovation and privacy protection. 

 

5.4 Informational Privacy and Deepfakes: 

Informational privacy refers to the right of individuals to control the collection, storage, 

processing, and dissemination of personal information. It is a crucial component of modern 

constitutional jurisprudence and data protection law. 

Deepfake technology threatens informational privacy in several ways. First, it enables 

unauthorized extraction of biometric data from publicly accessible sources. Second, it permits 

the generation of synthetic representations that may reveal false or misleading information 

about individuals. Third, it creates permanent digital artifacts that can spread rapidly across 

online platforms. 

The Supreme Court in Justice K.S. Puttaswamy v. Union of India emphasized that 

informational privacy includes the ability of individuals to determine how their personal 

information is used and shared. The Court recognized that modern digital technologies create 

unprecedented risks of surveillance and identity exploitation.43 

Deepfakes intensify these risks because they involve not only the disclosure of information 

but also the fabrication of identity itself. Synthetic media can falsely depict individuals 

engaging in activities, expressing opinions, or participating in events that never actually 

occurred. Such manipulations distort both personal identity and public perception. 

The concept of informational self-determination becomes especially important in this context. 

This principle, developed in comparative constitutional jurisprudence, recognizes that 

individuals should have authority over their digital identities and data footprints. Deepfakes 

undermine informational self-determination by removing individual agency from identity 

representation.44 

 

                                                           
43NITI Aayog, National Strategy for Artificial Intelligence (2018).  

 
44Electronic Frontier Foundation, Deepfakes and the Threat to Privacy (2020).  
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5.5 Overview of the Digital Personal Data Protection Act, 2023: 

The Digital Personal Data Protection Act, 2023 marks a significant milestone in India’s legal 

approach to privacy and data governance. The legislation seeks to regulate the processing of 

digital personal data while balancing the rights of individuals with legitimate state and 

business interests.  

The Act applies to digital personal data processed within India and, in certain circumstances, 

outside India when such processing relates to offering goods or services in India. It 

establishes a framework based on the concepts of: 

 Data principals 

 Data fiduciaries 

 Consent-based processing 

 Purpose limitation 

 Accountability 

 Grievance redressal 

The Act defines personal data broadly as data relating to an identifiable individual. This 

definition is sufficiently expansive to include facial images, voice recordings, biometric 

information, and audiovisual content commonly used in deepfake generation.45 

The DPDP Act recognizes consent as the primary basis for lawful data processing. Consent 

must be: 

 Free 

 Specific 

 Informed 

 Unambiguous 

 Unconditional 

                                                           

45R. Rajagopal v. State of Tamil Nadu*, (1994) 6 SCC 632.  
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Data fiduciaries are required to provide clear notice regarding the nature and purpose of data 

collection. Individuals also possess the right to withdraw consent.  

The Act grants several rights to data principals, including: 

 Right to access information 

 Right to correction and erasure 

 Right to grievance redressal 

 Right to nominate representatives 

The legislation also imposes obligations on data fiduciaries to implement reasonable security 

safeguards and prevent data breaches.46 

Importantly, the DPDP Act introduces financial penalties for non-compliance, with 

substantial penalties for failure to protect personal data.  

 

5.6 Application of the DPDP Act to Deepfakes: 

Although the DPDP Act does not explicitly mention deepfakes or artificial intelligence-

generated content, its provisions are highly relevant to synthetic media regulation. 

Deepfake creation typically involves several stages of data processing: 

1. Collection of personal data 

2. Storage of datasets 

3. Training AI systems 

4. Generation of synthetic outputs 

5. Dissemination of manipulated content 

Each of these stages potentially falls within the ambit of the DPDP Act. 

                                                           

46UNESCO, Recommendation on the Ethics of Artificial Intelligence (2021). 
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The unauthorized scraping of online photographs and videos for AI training purposes may 

violate consent requirements under the Act. Similarly, the use of biometric data without 

lawful authorization raises concerns regarding data fiduciary obligations. 

The principle of purpose limitation is especially important. Personal data collected for social 

communication cannot automatically be repurposed for AI-generated identity manipulation. 

The Act’s grievance redressal mechanisms may also provide remedies for victims of deepfake 

abuse. Individuals whose data has been misused could potentially seek correction, deletion, 

or compensation.47 

However, significant challenges remain. The DPDP Act does not specifically classify 

biometric data as sensitive personal data, unlike several international frameworks such as the 

European Union’s GDPR. This omission may weaken protections against deepfake-related 

harms. 

Additionally, enforcement difficulties arise because AI models may process enormous 

datasets obtained from multiple jurisdictions. Cross-border data flows and anonymous online 

actors complicate accountability mechanisms. 

 

 

SNO stage Activity Legal Issue DPDP Relevance 

01 Data Collection Scraping 

images/videos 

No consent Illegal processing 

02 Data Storage Dataset creation Security risks Safeguard 

obligation 

03 AI Training  

Model 

development 

 

Unauthorized use Purpose violation 

                                                           
47 Kharak Singh v. State of Uttar Pradesh*, AIR 1963 SC 1295. 

https://www.ijalr.in/


VOLUME 6 | ISSUE 4                            MAY 2026                                   ISSN: 2582-7340 

For general queries or to submit your research for publication, kindly email us at ijalr.editorial@gmail.com 

 
https://www.ijalr.in/ 

© 2026 International Journal of Advanced Legal Research 

04 Content 

Generation 

Creating 

deepfake 

Identity misuse Privacy violation 

05 Dissemination Sharing online Viral harm Platform liability 

 

5.7 Personality Rights and Image Misuse: 

Personality rights refer to an individual’s right to control the commercial and public use of 

their identity, including name, image, likeness, voice, and other identifiable attributes. 

Although Indian law does not contain a comprehensive statutory framework governing 

personality rights, courts have increasingly recognized such rights through constitutional and 

common law principles. 

Deepfakes directly implicate personality rights because they involve the unauthorized 

replication and manipulation of identity. Synthetic media may falsely associate individuals 

with statements, actions, products, or ideologies without consent. 

Celebrities are particularly vulnerable because extensive publicly available data exists 

regarding their appearance and voice. However, ordinary individuals are equally susceptible 

to deepfake misuse. 

Indian courts have recognized personality rights in several cases involving unauthorized 

commercial exploitation of identity. The judiciary has linked these rights to privacy, dignity, 

and publicity interests. 

The misuse of personal images through deepfake pornography raises especially serious 

concerns. Victims lose control over their digital representation and may face irreversible 

reputational harm. 

Personality rights also intersect with intellectual property law because identity itself 

increasingly possesses commercial value in the digital economy. Deepfakes exploit this value 

without authorization or compensation. 

5.8 Deepfakes, Gender Justice, and Privacy: 
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Deepfake abuse disproportionately affects women and marginalized groups. Research 

consistently demonstrates that non-consensual synthetic pornography constitutes a major 

category of malicious deepfake content.48 

Women targeted through deepfakes often experience: 

 Online harassment 

 Sexual humiliation 

 Social ostracism 

 Employment discrimination 

 Emotional trauma 

The misuse of women’s images through AI-generated pornography reflects broader structural 

inequalities present within digital environments. 

From a constitutional perspective, such practices violate: 

 Right to dignity 

 Right to privacy 

 Equality guarantees 

 Bodily autonomy 

The intersection between gender justice and data protection therefore becomes central to 

deepfake regulation. 

 

5.9 Challenges in Enforcement and Regulation49: 

Several practical challenges hinder effective regulation of deepfake-related privacy 

violations. 

Technological Complexity 

                                                           
48 Gobind v. State of Madhya Pradesh*, (1975) 2 SCC 148.  
49 Information Technology Act, 2000, No. 21 of 2000.  
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AI systems evolve rapidly, making legal adaptation difficult. 

Jurisdictional Issues 

Deepfake creators may operate across borders, complicating enforcement. 

Anonymity 

Perpetrators often use anonymous platforms and encrypted services. 

Detection Difficulties 

Advanced deepfakes are increasingly difficult to identify. 

Platform Liability 

Questions remain regarding intermediary responsibility for hosting synthetic content. 

 

CHAPTER 6 

6.1 CHALLENGES AND COMPARATIVE ANALYSIS OF DEEPFAKE 

REGULATION: 

The rapid evolution of artificial intelligence and synthetic media technologies has created 

profound legal, constitutional, technological, and ethical challenges across the world. 

Deepfakes represent one of the most disruptive manifestations of generative AI because they 

undermine trust in digital communication, threaten democratic processes, violate privacy, and 

facilitate new forms of cybercrime. Although deepfake technology possesses legitimate 

applications in entertainment, education, accessibility, and digital innovation, its misuse has 

exposed serious inadequacies in existing legal systems. Governments across the globe are 

struggling to formulate effective regulatory frameworks capable of balancing technological 

innovation with the protection of individual rights and public interests. 

In India, the challenge is particularly significant due to the country’s rapidly expanding 

digital ecosystem, extensive social media usage, and evolving data governance framework. 

The Indian legal system presently relies upon fragmented statutory provisions under the 

Bharatiya Nyaya Sanhita, the Information Technology Act, constitutional jurisprudence, and 

intermediary guidelines to address deepfake-related harms. However, these mechanisms 
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remain inadequate for dealing with the sophisticated and transnational nature of AI-generated 

synthetic media. 

The regulation of deepfakes is not merely a legal problem; it is also a technological, 

institutional, and governance challenge. Deepfake detection technologies remain imperfect, 

enforcement mechanisms are weak, jurisdictional barriers complicate prosecution, and legal 

definitions often fail to capture the rapidly changing nature of generative AI systems. 

Moreover, the constitutional tension between freedom of expression and privacy protection 

further complicates regulatory approaches. 

Comparative legal analysis reveals that different jurisdictions have adopted distinct 

regulatory models for addressing deepfakes. The United States emphasizes free speech 

protections and sector-specific legislation. The European Union adopts a risk-based 

regulatory framework grounded in transparency and human rights principles. China employs 

a state-centric approach focusing on platform liability, mandatory labeling, and strict content 

control. These varying approaches reflect differing constitutional values, political systems, 

and regulatory philosophies. This chapter critically examines the major legal and technical 

challenges involved in regulating deepfakes, compares the regulatory approaches adopted in 

various jurisdictions, and identifies the gaps within Indian law. It argues that India requires a 

comprehensive and technologically adaptive legal framework capable of addressing the 

unique risks posed by deepfake technology while preserving constitutional freedoms and 

encouraging responsible innovation. 

 

6.2 Legal Challenges in Regulating Deepfakes: 

6.2.1 Absence of a Specific Legal Definition: 

One of the foremost legal challenges in regulating deepfakes is the absence of a universally 

accepted legal definition. Existing laws in many jurisdictions, including India, were enacted 

before the emergence of sophisticated generative AI systems and therefore do not specifically 

define “deepfake” or “synthetic media.” 

The lack of precise legal terminology creates interpretational uncertainty. Courts and law 

enforcement agencies must rely upon traditional legal concepts such as forgery, 
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impersonation, obscenity, fraud, and defamation to prosecute deepfake-related harms. 

However, these provisions were not designed to address AI-generated identity manipulation. 

Deepfakes differ from conventional digital editing because they involve autonomous or semi-

autonomous AI-driven synthesis of audiovisual content. This creates doctrinal ambiguity 

regarding: 

 Authorship 

 Intent 

 Liability 

 Harm assessment 

 Evidentiary standards 

Without a clear statutory definition, it becomes difficult to distinguish harmful deepfakes 

from legitimate uses such as satire, parody, artistic expression, or cinematic effects. 

Comparative legal scholarship identifies definitional ambiguity as a central weakness in 

global deepfake regulation.  

 

6.2.2 Balancing Free Speech and Regulation: 

Deepfake regulation raises significant constitutional concerns relating to freedom of speech 

and expression. In democratic societies, including India and the United States, constitutional 

protections for speech create limitations on government regulation of digital content. 

Certain uses of deepfakes may constitute protected speech, including: 

 Political satire 

 Artistic expression 

 Entertainment 

 Educational simulations 

 Historical recreations 

https://www.ijalr.in/


VOLUME 6 | ISSUE 4                            MAY 2026                                   ISSN: 2582-7340 

For general queries or to submit your research for publication, kindly email us at ijalr.editorial@gmail.com 

 
https://www.ijalr.in/ 

© 2026 International Journal of Advanced Legal Research 

Consequently, overly broad regulation risks suppressing legitimate expression and creating 

chilling effects on innovation and creativity. 

The challenge lies in distinguishing harmful synthetic media from constitutionally protected 

content. For instance, a satirical deepfake parodying a political leader may be protected 

expression, whereas a fabricated election-related deepfake intended to deceive voters may 

justify restriction. 

The United States faces particularly strong constitutional constraints because of the First 

Amendment’s expansive protection of speech. Comparative studies note that American 

deepfake regulation remains fragmented partly due to concerns regarding free speech 

limitations. In India, Article 19(1)(a) guarantees freedom of speech, while Article 19(2) 

permits reasonable restrictions in the interests of public order, morality, defamation, and 

security. However, the absence of specific deepfake legislation creates uncertainty regarding 

the constitutional limits of regulation. 

 

6.2.3 Jurisdictional and Cross-Border Challenges: 

Deepfakes operate within transnational digital environments where content may be created, 

hosted, distributed, and consumed across multiple jurisdictions simultaneously. This creates 

serious jurisdictional difficulties for enforcement agencies. 

A deepfake targeting an Indian citizen may be: 

 Created in another country 

 Hosted on foreign servers 

 Disseminated through global platforms 

 Monetized through offshore networks 

Traditional territorial principles of criminal jurisdiction struggle to address such decentralized 

cyber activities. 

Cross-border enforcement also depends upon: 

 Mutual legal assistance treaties 

https://www.ijalr.in/


VOLUME 6 | ISSUE 4                            MAY 2026                                   ISSN: 2582-7340 

For general queries or to submit your research for publication, kindly email us at ijalr.editorial@gmail.com 

 
https://www.ijalr.in/ 

© 2026 International Journal of Advanced Legal Research 

 International cooperation 

 Extradition mechanisms 

 Data-sharing agreements 

Many jurisdictions lack harmonized legal standards relating to AI-generated synthetic media, 

resulting in enforcement gaps. 

The global and anonymous nature of deepfake dissemination often allows perpetrators to 

evade accountability. 

 

6.2.4 Attribution and Criminal Liability: 

Another major challenge involves determining liability for deepfake-related harms. AI-

generated content complicates traditional criminal law doctrines because multiple actors may 

participate in the production and dissemination process. 

Potentially liable actors include: 

 AI developers 

 Platform providers 

 Dataset collectors 

 Users creating deepfakes 

 Distributors 

 Social media intermediaries 

This raises difficult questions concerning: 

 Direct liability 

 Vicarious liability 

 Platform responsibility 

 Negligence standards 

 Algorithmic accountability 
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Existing criminal law frameworks are primarily anthropocentric, meaning they focus on 

human intent and direct action. AI systems, however, can autonomously generate content 

based on algorithmic training. 

Comparative legal scholarship emphasizes that current criminal statutes remain poorly 

equipped to address algorithmic deception and synthetic manipulation.  

 

6.3 Technical Challenges in Regulating Deepfakes: 

6.3.1 Rapid Technological Advancement: 

Deepfake technology evolves at an extremely rapid pace. Improvements in machine learning, 

neural networks, and generative AI continuously enhance the realism and accessibility of 

synthetic media. 

Earlier deepfakes often contained visible distortions or synchronization errors. Modern AI 

systems, however, can produce highly convincing content with minimal technical expertise. 

This rapid technological evolution creates a regulatory lag, where legal systems struggle to 

adapt quickly enough to emerging threats. 

 

6.3.2 Difficulty in Detection: 

Deepfake detection remains one of the most significant technical challenges. Although AI-

based detection tools exist, no system currently guarantees complete accuracy. 

Detection systems often rely upon identifying: 

 Facial inconsistencies 

 Eye movement anomalies 

 Lighting irregularities 

 Audio distortions 

 Metadata inconsistencies 

However, advanced generative AI models increasingly eliminate such indicators. 
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Research on EU regulatory frameworks notes that existing detection mechanisms alone are 

insufficient and require multi-level moderation strategies.  

The ongoing “arms race” between deepfake generation and detection technologies creates 

long-term enforcement difficulties. 

 

6.3.3 Accessibility and Democratization of AI Tools: 

Deepfake creation tools are becoming increasingly accessible to ordinary users. Open-source 

AI models, mobile applications, and cloud-based platforms allow individuals with minimal 

technical expertise to generate synthetic media. 

This democratization increases both innovation and misuse. 

Unlike traditional cybercrime tools that required specialized expertise, deepfake software is 

often inexpensive or freely available online. 

Consequently, harmful synthetic media can be created at scale and distributed rapidly across 

social media ecosystems. 

 

6.3.4 Metadata Manipulation and Anonymity; 

Deepfake creators frequently remove or manipulate metadata to conceal authorship and evade 

detection. Encryption technologies, anonymous accounts, and decentralized platforms further 

complicate traceability. 

This creates significant challenges for: 

 Digital forensics 

 Evidence collection 

 Platform moderation 

 Criminal investigation 

6.4 Comparative Analysis of International Regulatory Approaches: 

6.4.1 United States: 
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The United States adopts a fragmented and sector-specific approach to deepfake regulation. 

Strong constitutional protection under the First Amendment limits comprehensive federal 

regulation of synthetic media. 

American regulation primarily focuses upon: 

 Election-related deepfakes 

 Non-consensual pornography 

 Fraudulent impersonation 

Several states have enacted laws criminalizing deceptive election deepfakes and sexually 

explicit synthetic media. However, no comprehensive federal deepfake statute currently 

exists. 

Comparative research characterizes the U.S. model as an “application-based regulatory 

paradigm.”  

The American approach prioritizes freedom of expression and market innovation while 

addressing specific harmful applications through targeted legislation. 

However, critics argue that fragmented state-level regulation creates inconsistencies and 

enforcement difficulties. 

 

6.4.2 European Union: 

The European Union adopts a more comprehensive and risk-based approach grounded in 

transparency, accountability, and human rights protection. 

The EU AI Act imposes obligations relating to: 

 Transparency 

 Labeling of AI-generated content 

 Risk classification 

 Platform responsibilities 

Under EU regulations, certain deepfakes must be clearly disclosed as synthetic media. 
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The European model integrates multiple legal instruments, including: 

 GDPR 

 Digital Services Act 

 AI Act 

 Consumer protection laws 

Comparative scholarship describes the EU approach as a “life-cycle-based regulatory 

paradigm” because it regulates different stages of AI development and deployment.  

The EU framework places strong emphasis on: 

 Human dignity 

 Privacy 

 Democratic integrity 

 Consumer protection 

However, enforcement complexity and definitional ambiguity remain ongoing concerns. 

 

6.4.3 China: 

China employs a state-centric and provider-focused regulatory model emphasizing platform 

liability and state oversight. 

Chinese regulations require: 

 Mandatory labeling of synthetic content 

 Provider accountability 

 Identity verification 

 Security assessments 

Platforms and AI providers bear significant obligations to monitor and prevent harmful 

deepfake dissemination. 
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Comparative studies identify China’s framework as a “subject-based regulatory paradigm” 

focused primarily upon service providers.  

The Chinese approach prioritizes: 

 Social stability 

 Information control 

 National security 

 Platform regulation 

Critics argue that this model may compromise freedom of expression and increase state 

surveillance. 

 

6.5 Comparative Lessons for India: 

India currently lacks a dedicated legal framework specifically regulating deepfakes or 

generative AI. Instead, regulation relies upon fragmented provisions under: 

 Bharatiya Nyaya Sanhita 

 Information Technology Act 

 DPDP Act 

 Intermediary Guidelines 

 Constitutional jurisprudence 

Comparative analysis suggests several lessons for India: 

Need for Clear Definitions 

India requires statutory definitions distinguishing harmful deepfakes from legitimate 

synthetic media uses. 

Mandatory Disclosure Mechanisms 

The EU’s transparency requirements may provide useful guidance regarding labeling 

obligations. 
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Platform Accountability 

China’s provider-liability approach highlights the importance of intermediary responsibility. 

Constitutional Safeguards 

The American emphasis on free speech underscores the need for constitutional balancing. 

Victim-Centric Remedies 

Comparative systems increasingly prioritize rapid takedown mechanisms and victim 

compensation. 

 

 

6.6 Gaps in Indian Law: 

6.6.1 Absence of Dedicated Deepfake Legislation: 

India currently lacks comprehensive legislation specifically targeting deepfake technology. 

Existing statutes address only isolated harms such as obscenity, defamation, or 

impersonation. 

This creates regulatory fragmentation and interpretational inconsistency. 

 

6.6.2 Inadequate AI Governance Framework: 

India has not yet enacted a comprehensive AI regulation framework comparable to the EU AI 

Act. 

The absence of AI-specific accountability standards creates uncertainty regarding: 

 Developer liability 

 Transparency obligations 

 Algorithmic auditing 

 Risk assessment 

 

https://www.ijalr.in/


VOLUME 6 | ISSUE 4                            MAY 2026                                   ISSN: 2582-7340 

For general queries or to submit your research for publication, kindly email us at ijalr.editorial@gmail.com 

 
https://www.ijalr.in/ 

© 2026 International Journal of Advanced Legal Research 

6.6.3 Weak Enforcement Capacity: 

Law enforcement agencies frequently lack: 

 Technical expertise 

 Digital forensic infrastructure 

 AI investigation capabilities 

This weakens practical enforcement effectiveness. 

 

6.6.4 Limited Victim Protection Mechanisms: 

Victims of deepfake abuse often face: 

 Delayed takedowns 

 Slow judicial processes 

 Psychological trauma 

 Inadequate compensation mechanisms 

India lacks specialized victim-centered remedies for synthetic media harms. 

 

6.6.5 Lack of Public Awareness: 

Public understanding of deepfake technology remains limited. Many individuals cannot 

reliably identify manipulated content, increasing vulnerability to misinformation and fraud. 

Comparative scholarship increasingly emphasizes media literacy and public awareness as 

essential regulatory components.  

Conclusion: 

The rise of deepfake technology presents a complex and evolving challenge to India’s legal 

and constitutional framework. While artificial intelligence has significantly contributed to 

innovation and digital growth, its misuse through deepfakes has exposed critical 

vulnerabilities in existing regulatory mechanisms. The analysis demonstrates that current 
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laws, including the Information Technology Act, 2000 and the Bharatiya Nyaya Sanhita, 

2023, offer only fragmented and indirect remedies, which are insufficient to address the 

unique and multifaceted harms caused by AI-generated synthetic media. 

From a constitutional perspective, deepfakes intensify the tension between the right to 

freedom of speech under Article 19(1)(a) and the right to privacy, dignity, and reputation 

under Article 21. The absence of clear legal standards creates uncertainty in balancing these 

rights, particularly in cases involving misinformation, identity misuse, and non-consensual 

content. Furthermore, enforcement challenges such as anonymity, jurisdictional limitations, 

and evidentiary difficulties weaken the effectiveness of existing legal provisions. 
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