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ABSTRACT

The “right to privacy” in Indian jurisprudence is a strange combination of established,
formal and general law spread across different areas of law. As an individual right, it is
viewed as an improvement that constitute a part of lawful law. As a component of our
established right to life and freedom, it is viewed to act as an illustration of the reformist
advancement of common liberties and essential opportunities. In spite of the fact that it has
not yet formed into a different free express, its need is felt by all, on the grounds that
without its turn of events, the rise of an efficient social framework can be deferred. In this
way, it is the acknowledgment of the privilege of exceptional significance and probability,
which will add a totally different measurement to ourvote based and government assistance
statute. The rise, advancement and acknowledgment ofthis privilege demonstrates that our
statute is dynamic and developing law and carrying law nearer to individuals' lives. The
improvement of new ideas, thoughts, for example, the privilegeto security is a persuading

confirmation “that our law is natural”, “perfectly healthy” and “not dead or static”.

INTRODUCTION

One of the reasons why India is somewhat different from the development of privacy
jurisprudence is that it has never experienced the initial impact of these new technologies
as accurately as the rest of the world. At a time when portable cameras and telegraphs And
when it began to be widely used in other parts of the world, India was still a far-flung
colonial outpost of the British Empire. Not much happened when these new technologies
finally entered the Indian coast, after being deployed in the West and their impact on
privacy was already well understood. As a result, when they were deployed in India, the
laws governing them were already framed as security. Colonial-era laws that are still used

in India (like IPC and the Indian Telegraph Act) include legal provisions designed with
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privacy in mind.>

Nowhere in the Constitution is the privacy order included, so “there is no clear obligation
on the state to bring in legislation to protect privacy”. Following this constitutional
provision, the government has enacted a number of laws. There are many traditional rules
in India that protect the privacy of an individual. Similarly, this right has been given a
protective umbrella by the constitutional provisions. In addition to personal rules and
constitutional provisions, many other laws straightforwardly or by implication recognize
the privilege to privacy. Therefore, in the successful pages an attempt is being made to
discuss these provisions separately.®® Therefore, there is currently no Sui-Janis law in
India that protects privacy by lying in various contexts. Anyway, different laws managing
various issues like “banking and money”, “proficient morals of legal professionals”,
“doctors” and “CA(chartered accountants”, “information technology and telephony” and so
on include arrangements that unequivocally or implicitly ensure the privacy or give a

casualty solution for their break.®

3.1 Statutory provisions relating to Right to Privacy

3.1.1 The Telegraph Act, 1885

The Telegraph Act provides a rule of thumb for the restriction of telephonic
communication. The Act seeks to prohibit and penalize the illegal interference with
communicating and tampering with messages sent over the Telegraph. It acts as the
umbrella law for the governance and regulation of electronic communications in India. The
procedure to be followed for legal breach is indicated in section 5 (3) of the law read along
“with Rule 419-A of the Telegraph (Amendment) Rules, 2007”.

This law permits any approved public authority to quit conveying in case of “any open
crisis or in light of a legitimate concern for public security”. Interchanges might be
intruded on during "public crises" or “in light of a legitimate concern for public wellbeing”
under the Telegraph Act gave such limitations are in light of a legitimate concern for
certain different grounds, to be specific India's sway and trustworthiness, state security,

agreeable relations with unfamiliar states, public request and to forestall incitement of

2 Rahul Matthan, “ Privacy 3.0- Unlocking Our Data-Driven Future”, Harper Collins Publishers, Noida, 2018
% Deepak Kumar & Gaurav Goyal, “The Right to Privacy in India: Concept and Evolution”, Partridge: A
Penguin
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violations. Such thorough and enigmatically sensible goals for reconnaissance have
become an element of numerous wards. The idea of public honesty or security is for the
most part comprehensively characterized and a few sorts of entertainers around law
requirement measures are defenseless to being focused on and manhandled for spreading
superfluous mystery, consequently adversely affecting straightforwardness and
responsibility.*

The apex court noted in 1996, the absence of “procedural safety in the arrangements of the
Telegraph Act” and provided few rules to interruptions. These rules were framed in 2007
by introducing Rule 419A to the Telegraph Rules, which defines the procedures for
disruption underthe Code. This guideline, to some degree, was likewise reflected in the
standards recommendedin our Information Technology Act, in 2009.

A gathering of specialists was named by the public authority in the year 2012 to prepare a
paper on identifying privacy issues and providing information on privacy laws. As a feature
of their report, a gathering of specialists directed an audit of “the Telegraph Act and the
Information Technology Act”, taking note of that there were clear disparities in this regard:
The degree of assistance, and the "annihilation and maintenance" of the captured material.
The gathering's report presumed that these disparities made an unclear administrative
system that is non- straightforward, liable to be manhandled, and that Does not give a

solution.

In PUCL Vs. UOI,® apex court observed that “phone tapping is a component right to life

and personal liberty under article 21”. It is a serious encroachment on a person's privacy.
Article 21of the Constitution does not applied by the state except “if there is public crisis

or interest of public security requires”.

This decision of apex court, conveyed by a double seat bench including J. Sagir Ahmed
and J. Kuldeep Singh,, goes far in ensuring the privilege to “privacy of Indian residents and
others revered in Article 21 of the Constitution”. The court ruled that with the advancement
of cutting edge correspondence innovation, the option to direct phone discussions without
meddling with the security of one's home or office is being mishandled. Considering this

in mind, the court will provide detailed guidelines for enforcing the jurisdiction and

% The Right to Privacy in India, available at “https://www.upr-info. org/sites /default/files /document
f/india / session _27_- may 2017/js35_upr27 ind e main.pdf”, visited on April 2023
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generally huge jurisdiction under relevant law.

“The Court set down comprehensive rules to direct the prudence vested in the State under
Section 5 of the Indian Telegraph Act” —

. A command for “phone tapping” can be given exclusively by the “Home Secretary
of the Central govt. or the State govt.” In an earnest case, the force might be appointed to
an official of the “Home Department of the Central and State govt.” not underneath the

position of “Joint Secretary”.

. The duplicate of the command will be shipped off the “Review Committee” inside

one week of the issuance.

. “The request will, except if renewed, stop to have impact toward the finish of two
monthsfrom the date of issue. The power making the request may survey before that period
in the event that it thought about that it is important to proceed with the request regarding
Section 5(2) of the Act”.

. “The authority giving the command will keep up the records of blocked
interchanges, the degree the material to be uncovered, no. of people, and their personality

to whom the material is unveiled”.

. “The utilization of the blocked material will be restricted to the base that is vital

regarding Section 5(2) the Act”.

. “The Review Committee will all alone, inside two months, examine whether there

is or has been an applicable request under Section 5(2) of the Act.”

. “If on examination the Review Committee presumes that there is a contradiction of
the arrangements of Section 5(2) of the Act, will put to the side the request. It can likewise

coordinate the obliteration the duplicates of the caught material”.

. “If on examination the Review Committee reaches the resolution that there has

been no contradiction of the pertinent arrangement of the Act, it will record the finding

with that impact”.

In India, the Telegraph Act and IT Act doesnt accommodate legal accreditation or
“oversight”. As indicated by “Rule 419A of the Telegraph Rules”, the interference of
messages or class message must be finished by request of the “Secretary to the Ministry of
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Home Affairs at the Central level” and “the Secretary to the Ministry of Home Affairs at
the state level”. In the event of an emergency, “with the earlier endorsement of the head” or
with the endorsement of the second most senior official of the security body approved at

the focal level, and with the endorsement of the officials approved for this sake, not

underneath the position of “Inspector General of Police at the state level”.°

“Rule 419A (15) of the Indian Telegraph Rules, 1951 and “Rule 21 of the IT Interception
Rules” reveals the number of surveillance orders issued in bulk form, although specialist
organizations are needed to keep up the confidentiality and secrecy of the captured data.. In
practice, some service providers seem to explain the need for confidentiality in gathering
information about interference “orders, as in Vodafone's 2014 ‘exposure report”. The
organization additionally expressed that the law doesn't reveal data about the interference

of correspondences and admittance to interchanges information.

In bhart shanti shah Vs. State of Maharashtra,**! A two-judge tribunal of a court upholds
the constitutional validity of an interlocutory power under a state law only when it has the
capacity of the state legislature and is particularly in favor of the procedural security
enshrined in the statute. Establishing procedural safeguards independently by states

depends on the rule of “probable cause”, with a view to adopt “telegraph rules”.

The Supreme Court stressed the public nature of the duty of the telecom service
provider toassist the state in the legal interruption of communication. Avoiding with the
help of law enforcement agencies can lead to huge fines. The Court stated: "It is the
duty of the service provider to perform his duty carefully and responsibly in view of the

public nature of the work."

In Rayla M Bhuvneswari Vs. Nagaphamender Rayla,’ the applicant documented a
separation request in court against his better half and demanded the submission of his case
seeking the submission of a hard disk relating to his wife's conversations recorded in the
US. He rejected some parts of the conversation. The court held that it was illegal for a
husband to tap into the conversation without his wife's knowledge and that it added up to

an infringement of herentitlement to privacy, as provided in Art.21 of Indian constitution.

& “Policy recommendation for surveillance law in India and an analysis of legal provisions on surveillance in
India and the necessary and proportionate principles” available at : “http://cisindia.org/internet-
governance/blog/policy-recommendations-for-surveillance-law-in-india-and-analysis-oflegal-provisions-on-
surveillance-in-india-and-the-necessary-and-proportionate-principles.pdf”, visited on April 2023
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Although this is true, it can't be acknowledged in the proof. The spouse can't be compelled
to take the “voice test” and the expert is then approached to compare the part she has
rejected with the voice she has accepted.

“The court saw that the immaculateness of the connection among a couple is the premise of
marriage. The spouse was recording her phone conversations with her companions and
guardians in India without her insight. This is a reasonable infringement of the spouse's
entitlement to privacy”. If the husband is of such a nature and doesn't even trust his wife
about the conversationwith his folks. At that point the establishment of marriage itself gets
purposeless.

There is a comprehensive requirement in the legal framework on the interruption of
telephone calls. The current policy does not always work, so there is a risk of abuse. In its
place, the hour isneeded for a comprehensive system based on procedural security.

3.1.2 The Information Technology Act, 2000

Basically, there is no specific “law in India” for information insurance. Administrative
strategy of India information insurance and protection is governed by the “IT
Act(Information Technology Act) 2000” and its related “Information Technology
(Reasonable Security Practices and Procedures and Sensitive Personal Data or Information)
Rules, 2011”. “What's more, individual information is ensured under Art.21 of the
Constitution of India, which ensures each resident the privilege to privacy as an essential
right. The apex court has stated in several cases that the right to privacy additionally
incorporates data about an individual and the option to get to that data through that

individual”.

The govt. has given a lawful structure to information security and security “through the IT

(13

Act and IT regulations” in the accompanying way: “The IT Act”, following “its
amendments in 2008, should impose penalties for violating data protection, mandatory

privacy policies and such privacy policies.®

“Section 43A of the IT Act” makes the responsibility on the part of the “Body Corporate

(including the Company, sole ownership or other community of persons occupied with

8 “Data protection and privacy issues in India”, available at “https:/elplaw.in/wp-
content/uploads/2018/08/Data-Protection-26-Privacy-1ssues-in-India.pdf”, visited on April 2023
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business or expert exercises)” that holds, maintains or maintains any touchy individual
information or data on a PC asset. Claims, control or manages to pay harm through
Compensation Affects the affected person if there is any wrong loss or false benefit to any
person due to carelessness in enforcing and keeping up sensible security practices and
systems to ensure the person's data..

“Section 66C” makes arrangement ID theft and anyone who fraudulently or honestly uses
an e- sign, “password” or some other individual's interesting distinguishing proof element
is liable to imprisonment for a term not exceeding three years and to pay a fine of up to Rs.
100,000 (Rs. Lakh).1%

Section 66E provides for imprisonment for up to three years for deliberately or purposely
catching, distributing or broadcasting a picture of any person's personal region without
their permission, in conditions that disregard the person's security. Or then again with a

fine not surpassing Rs. Two lakh.

Section 72A of the IT Act stipulates that any individual (counting a mediator) who has
approaches any material that contains individual data about someone else, while offering
types of assistance, in accordance with the particulars of the statutory agreement, may
disclose false damages or false gains with the intent to cause it or be known, Any other
person, “without the assent of the individual concerned”, or in break of the legal
agreement, will be obligated to detainment for an expansion of as long as “three years, or

with a fine may extend to five lakh rupees or both”.

“Section 69 of the IT Act” takes into account the block attempt, checking and decoding of
advanced data to forestall India's sway and honesty, India's guard, state security, well-
disposed relations with unfamiliar nations, public request, for impelling the Commission to

recognize any of the above offenses and for the examination of the offense. This

arrangement is identical to the interference arrangement “under the Telegraph Act”.°

IT regulations give individuals the right to their touchy individual data and make it
required for any corporate substance to distribute an online security strategy. It gives
people the option to get to and right their data and to make it compulsory for corporate

substances to get agree before the exposure of touchy individual data with the exception of

® “The Right to privact in India” available at “https://www.upr-info.org /sites/default /files/document
f/india/session _27_- may 2017/js35 upr27 ind_e main.pdf”, visited on April 2023
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law requirement, which enables people to pull out assent.

Rule 4 mandates that on behalf of corporate entities or body corporations, the person who
gathers, gets, holds, stores, manages, or deals with the data of the data supplier should give
a protection strategy to the taking care of or treatment of individual data, including touchy
individual information. Or on the other hand ensure that the data suppliers who furnished
such data as per the data and legal understanding are accessible for survey. Such strategy
might be distributed on the Body Corporate's site or by any individual for its benefit.

The procedure of Rule 5 is obeyed for the assortment of “data by a corporate element” or
“any individual for its benefit”. Preceding the assortment of touchy individual information
or such data, must be sought in writing or by fax or email from the information provider in
respect of object of its use. Body will not collect touchy individual information or data in
the interest of Corporate or an individual. The body will give a choice to the information
provider not to request the assortment of information or data before the assortment of data,
including delicate individual information or data, for the benefit of corporate or any
individual for its sake. The datasupplier will likewise have the alternative to pull out the
agree recently given to the corporate whenever while profiting the administrations or
something else. The information provided in Rule 8 is required to be protected by the

actual corporate or any individual for its benefit.

Rule 6 states that for the revelation of touchy individual information or data to any outsider
by a corporate decor, such information will require the prior permission of the information
provider who provided such information under a legal agreement or otherwise, unless such
public consent is given. No. An agreement between a corporate and information provider,
or where a declaration is required to comply under lawful compulsion. Whereas, sharing

of data is necessary with government agencies, “without the previous assent of the

information giver”, for the purpose of verifying information or identification as recognized

under the law, or to obtain information including prevention, investigation, probe, Cyber

incidents, legal action and punishment for crimes.

“In India, neither the Telegraph Act nor the Information Technology Act” provides legal

forcesor observation.

As per the “IT Interception Rules”, just the skillful authority may give a request for the

block attempt, checking or decoding of any data produced, sent, gotten or put away in any
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PC source under subsection (2) of segment of data innovation. Act. At the state and
association domains level, the secretaries of state accountable for the home divisions,
separately, are designated as "equipped officials” to give headings of disturbance. In
unavoidable conditions, “the Joint Secretary to the Government of India” may, when
approved by an equipped power, make such a request. “Capture move might be made with
the earlier endorsement of the Head or the subsequent senior most official of the approved
security organization at the Central Level and at the State Level with the endorsement of
officials approved for this sake not beneath the position of Inspector General of Police, in

the developing cases”.*°

Judges are most appropriate to authorize legitimate tests that guarantee that any obstruction
morally justified to protection led by knowledge or security organizations sticks to the
standards of proportionality and uniformity of need. There is a developing conviction by
worldwidespecialists and by public law that observation should just be done based on a
legal request. The legal authority ought to likewise guarantee that any oversight completed

agrees with such a request and, all the more significantly, regards the privilege to privacy.

According to this Act, ‘Any material which is distributed or communicated or published in
e- structure, “any material which is intrusive or appeals to a vague interest or, if affected”,
is intended for corrupt and corrupt persons. Reading, seeing or hearing the embodied or

embodied form, taking into account all the relevant circumstances, is likely to be the first to

be convicted, which may carry a term of up to five years or more. If 1 Lac. & further, 2™

time sentence is pronounced, in one case the sentence and fine up to ten years can be

extended up to two lakh rupees.

The big issue of online privacy has been completely outside the scope of the law. It
seems that no special authority is concerned to understand the importance of rules for
controlling unethical information. It is also not the case that self-regulatory issues and
personal models are used for online business and the law is not required. Legislators need
to understand that if a person promotes a safe and trusted electronic environment for the
intended purpose of the IT Act, it is important to protect personally identifiable

information. This is a void in law and policy that cannot be ignored.

10 The Right to privact in India available at “https://www.upr-info.org /sites/default /files/document
f/india/session _27_- may 2017/js35 upr27 ind e main.pdf”, visited on April 2023
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3.1.3 The “Telecom Regulatory Authority of India Act, 1997”

The primary purpose of “the Telecom Regulatory Authority of India Act, 1997 (TRAI
Act)” was to set up the “Telecom Regulatory Authority of India Authority (TRAI) and the
Telecom Dispute Settlement Appeals Tribunal (TDSAT)”. The principle reason for the set
up of these bodies under the TRI Act is to control media transmission administrations, to
settle issues, to discard bids and to ensure the interests of specialist organizations just as
consumers. The purpose of this Act is to advance and guarantee smoothed out
improvement in the telecom area. The “TRAI Act” was altered by the “TRAI
(Amendment) Act, 2000”. Prior to the correction, “TRAI” utilized both administrative and
contest goal capacities. The change law set up the “Telecom Dispute Settlement Appeal
Tribunal” to manage related debates. There was equivocalness in the law with respect to
whether the “TRAI” suggestions were restricting on the public authority; This was
explained “by the Amendment Act”. TRAI is anything but a completely free telecom
controller. The public authority practices certain power over the “TRAI”. “Under Section
25 of the Act” it has the capacity to guide what is restricting to the “TRAI”. “TRAI” is
likewise financed by the “Central Government”. “Further, under section 35 of the TRAI
Act, the Central govt. has the ability to make rules on different subjects and such standards
are restricting on TRAI”. Hence, the “TRAI” envisioned by the Supreme Court is not a

fully independent telecom regulator.*

The “TRAI(Telecom Regulatory Authority of India)” was set up as an organization under a
part of “the Act”. “TRAI is headquartered in New Delhi”. “TRAI” comprises of
executive(Chairman) and under chairman not more than two, “full time and part time
individuals”. “The executive and individuals from “TRAI” are designated by the central
government and the time frame for which they can hold office is three years or until they
arrive at the age of 65, which is prior”. The individual being employed ought to have
specific information and related knowledge in the field of media communications, industry,
money, bookkeeping, law, the executives or customer issues. On the off chance that an
individual has been in the assistance of the Government preceding his arrangement, he
ought to have served the govt in the limit of “Secretary or Additional Secretary” for a time

of over 3 year. The division is making a move in regard of TRAI gatherings. All inquiries

11 “The Telecom Regulatory authority Act, 1997, available at “https://cis-india.org/telecom/resources/trai-act
1997#:~:text=The%20main%20purpose %200f%20these,as %20 well%20 as%20the%20consumers”, visited on
April 2023
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before the TRAI will be chosen by a larger part vote of the individuals, present and casting
a ballot. The individual directing the gathering will be qualified for a subsequent vote.

In Delhi Sc. Forum Vs. U.O.I,*2 apex court ruling that the administering on the

dependability of the "National Telecom Policy, 1994", saw that the telecom controller
should be a free body. "TheNational Telecom Policy, 1994", permitted private support in
the media communications area, and considering the adjustment in this strategy, our apex
court likewise stressed the requirement for free lawful rights in the administrative and

serious “telecom market”.

The elements of “TRAI” are determined under “Section 11 of the TRAI Act”. The work
stated under the arrangement overridingly affects any arrangement of “the Indian
Telegraph Act, 1885”. The 2000 alteration grouped TRAI's capacities into four general
classes: making suggestions on different issues; General managerial and administrative
capacities; To fix chargesand rates for telecom administrations; And some other capacities
allocated by the Central Government. However, the Central Government must seek
recommendations from “TRAI” regarding the need for a new service provider and the
timing “and terms and conditions of the license granted to the service provider”. “TRAI” is
liable for sending the suggestion to the “Central Government” inside 60 days from the date
of solicitation for proposal. TRAI may likewise demand applicable data or reports from the
Central govt. to make such suggestions and the Central govt. should give such data inside
seven days from the date of the solicitation. The Central govt. may permit the specialist co-
op if the TRAI neglects to make a proposal inside the specified period. Where the Central
govt. is of the assessment that the suggestions made by TRAI can't be acknowledged or
shouldn't be revised, it might send them back to TRAI for reevaluation. Tri may react
inside a time of 15 days from the reference date. “TRAI” additionally has the ability to
report in the authority newspaper the rates at which media transmissionadministrations are
being given in India and abroad. “TRAI” will guarantee straightforwardness in practicing
its forces and releasing its capacities. Under Section 12, TRAI has the ability tolook for

data and direct examinations. It additionally has the ability to give bearings under Sec.13.

In Amar singh Vs. U.O.1,' our apex court managing the claim that telephone
interruptions violates the fundamental “right to privacy”, imposed a "duty of caution" on

“non-state service providers”, stating that "he specialist organization needs to go about as a

121996 SCC (2) 405
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capable office and no act on any correspondence. ”The Hon’ble Supreme Court further

said, act promptly but check atonce”.

“Given the amount of individual information gathered by telecom administrators, the way
where information relating to clients can be gotten to and controlled, and the overall
absence of mindfulness among clients about unsafe purposes for which such data might
be utilized, TRAI said on August 9, 2017. Given a discussion paper on the topic of
Protection, Security and Ownership of Data in the Telecom Sector, welcoming remarks

from the attendees”.*®

The present norms of information security don't satisfactorily ensure the interests of
telecom endorsers. There is no strong rule to prevent a specialist co-op from continually
checking endorsers and on the web and correspondence movement. Rules enacted under
“the Indian Telegraph Act, 1885 express that individual messages might be blocked by the
state in unavoidable conditions, there is no law precluding a circumstance where private
substances can screen information identified with individual correspondence. This makes
the supporter touchyto be checked and profiled by the information regulator. Specialist co-
ops are not liable for a large number of the blunders brought about by lacking information
assurance guideline. Everything is liable to assent and unavoidably weighty conditions that
information regulators present to singular clients, so they can enormously restrict their risk.
Also, the interoperability and expanding moves of information just make it more hard for
the information regulator to be considered responsible. The regime must change so that

there is greater stress on the data controller's responsibility. Data controllers will be liable

for any hurtful outcomes coming about because of ill-advised treatment of this data.'*

Personal security isn't completely ensured in the telecom area. For instance, there is no
identical to the "Don't Notify" arrangement for messages and texts. Along these lines,
despite the fact that singular endorsers are called and followed somewhat, they are as yet
dependent upon meddlesome sends and messages that are obviously founded on following

the movement around them.

Regardless of whether the client's assent is needed for specific administrations, it ought not

be planned as "live with or without it" provisions. The client ought to can see the granular

13 (2011) 7 SCC 69
14 “Data protection and privacy issues in India” available at “https://elplaw.in/wp-content/uploads/2018/08/Data-
Protection-26-Privacy-Issues-in-India.pdf”, visited on April 2023
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parts of his assent, so that regardless of whether he doesnt consent to give some
information, he can benefit the administrations of the information regulator to the degree
relevant. Therefore, the mechanisms currently in place to protect confidentiality are
inadequate for the purpose of confidentiality of customer information and confidentiality of

communications. The entire structure needs to be reviewed to increase its effectiveness.

3.1.4 The Collection of Statics Data Act, 2008 and Rules 2011

The statistics are required to be collected for various purposes of governance programs and
administration. The “Statistics Act, 2008” was passed in India on Jan. 2, 2008. It
commenced on Jun. 11, 2010. This Act replaced “the Statistics Act, 1953”. It refuses to
provide information or seeks to penalize negligence. This law seeks to prevent misuse by
restricting the use of data collected as evidence in proceedings under any law. The rules
under this Act, i.e., Statistics Rules of Collection, 2011 were notified on May 16, 2011.

The following are a portion of the critical highlights of “the Collection Statistics Act,
2008” and the guidelines under it:*° -

e The Act provides for the collection of data on the monetary, segment, social,
logical, and natural viewpoints, from mechanical and business worries as well as
from people and families.

The Central or State govt., Union Territory administration and neighbourhood
govt., for example, panchayats and regions are engaged to gather any information.
“Any of them may choose a Statistics Officer for each subject of information
assortment and/or for eachgeological unit”.

“Survey duplication” of studies involves worry, as it squanders assets On overview
work, however can likewise prompt clashing insights. The law engages the focal
government to make rules to dodge duplication. The principles made under this Act
accommodate the arrangement of a nodal official at the Center and in each
State/UT, encouraging the concerned line services to find ways to keep away from
superfluous “duplication”.

This law accommodates all strategies for information assortment, including oral

meetingsand recording “returns electronically”.

15 http  slftaxguru.in/finance/  govt-notifies-  collection-statistics-rules-2011.html#:~:text=The%
20Collection%20
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The data gathered from any witness under the Act may not be utilized for any
reason other than to lead procedures under the Act or for factual purposes. At the
end of the day, the data gathered can't be utilized as proof of procedures under some
other law.

The Act gives punishments to carelessness or refusal to give data. Punishment is up
to “Rs. 1,000/ - for people (Rs.5,000/ - in the event of organization)”.

Additionally, the commitment to give data under this law doesn't stop subsequent
being convicted of a crime. On the off chance that the individual concerned keeps
on disregarding or overlook the data after the expiry of the time of 14 days from the
date of sentence, he might be liable to an additional penalty of up to Rs.1,000/ -
(Rs.5,000,000) - Company) during each ensuing first day during which
disappointment Continues.

This law accommodates detainment for as long as a half year or a fine or both, for
deception and other genuine offenses..

This law and guidelines provided under this law accommodate legitimate data and
appropriate security when information assortment is rethought. Divulgence of data
gathered from any individual without smothering the character subtleties of the Act
isn't allowed by this law.

Proceedings for offenses submitted in consonance of this law will be summed up by

a meeting.

While, National Statistics Commission recommended the introduction of a new law to
replacethe 1952 law, it noted the need to protect the privacy of information collected under
the new law.The commission specifically recommended in its report that the new act "must
ensure the right toprivacy by making it illegal to print the identity of the informant or the
need to provide sensitive information." Concerns of secrecy, along with the powers

represented by the Statistical Officer under this Act, raise lot of concerns, with respect to

security of privacy.*®

Setting up a legal framework for this purpose has a number of privacy implications. Further

analysis of such legal provisions is necessary in light of widely accepted privacy principles:

It is mandatory that the appropriate government or statistics officer pulls out of the way

16 Rakesh Chandra, “Right to Privacy in India with reference to Information Technology Era”, Ys
BookslInternational, New Delhi, 2017
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that the data tried to be gathered might be disclosed under any law or may form
part of a public

document. And the addresses are to be revealed in full with the order dispensed to them. In
addition, the “Statistics Officer” is working to give notification to gather data and keep up
acceptances in order to keep such notices in safe custody. Lack of recognition of the notion
of notification in case of data breach leads to opaque privacy regime especially in cases of
personal and sensitive personal information. The data subject should be informed, even if
the data has been breached with a subcontractor or any other downstream government

entity.

Weaknesses in the legal framework are the lack of any provision for data retention and
limitations on it. Further, the law does not envisage the completion of the objective of data
collection and the destruction or anonymity of information. Therefore, the law relating to
the collection of statistics also seeks to create mandatory obligations. However, if privacy
concernsis not fully addressed with the creation of such a comprehensive public database

with a variety ofinformation that is able to identify the attribution of data subjects.

With the rise of advanced technology and globalization operations today statics data is
more important than ever. India currently has no clear law governing data security or
privacy. Therefore, our information is at risk. If a security breach occurs, then we have
to compromiseour privacy. Through this information voting manipulation can be done by

government ashappened in U.S.A., in case of Cambridge Analytica.

3.1.5 Aadhaar Act, 2016

Since 2008, the Central Government has been requesting the people of India to submit
biometric information to the government to prevent corruption in public distribution

schemes.

In 2017, Aadhaar exploded, the Government of India's flagship project that will provide a
unique digital identity to the 1.3 billion people living in the country. Not only is Aadhaar

being optional as originally advertised, it is becoming clear that it is going to be ubiquitous.

The government has already made Aadhaar mandatory for some schemes operating
through the Public Distribution System (PDS) and the LPG distribution scheme. More

services were added to that list during the year. The government has asked regulators such

as banks and telecom companies to link all their customer accounts to Aadhaar by the
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end of this year. As a result, users are bombed almost every day with messages linking
their accounts to prevent services from being disrupted. Just as the central government has
forced government agencies and regulators to link their Aadhaar numbers with their
accounts, there has been a real increase in Aadhaar usage as a result of private sector

activities.’

In 2016, the Unique Identity Authority of India (UIDI) issued the Aadhaar (Authentication)
Regulations, setting up a framework for private companies to use their identity structure for
their transactions. Immediately, the Reserve Bank of India (RBI) and the Telecom
Regulator introduced amendments to their Know Your Customer (KYC) rules. Reliance
Jio, which relies solely on Aadhaar-based paperless SIM activation, recently entered the
telecom sector, setting a world record by surpassing 16 million new subscribers in its first
month of operation. Fleet taxi operators are using Aadhaar everywhere to get their drivers
and through payment banks, new customers and bike sharing companies to authenticate
their customers. Many future business cases, including Aadhaar-based paperless travel at
airports, are being actively evaluated, where boarding passes will be abolished altogether

and our fingerprints will be displayed at all checkpoints at the airport. , To the boarding

gate and to the aircraft.'®®

Several incidents that exposed technical flaws came to light. In one case, the company
providing the registration services developed a program that uses stored biometrics to make
multiple transactions without the need for human intervention. Another is retrieving e-KYC
information from a UIDAI database using HTTPS vulnerability. These two events proved to
be far more harmless than first reported, but they have led to growing panic over the
vulnerability of biggest collected information by govt. of personal identities.
CONCLUSION
“Right to privacy was first referred to as a right in an article entitled The Right to Privacy
by twoAmerican jurists, Warren and Brandeis. However, it was J. Brennan who developed
this right in its fullness in New York Times Co. Vs. Sullivan. The law enunciated in these
decisions was accepted and followed by the House of Lords (in U.K.) in Derbyshire

County Council Vs. Times Newspapers Ltd”.

“The first decision of the Supreme Court of India dealing with this right was in Kharak
Singh Vs, State of U.P. In Gobind Vs. State of M.P. After referring to Kharak Singh and

17 Rahul Matthan, “ Privacy 3.0- Unlocking Our Data-Driven Future”, Harper Collins Publishers, Noida, 2018
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Certain American decision, Mathew J. placed this right within the conspectus of concept of
liberty. The next decision of the Supreme Court in R. Rajagopal Vs. State of T.N. dealt

with the several dimensions of this right. It distinguished the violation of the right of

privacy arising under the law of torts, a private law right, from the right of privacy
emanating from Article 21 as a public law right”.

There is no denying that, in the past few decades, the country has witnessed legal and
policy reforms in privacy regime. Despite these changes, the privacy law framework in
India is still a patchwork of laws characterized by simultaneous existence of a number of
different legislations, principles, and judicial pronouncements governing different aspects
of privacy.
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