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ABSTRACT

The rapid advancement of technology has transformed the criminal investigation to
revolutionized in positioning to forensic data which is collected from the devices like laptops,
mobile phones, cloud storage, etc. this extraction of digital data raises profound constitutional
dilemmas in Inda particularly came after the recognition of privacy as a fundamental right in
Justice K.S Puttuswamy v Union of India. This paper examines the constitutional tension
between the investigation imperatives and the privacy rights of the accused and also explore how
the Indian law has reconciled with this competing interest, in which the forensic extraction
encompasses with call logs, deleted files, and metadatawhich can lead to broad extraction of
datas.The statutory frameworks governing the digital searches like Bharatiya Nagarik Suraksha
Sanhita, Information Technology Act, 2000 both governed the police authority and the powers
initiated to the Information Technology act has empowers search and seizure the material objects
which is relevant to the investigation, including the electronic devices. So here the law has not
provided any detailed safeguards specific for this digital data extraction so the absence of it can
cause overboard searches which can specifically lack for digital proportionality, risking
arbitrariness. The constitutional concerns related to the data extraction includes the information
privacy, which is protected across Article 14,19, and 21, also article 20(3) for self-incrimination
and compelled disclosure. Recent laws like Digital Personal Data Protection Act mainly regulate
how the companies are handling the personal data but they do not clearly address how the
personal data should be handled during the criminal investigations. This paper therefore studies
about, how the human rights and the constitutional values must be centered in the digital age,

ensuring the security measures that do not undermine the personal freedom.
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INTRODUCTION
The rapid advancement of the technology has transformed the criminal investigation to

revolutionized in positioning to forensic data which is collected from the devices like laptops,
mobile phones, cloud storage and encrypted communication platforms which has become an
integral part of the modern life. Such data covers a large volume of personal information which
includes private conversation, photographs, financial records, medical details and also the
location histories. As per all these segments all the law enforcements have been recently
increased upon relying on the forensic data extraction from the digital devices which they
gathered as evidence during the process of criminal investigations. However, this extraction of
digital data raises profound constitutional dilemmas in Inda in which particularly came after the
recognition of privacy as a fundamental right in Justice K.S Puttuswamy v Union of India (2017)
which even altered the landscape in India. The Supreme Court held that the right to privacy is

intrinsic to the right to life and personal liberty guaranteed under Article 21 of the Constitution?.

Therefore, the recognition made in this case has made a controversy whether the forensic
extraction digital data from the accused person’s device can leads to the violation of the
constitutional protections and the issue lies in balancing the state’s interest in effective criminal

investigation with the individual’s right to privacy.

MEANING AND SCOPE OF FORENSIC DATA EXTRACTION

The forensic data extraction means that it the scientific retrieval, preservation and analysis of

digital information from the electronic devices for evidentiary purposes. The tools for digital
forensic allows the investigators to access various forms of the electronic devices which even
includes call logs, text messages, deleted files and documents, emails and social media
communications, hard drive clones and backups, metadata and timestamps and cloud-stored
information. So, the access will be in the form of:

e Extraction of call logs and text messages

2Justice K.S. Puttaswamy v. Union of India, (2017) 10 SCC 1.
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Retrieval of deleted files
Access to emails and social media accounts

Cloning of hard drives
Extraction of metadata

Recovery of cloud-stored information

Modern forensic technologies enable investigators to recover large volumes of digital data,
sometimes including information that even the user may not realize is stored on the device.
Unlike conventional physical searches, which are limited in scope, digital searches can expose
extensive details of an individual’s personal and professional life. A single mobile phone, for
instance, may contain years of communications, photographs, browsing history, and location
data. Consequently, digital investigations are qualitatively more intrusive than traditional
searches. Therefore, the central concern is not merely the collection of evidence, but the need to

define clear limits on the scope and extent of digital data extraction.

THE CONSTITUTIONAL RIGHT TO PRIVACY

The constitutional foundation for privacy protection in India was firmly established in the

landmark case Justice K.S. Puttaswamy v. Union of India. The Supreme Court unanimously held

that privacy is a fundamental right protected by Articles 14, 19, and 21 of the Constitution.®

The court had identified several dimensions of privacy, which includes bodily privacy,
informational privacy and decisional privacy.

e The bodily privacy means the protection against physical intrusion.

e The informational privacy means the control over personal data and information.

e The decisional autonomy is the freedom to make personal choices.
Forensic data extraction directly affects the informational privacy because it involves accessing
personal digital information stored on devices. For this the court clarified that the fundamental
rights are not extinguished upon accusation where the accused person retains constitutional
protectional until conviction. The court also established a four-part constitutional test for
determining whether an invasion of privacy is permissible. They are as follows:

a) Legality: The action must have legal basis.

Sibid.
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b) Legitimate State Aim: The said intrusion must pursue a legitimate objective.

c) Proportionality: The measure taken must be necessary and proportionate.

d) Procedural Safeguards: there should be adequate protections exist against abuse.*

Thus, any digital search conducted by investigative authorities must satisfy these requirements.
Therefore, forensic data extraction must not be arbitrary or excessive.

STATUTORY FRAMEWORK GOVERNING DIGITAL SEARCHES
CRIMINAL PROCEDURE LAW
Under the criminal procedure law in India there is a framework which governs for digital

searches which is search and seizure powers. Presently it is governed by the Bharatiya Nagarik
Suraksha Sanhita, which replaced the Code of Criminal Procedure, 1973. The law authorizes
police officers to conduct searches and seize materials relevant to investigations, including
electronic devices.> However our law has not provided a detailed safeguards specific to digital
data extraction. So, the absence of the clear statutory limitations has created a scope for
overbroad searches.

INFORMATION TECHNOLOGY LAW

The information technology act 2000 has provided various investigating powers relating to

cybercrime, including interception and monitoring of digital communications in specified

circumstances.® But, they don’t directly regulate about the forensic examination of the seized

devices. Even though they have a statutory framework of investigating power they lack in the
standard to concern about the digital privacy.

SELF-INCRIMINATION AND COMPELLED DISCLOSURE

Another constitutional issue arises is Article 20(3) of the Indian Constitutional which ensures
that no person accused of an offense shall be compelled to be a witness against themselves,
which protects the individual from the self-incrimination.” This principle was addressed by the
Supreme Court in the case of Selvi V State of Karnataka® where the court held that the
techniques like nacro-analysis, polygraph tests and brain-mapping violates ones personal liberty

because all these techniques cannot be conducted without the consent because all these involves

4ibid.
° Bharatiya Suraksha Sanhita.
& Information Technology Act, 2000.
"Constitution Of India.
8Selvi v. State of Karnataka, (2010) 7 SCC 263.
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the extraction of information directly from the person’s mind, which amounts to testimonial
compulsions.

In today’s situation a similar issue arises related to electronic devices where the question arise is
that whether the accused can be compelled or forced to unlock their phones or laptops or even
disclose their passwords?

Here the password is something a person remembers in one’s mind, so compelling it to disclose
it can be a violation against one’s personal liberty as per article 20(3) of the constitution as well
as in the case of Selvi V State of Karnataka.® However, in Indian Courts the problem related to
the contexts of digital devices has not yet given a clear or a final verdict towards it and as a result
the legal position on the question whether the passwords can be compelled or forcefully obtained

is still uncertain and continues to evolve.

DOCTRINE OF PROPORTIONALITY
The doctrine of proportionality has played an important role in determining whether the state

action in restricting the fundamental right is fair and reasonable and they are constitutionally

valid. This principle was emphasized by the Supreme Court in the case of Modern Dental

College V State of Madhya Pradesh.'® According to this doctrine, any restrictions made by the

state on fundamental rights must meet the following criteria;
It must be suitable and appropriate to achieve for a legitimate aim.
The restriction should be of minimal level and also it should be an essential objective.
The made benefit or the restriction made should be greater than the harm made due to the
restriction.
Applying this principle in the context of the forensic data suggests that granting blanket access to
an entire device may deemed to be as misappropriate, whereas a limited, specific and targeted

search confined to relevant information is most likely to be constitutionally valid and justified.

COMPARATIVE PERSPECTIVE

%ibid.
®Modern Dental College & Research Centre & Ors. v. State of Madhya Pradesh & Ors., (2016) 7 SCC 353 (India).
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A significant comparative precedent is the decisionin the United States Supreme Court in the

case ofRiley vCalifornia!! and in this case, it was held that the police authority must obtain the

warrant before searching the digital content of a mobile phone which is seized during an arrest.
The court recognized that the phones contain a wide range of information which is personal as
well as sensitive information anddue to this a high range of constitutional protection is needed
and it can be considered as reasonable and relevant in the Indian context when considering the
right to privacy under the provision of article 21 of the constitution. Therefore,this can be stated

as a supportingargument to protect the digital searches of personal or sensitive information.

NEED FOR PROCEDURAL SAFEGUARDS
To strike a balance between the investigative necessity as well as the constitutional right, them

some certain procedural safeguards are essential. First, the digital searches should be obtained
only after the judicial warrants which must ensure the prior legal authorization. Second, such
warrants should not be vague and unambiguous, therefore it should be specific, clearly identify
the nature of the date which is to be soughted and also the scope of the search should also be
identified. Third, the principle of collecting the data must be minimalized and so that only
relevant information will be accessed during the investigation. Further they must also provide a
strict chain of custody procedure in which there should be an independent forensic oversight to
maintain the integrity of the evidence. Mainly all the irrelevant or unrelated personal data’s must
be deleted and lastly the mechanism for the review should also be available, which allows the
accused to challenge on any excessive or arbitrary or irrelevant extraction of data. This will
safeguard and help to ensure that privacy remains the norm, while the investigation intrusion is

treated as a limited and a justified exception.

RECENT LEGISLATIVE DEVELOPMENTS
India has lately enacted the Digital Personal Data Protection Act, 2013 to regulates the

processing of personal data'? but their important steps is towards the strengthening of the data

protection which mainly focused on commercial entities and data fiduciaries rather than the

HRiley v. California, 573 U.S. 373 (2014).
12 Digital Personal Data Protection Act, 2023 (India).
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criminal investigations so there remains a legislative gap where it doesn’t clearly define the

limits of the digital searches which is carried out by the enforcement of law agencies in India

CONCLUSION
The recognition of the privacy as a fundamental right has been recognised in the case of K.S

Puttuswamy v Union of India which transformed the constitutional jurisprudence. Even though
the forensic data extraction has become essential tool in modern criminal investigation, it lacks

in protection of privacy in extraction of data which possess serious risk and threats. Therefore,

the reconciling of the competent interest requires clear legislative guidelines, a strong judicial

oversight, application of the doctrine of proportionality, procedural safeguards. Whereas the
constitutional democracy demands that the state must exercise the power within that particular
limit because the criminal justice must not override the constitutional morality. Here the main
concept is that even the accused person has fundamental right and the dignity and privacy is

included and it must be protected within that same criminal justice system.
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