VOLUME 5| ISSUE 4 MAY 2025 ISSN: 2582-7340

VOLUME 5 | ISSUE 4

INTERNATIONAL JOURNAL OF ADVANCED LEGAL RESEARCH

DATA IN TRANSIT: ANALYZING LENIENCY AND LEGAL GAPS IN
CROSS-BORDER DATATRANSFERS UNDER SECTION 16 OF

INDIA’S DPDP ACT, 2023
- Yana Shipha Topno!

ABSTRACT

In the age of globalization and digitization, the free flow of data across borders has
become indispensable for economic and technological growth. Recognizing this, India
enacted the Digital Personal Data Protection Act, 2023 (DPDP Act) to create a regulatory
framework for managing personal data, including provisions for cross-border data
transfers. However, the Act’s approach to international data transfers has sparked debate
due to the broad discretionary powers it grants the Central Government under Section 16,
which allows it to “notify” permissible countries for data transfer without specifying clear
standards or safeguards. This paper critically examines whether such discretion
undermines data security and individual privacy. The study compares India’s model with
the European Union’s General Data Protection Regulation (GDPR), which employs a
robust “adequacy” framework grounded in detailed legal, human rights, and enforcement
assessments. The paper also explores emerging US-India data cooperation frameworks,
including DEPA, which are still evolving and lack enforceable safeguards. Additionally, it
evaluates Section 17(1) of the DPDP Act, which provides wide exemptions to public
authorities, enabling them to bypass standard data protection obligations under vague
grounds like investigation and legal enforcement. Through legal and policy analysis, this
article highlights that India’s current approach is potentially too lenient and could
compromise individuals' privacy, legal certainty for businesses, and international
interoperability. It emphasizes the need for transparency, binding contractual safeguards,
and alignment with global standards to ensure adequate data protection. The paper

concludes with concrete recommendations for reforming the cross-border data transfer
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framework under the DPDP Act, suggesting a balance between national discretion and
rights-based protection.

KEYWORDS: Cross-Border Data Transfer, Digital Personal Data Protection Act, 2023,
GDPR Adequacy, Right to Privacy, Data Protection Law India.

INTRODUCTION

In today’s interconnected digital world, the ability to transfer data across borders is not
just a convenience, it's a necessity. Global businesses rely heavily on international data
flows for everything from cloud storage and customer service to analytics and product
development. As a result, regulating how personal data is transferred outside national
borders has become a central concern for privacy laws around the world.

India took a significant step in this direction with the enactment of the Digital Personal
Data Protection Act, 2023 (DPDP Act)?. Among its many provisions, the Act seeks to
establish a legal framework for the transfer of personal data to countries outside India.
However, one of the more debated aspects of the law is the level of discretion it grants the

Central Government in deciding which countries or territories are eligible to receive such

data. Specifically, Section 16° of the Act allows the government to “notify” countries

where personal data may be transferred, without laying down any detailed conditions or
evaluation standards for such decisions. This approach raises an important question: Is the
Act too lenient in allowing cross-border data transfers without strong, transparent
safeguards? Unlike jurisdictions like the European Union, where data transfers are strictly
regulated based on the recipient country's level of data protectionthrough what is known
as the “adequacy” test under the General Data Protection Regulation (GDPR)*, the DPDP
Act does not appear to require any such robust review before authorizing transfers.

Similarly, while India and the United States are working toward establishing frameworks

2Digital Personal Data Protection Act, No. 22 of 2023, § 16, Gazette of India, Aug. 11, 2023.

3ld.

4 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the
Protection of Natural Persons with Regard to the Processing of Personal Data and on the Free Movement of
Such Data (General Data Protection Regulation), 2016 O.J. (L 119) 1.
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for trusted data exchanges, these arrangements are still evolving and do not yet provide
the kind of formalized protection that many experts believe is necessary.®
In particular, it looks closely at the European Union’s General Data Protection Regulation
(GDPR) as a benchmark for strong cross-border transfer safeguards and discusses how
India’s model stands in contrast. It also considers the broader implications of giving the
government such wide-ranging powers in the context of a country where the
constitutional right to privacy®, as upheld in Justice K.S. Puttaswamy v. Union of India,’
has become a cornerstone of digital rights jurisprudence.
Research Objectives:
» To understand how Section 16 of the Digital Personal Data Protection Act, 2023,
works and procedural framework governing cross-border data transfers in India.
To compare India’s approach with global standards especially how the European
Union and the United States handle cross-border data transfers.
To look at how much power the Indian government has under the law, how that
affects people’s privacy, and suggest ways to make the system more transparent

and aligned with international practices.

I. CROSS-BORDER DATA TRANSFERS UNDER THE DPDP ACT

Under Section 16 of the Digital Personal Data Protection Act, 20232, the Indian

government has the power to decide which countries can receive personal data from
India. Section 16 states, ‘“Processing of personal data outside India- (1) The Central
Government may, by notification, restrict the transfer of personal data by a Data Fiduciary
for processing to such country or territory outside India as may be so notified. (2) Nothing
contained in this section shall restrict the applicability of any law for the time being in
force in India that provides for a higher degree of protection for or restriction on transfer
of personal data by a Data Fiduciary outside India in relation to any personal data or Data
Fiduciary or class thereof.” For example, if the government “notifies” the United
Kingdom as an approved country, companies in India can send personal data to the UK

without any special permissions or legal checks. But if a country is not on that list, the

5 India-U.S. Joint Statement, India-U.S. Strategic Partnership: Shared Values and Common Goals, The
White House (June 2023), https://www.whitehouse.gov

6India Const. art. 21.

7Justice K.S. Puttaswamy (Retd.) v. Union of India, (2017) 10 SCC 1 (India).

8Digital Personal Data Protection Act, No. 22 of 2023, § 16, Gazette of India, Aug. 11, 2023.
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law says that additional safeguards will be needed, though it doesn’t say what those
safeguards are or how they will work.

This creates a grey area. Since the government doesn’t have to explain why a country is
approved or rejected, there’s no transparency. For instance, if personal data is sent to a
country that has poor privacy laws or weak enforcement, it could put people’s sensitive
information at risk, such as medical records or financial details. Because the law doesn’t
clearly define how these decisions are made or how safe the receiving country must be, it
leaves businesses unsure about what’s allowed and what’s not. This governmental
discretion extends to the power to notify countries where transfers are permitted, without
mandating a transparent or consultative process. Moreover, the Act does not prescribe
standard contractual clauses or binding corporate rules as transfer mechanisms, which are
globally accepted tools for protecting cross-border data flows. The lack of detailed
safeguards potentially exposes personal data to risks of unauthorized access, surveillance,
or misuse when transferred to jurisdictions with weaker data protection laws. It also
creates uncertainty for businesses, which rely on stable and clear legal frameworks to

manage compliance and contractual obligations.

I1. THE EU’S “ADEQUACY” REQUIREMENT: A GLOBAL GOLD STANDARD

In contrast, the European Union’s GDPR® follows a much stricter and more detailed

process. Under the GDPR, personal data can only be transferred outside the EU if the
receiving country provides a level of protection that is essentially equivalent to what the
GDPR offers. This is called an “adequacy decision,” and it’s made after a deep legal and
rights-based evaluation by the European Commission.*°

If a country doesn’t meet the adequacy standards, businesses can still transfer data, but
only if they put in place strict legal tools like Standard Contractual Clauses or Binding
Corporate Rules.!! These are formal, enforceable mechanisms that make sure the
transferred data remains protected no matter where it goes. This structure ensures a strong

balance between enabling global business and safeguarding people’s personal data rights.

9Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the
protection of natural persons with regard to the processing of personal data and on the free movement of
such data (General Data Protection Regulation), 2016 O.J. (L 119) 1.

101d. art. 45.

11 1d. arts. 46-47.
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I11. US-INDIA DATA SHARING FRAMEWORKS: EMERGING COOPERATION
Unlike the EU, the United States does not have a single, comprehensive data protection
law. Instead, it follows a patchwork of sector-specific laws (like for healthcare or
finance). However, in recent years, India and the US have started working more closely to
build frameworks for trusted data sharing. One example is India’s Data Empowerment
and Protection Architecture (DEPA)?, which aims to give individuals more control over
their data.

Although these initiatives are still evolving and not as legally binding as the EU’s system,
they reflect a shared understanding that data must be protected even when it moves across
borders. These efforts show promise, but until there’s a more formalized agreement or law

in place, concerns about enforcement and consistency still remain.

IV. Is THE DPDP ACT TOO LENIENT?

When we compare India’s Digital Personal Data Protection Act, 2023'% with global

standardsespecially the European Union’s GDPR, it becomes clear that India’s approach
to cross-border data transfers is more permissive but potentially too vague. A key concern
is that Section 16 of the DPDP Act gives the Central Government wide powers to
designate countries where Indian personal data may be transferred, without setting out
public criteria, adequacy benchmarks, or due process mechanisms.* For example, the
government can simply issue a notification saying ‘“Data can be transferred to Country
X,” but we don’t know why that country was chosen. Was its data protection law strong
enough? Does it have an independent regulator? Does it allow its intelligence agencies to
snoop without judicial oversight? None of this is clearmaking the system prone to
arbitrary or politically influenced decisions. This opacity invites concerns about
politically motivated or arbitrary decision-making, the law’s lack of transparency in
international data sharing.®

In contrast, the GDPR provides a clear and rigorous mechanism. Under Article 45, the

European Commission grants an “adequacy decision” only after assessing whether a

12NITI Aayog, Data Empowerment and Protection Architecture (DEPA), https://www.niti.gov.in/data-
empowerment-and-protection-architecture-depa (last visited June 6, 2025).

13Digital Personal Data Protection Act, No. 22 of 2023, Gazette of India, Aug. 11, 2023.

141d. § 16.

15 IFF’s first read of the draft Digital Personal Data Protection Bill, 2023, https://internetfreedom.in/iffs-
first-read-of-the-draft-digital-personal-data-protection-bill-2023/
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country offers a level of protection essentially equivalent to that guaranteed in the EU,
including enforcement mechanisms, rule of law, and respect for fundamental rights.*6If a

country doesn't meet the required standards, companies must sign Standard Contractual

Clauses (SCCs) or follow Binding Corporate Rules (BCRs)/, both of which are legally

enforceable contracts that ensure the data will continue to be protected after it leaves the
EU. India’s DPDP Act has no such mandatory protections in place, which means once
personal data leaves Indian borders, there is no guarantee it will be treated safely or
respectfully.

Furthermore, this concern is amplified by the broad exemptions granted under Section
17(1)'® of the DPDP Act, which allows certain processing activitiesespecially by
government bodiesto bypass provisions of Chapter Il and Section 16 altogether.For
instance, if a government agency processes personal data for the purpose of a criminal
investigation or enforcement of a legal right, it is not bound by the restrictions on cross-
border data transfer under Section 16. This means that data could be sent to a foreign
jurisdiction—even one not notified by the government—without requiring any safeguards
or transparency.As a hypothetical example, suppose a financial regulator in India is
investigating a cross-border economic offence. Under Section 17(1)(c)*®, it could lawfully
share personal data with an overseas agencyeven if that country is not on the “approved”
list under Section 16without consent from the data principal or any guarantee of
equivalent privacy standards abroad.Such carve-outs create a significant loophole in the
overall privacy regime and undermine the purpose of Section 16, which is to ensure
controlled and accountable data exports. Adding to these concerns are the broad
exemptions under Section 17(1)%. This section allows the government and other public
authorities to bypass the general protections in the Act if the data is being used for certain
purposes like enforcing legal rights, criminal investigations, or financial assessments.
While some of these exemptions may be necessary in public interest but their scope is

very wide.

16Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the
Protection of Natural Persons with Regard to the Processing of Personal Data and on the Free Movement of
Such Data (General Data Protection Regulation), art. 45, 2016 O.J. (L 119) 1 [hereinafter GDPR].

17 GDPR arts. 46-47.

18 Digital Personal Data Protection Act, § 17(1).

191d. § 17(1)(c).

20 Digital Personal Data Protection Act, § 17(1).
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Data fiduciaries, especially multinational companies and Indian enterprises with global
operations, face compliance challenges due to the vague and discretionary nature of
cross-border transfer rules. Without clear standards, they risk violating the Act or facing
penalties while navigating international contracts. The absence of harmonized
mechanisms such as adequacy decisions or model clauses complicates contract
negotiations and may deter foreign investment or technological collaboration. Companies
may also struggle to inform and obtain consent from data principals about the transfer and
processing of their data abroad, undermining transparency. A report by the Carnegie India
think tank observed that without a structured data transfer framework, “India's data
economy may experience increased legal friction with key jurisdictions such as the EU,

thereby hindering digital trade and cooperation."?

This creates a serious risk of unchecked surveillance. For example, a government agency
could collect and send personal data abroad under the excuse of “investigation,” without
telling the individual, without needing a court order, and without proving that the
recipient country has good privacy standards. This goes against the spirit of the right to
privacy, which was upheld as a fundamental right by the Supreme Court in Justice K.S.
Puttaswamy v. Union of India (2017)?2. In short, while the DPDP Act tries to make data
sharing easier for businesses, it may have gone too far in giving the government too much
power without enough safeguards. This creates legal uncertainty for companies and
potential harm for individuals, especially if their sensitive information, like health records

or financial data, is misused or ends up in the wrong hands.

V. RECENT DEVELOPMENTS AND STRATEGIC RECOMMENDATIONS

Since the enactment of the DPDP Act in August 2023, the Ministry of Electronics and
Information Technology (MeitY) has initiated steps toward operationalizing the law. In
March 2024, MeitY released a draft of the Digital Personal Data Protection Rules, which
outline procedures related to notice, consent, grievance redressal, and cross-border

transfers. However, these rules did not specify adequacy standards or clear procedural

21 Anirudh Burman, Understanding India’s New Data Protection Law, CARNEGIE INDIA (Aug. 2023),
https://carnegieendowment.org/research/2023/10/understanding-indias-new-data-protection-
law?lang=en&utm.

22Justice K.S. Puttaswamy (Retd.) v. Union of India, (2017) 10 SCC 1 (India).
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safeguards for notifying permissible countries under Section 16, leaving key compliance

questions unanswered.?

Additionally, India’s stance in international fora has focused on balancing data
sovereignty with cross-border digital trade. During the G20 Summit in 2023, India
emphasized the importance of trusted data flows and interoperability between privacy
frameworks, though it has not committed to adopting adequacy-based models akin to the
EU’s GDPR.?* These developments suggest that while India is moving toward
implementing the DPDP Act, there remains regulatory ambiguity around international
data flows. The absence of finalized rules and international data transfer agreements
means that concerns about discretion, transparency, and global compatibility under
Section 16 remain unresolved.
To strengthen India’s cross-border data protection, the following steps are recommended:
1. Establish Clear Adequacy Criteria: Define objective and transparent standards for
evaluating whether a country ensures an “adequate” level of data protection. These
criteria can include factors like the existence of a data protection law, independent
supervisory authorities, judicial remedies, and restrictions on government
surveillance. The government should publish a clear framework for how these
assessments are made, similar to the European Commission’s adequacy assessment
model under Article 45 of the GDPR.%»
Mandate Binding Safeguards: Introduce Standard Contractual Clauses (SCCs) and
Binding Corporate Rules (BCRs) through delegated legislation or as part of
forthcoming DPDP Rules. These mechanisms can require data fiduciaries to enter into
enforceable contracts with overseas recipients, ensuring continued protection of
Indian personal data. These safeguards can also be standardized and made publicly
available to promote compliance and reduce legal uncertainty.?
Enhance Transparency and Oversight: Require that government notifications under
Section 16 and exemptions under Section 17(1) be published with a clear rationale

and made open for public consultation. Establishing a Data Protection Board or

23Muinistry of Electronics and Information Technology, Draft Rules under the Digital Personal Data

Protection Act, 2023 (Mar. 2024), https://www.meity.gowv.in.

24G20 India 2023, G20 New Delhi Leaders’ Declaration, paras. 55-61,
https://mww.mea.gov.in/Images/CPV/G20-New-Delhi-Leaders-Declaration.pdf

25Regulation (EU) 2016/679, General Data Protection Regulation (GDPR), art. 45, 2016 O.J. (L 119) 1.

26 1d. arts. 46-47.
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independent review mechanism to scrutinize such decisions will ensure they are not
arbitrary. Additionally, enabling judicial review of country notifications can act as a
constitutional check on executive discretion.?’

Align with Global Best Practices: India should benchmark its cross-border data flow
regulations against frameworks like the EU’s GDPR, the OECD Privacy Guidelines,
and evolving APEC Cross-Border Privacy Rules (CBPR). This can be achieved by
participating in global digital trade dialogues, signing mutual adequacy agreements,
and adapting DPDP rules to reflect international interoperability standards. Doing so

will also support India’s ambitions in global e-commerce and digital trade

negotiations under forums like the G20 and IPEF.?

CONCLUSION

While the Digital Personal Data Protection Act, 2023 marks significant progress in India’s
data governance landscape, its current framework for cross-border data transfers,
particularly under Section 16lacks the detailed safeguards and transparency found in
global standards. The Act’s leniency in empowering government discretion without
clearly defined adequacy criteria, mandatory safeguards, or oversight mechanisms may
undermine both individual privacy and business confidence.Importantly, this regulatory
approach risks incompatibility with established international regimes, such as the EU’s
General Data Protection Regulation (GDPR). Without robust protections, India may
struggle to obtain an “adequacy decision” from the European Commission, potentially
restricting data flows between Indian and EU entities and adversely impacting trade,
cloud services, and outsourcing arrangements.To avoid legal uncertainty and reputational
risks, India must prioritize regulatory clarity before the DPDP Act comes into force. Clear
rules on cross-border transfers, transparent adequacy assessments, and binding safeguards
are essential to uphold the constitutional right to privacy while facilitating India's

ambition to become a global digital hub. Striking the right balance between national

27 Anirudh Burman, Understanding India’s New Data Protection Law, CARNEGIE INDIA (Aug. 2023),
https://carnegieendowment.org/research/2023/10/understanding-indias-new-data-protection-
law?lang=en&utm.

28 OECD, Recommendation of the Council on Cross-Border Co-operation in the Enforcement of Laws
Protecting Privacy, OECD Legal Instruments (2022),
https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0352.
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discretion and international compatibility will be crucial for building trust, enabling

compliance, and positioning India as a responsible and rights-respecting data economy.
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