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Abstract-

The online revolution has brought unparalleled channels for communication, yet it has also
produced unprecedented manifestations of harm in the form of cyberbullying and online
abuse. Victims—typically women, children, and minorities—are incessantly exposed to
abuse that pervades beyond screens and inflicts significant psychological and social
repercussions. Despite the onslaught of such crimes, India's judicial system remains
decentralized, lacking inclusive legislation with explicit provisions specifically targeting
digital abuse. This article critically analyzes the current legal provisions under the
Information Technology Act, 2000, and the criminal laws such as Indian Penal Code and
Bhartiya Nyaya Sanhita, in addition to emerging challenges like artificial intelligence-based
deepfakes, digital arrests based on ambiguous legal interpretations, and the increasing
necessity to redefine child sexual exploitation within the POCSO framework. Referring to the
recent case of Sagib Ahmed v. State (NCT of Delhi), the research points out the changing
role of the judiciary in dealing with digital harm. By means of doctrinal and comparative
analysis, this paper locates major legislative and enforcement gaps and suggests long-overdue
reforms, such as a specific cyberbullying act, more defined boundaries around digital
offenses, and greater accountability of online intermediaries. By dealing with both new
technologies and old legal tools, the research hopes to kick-start a roadmap for a victim-

oriented and responsive digital justice system in India.
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The speedy development of technology has revolutionized the manner in which people
communicate and interact, opening up new avenues for personal expression, social
interaction, and business. But this revolution in the digital age has also spawned new types of
harm, most notably cyberbullying and digital abuse. Cyberbullying is the use of digital media
to intentionally hurt, intimidate, or control another individual, usually through means like
abusive messages, public humiliation, or threats online. Digital abuse is an umbrella term
covering wider cyber activities like harassment, stalking, defamation, and non-consensual
sharing of intimate materials. Both cyberbullying and digital abuse may lead to extreme

emotional distress, mental illness, and even physical injury or suicide in extreme situations.

In India, the emergence of the internet and the mass usage of social media websites like
Facebook, Instagram, WhatsApp, and Twitter have expedited the spread of digital abuse.
With more than 700 million internet users, India has one of the largest online populations in
the world, bringing both opportunities and serious threats. The resulting digital penetration
has resulted in a staggering rise in cases of cyberbullying, with individuals, especially women
and children, being harassed, threatened, and their identities stolen on a daily basis.
Additionally, with the anonymity of the internet, those who commit online abuse tend to act

with impunity, and hence it is hard to hold them accountable.

In spite of the rampant rise in cyberbullying and online abuse, India does not have a cohesive
and specific law for dealing with these issues. The Information Technology Act, 2000 (IT
Act) and the Indian Penal Code (IPC) provide some protection against cybercrimes but are
deficient in addressing the complexities of online harassment, trolling, and non-consensual
sharing of digital content. Though current legislations such as the POCSO Act and IPC
Sections regarding defamation and stalking provide partial protection, they are still

inadequate to contend with the special character of cyber abuse, particularly where newer

technologies such as Al and deepfakes are concerned.

The Bhartiya Nyaya Sanhita (BNS) superseded the IPC as India's new criminal law code in
2023. The BNS, in addition to adding various provisions that are modernized, has still not
sufficiently met the particular requirements presented by digital abuse and cyberbullying. The
legislation does have applicable parts dealing with online defamation and harassment but
lacks a separate and all-encompassing legal framework specifically dealing with combating

cyberbullying during the age of the internet. Additionally, the BNS fails to address novel
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threats like Al-generated deepfakes or the changing definition of child exploitation under the
POCSO Act.

The lack of specific legal frameworks for addressing cyberbullying and digital abuse has left
victims exposed and lacking adequate legal remedy. This research paper endeavors to analyze
India’s existing legal provisions, examine the new challenges posed by emergent technologies
such as deepfakes, digital arrest, and the changing definition of child pornography under the
POCSO Act, and recommend thorough legal reforms in order to further safeguard individuals
from online harm. By filling both the legislative loopholes and the demand for a victim-
oriented legal framework, this research aims to make suggestions for a stronger and more

effective legal system to fight digital abuse in India.

A number of researchers have explored the nexus between free speech and cybercrime where
there has been conflict over how to ensure online security while upholding citizens' rights to
free expression. Research by Gillespie (2018) and Zohar (2020) contends that legislation used
to fight cyberbullying tends to violate free speech, especially when ambiguous terms in
statutes may be abused, causing criminalization of legal expression. Chander (2019) is critical
of the wide use of Section 66A of the IT Act, pointing out its ability to suppress free speech
while not dealing with particular types of online harassment. The Shreya Singhal v. Union of
India case, which declared Section 66A unconstitutional, is frequently cited in scholarly
literature as a landmark ruling in the balance between freedom of speech and prevention of

digital harassment.

Additionally, scholarly work by Smith & Pearson (2021) and Sampath (2022) explains how
legal frameworks across the globe are failing to keep pace with emerging digital technologies

such as Al-generated deepfakes and virtual personas. The authors contend that although free

speech rights are essential, they need to be balanced cautiously with safeguards against online

harassment, defamation, and bullying. These publications emphasize the need for drafting
narrower legal provisions that do not undermine democratic freedoms but at the same time

ensure protection for vulnerable people from online abuse.
Reports by NCRB, NCW, and UNICEF on Online Child Exploitation

Reports from national and international agencies offer important information on the extent
and magnitude of online abuse, especially among children. The National Crime Records

Bureau (NCRB) has regularly released reports indicating a sharp rise in cybercrimes, with a
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significant increase in cases of online child exploitation and cyberbullying. The NCRB's
report for 2022 specifically noted a 30% rise in cybercrimes involving harassment, including

the use of social media sites for bullying.

The National Commission for Women (NCW) has reported the increase in online abuse
against women, focusing on the gendered aspects of abuse in cyberspace. Their 2021 report
highlighted how almost 50% of female victims of online abuse did not lodge reports because
they feared social stigma or lack of proper legal remedy. These figures point to the issue of
underreporting and the necessity of more effective legal remedies and protection mechanisms

for the victims.

Globally, the UNICEF report on online child exploitation (2020) put the number of children
worldwide who have been subjected to some kind of online abuse at over 1 in 3. In India, the
increase in child sexual abuse material (CSAM) on the digital space has again highlighted the
Protection of Children from Sexual Offences (POCSO) Act, and demands for its revision to
cover new types of digital exploitation. UNICEF is pushing for increased law enforcement,

improved victim services, and active platform action to address online child exploitation.
Comparative Lessons from International Laws

The United Kingdom, the United States, and Australia have gone a long way in formulating
legal infrastructure to tackle cyberbullying, digital harassment, and online abuse. India can

learn valuable lessons from their experiences.

United Kingdom: The Online Safety Bill (2021) is a landmark legislation for holding online
platforms responsible for offensive content. The bill imposes certain duties on social media

platforms to delete hateful content and stop online harassment, specifically against children.

The bill also provides for criminal liability for those who practice cyberbullying or send hate

messages. The regulatory strategy of the UK, including the institution of the eSafety

Commissioner and explicit content removal processes, can be followed by India.

United States: In the US, the Cyberbullying Prevention Act (2017) and legislation at the
state level have been instrumental in combatting online harassment. The Communications
Decency Act (CDA) Section 230, however, has been the subject of criticism for giving legal
immunity to internet platforms, such that it has become hard to hold them liable for user-

generated content that harms others. The US strategy also emphasizes the difficulty of
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balancing freedom of speech with the necessity of online protection, especially in the case of

social media platforms and Al-generated content such as deepfakes.

Australia: Australia’'s eSafety Act (2021) is a further case of an innovative regulatory model.
It gives the eSafety Commissioner the authority to take quick action against offensive online
materials such as cyberbullying, child exploitation, and revenge porn. This model has been
welcomed for its proactive policy and could influence the evolution of a more proactive legal

model in India.

The comparative analysis of international laws highlights India's need to pursue a more
integrated and victim-centric agenda with regard to cyberbullying and online harassment.
These cross-border models identify digital platform accountability, unambiguous content
moderation legislation, and affirmative state action to shield citizens from harm online as

crucial.
Current Legal Framework in India

The response of India to fighting cyberbullying and digital abuse is informed by a mix of
historical legal provisions, including the Indian Penal Code (IPC) and the Protection of
Children from Sexual Offences (POCSO) Act, and more specific laws, such as the
Information Technology Act, 2000 (IT Act). Though these legislations cover some features of
digital harm, they lack adequate protection for evolving online evils. Moreover, the recently
promulgated Bhartiya Nyaya Sanhita (BNS), which has replaced the IPC in 2023, presents

new legal concepts that can perhaps offer more useful tools in combatting digital abuse.
1. Indian Penal Code (IPC) and Bhartiya Nyaya Sanhita (BNS)

The Indian Penal Code (IPC), which came into force in 1860, has been the main criminal law
of India for a very long time. Although it does not specifically cover cybercrimes, some
sections of the IPC have been used to prosecute instances of cyberbullying and online
harassment. These are provisions concerning criminal intimidation (Section 503), defamation
(Section 499), and stalking (Section 354D), which can be used to deal with online threats,

defamatory messages, and harassment. Yet, the IPC's shortcomings stem from its absence of

special provisions for the virtual realm, such that it cannot easily deal with the subtle and

ever-changing character of online abuse.

For general queries or to submit your research for publication, kindly email us at ijalr.editorial@gmail.com

https://www.ijalr.in/

© 2025 International Journal of Advanced Legal Research



https://www.ijalr.in/

VOLUME 5| ISSUE 4 MAY 2025 ISSN: 2582-7340

In 2023, the Bhartiya Nyaya Sanhita (BNS) was enacted, superseding the IPC as India's
primary criminal law. The BNS seeks to update and simplify India's criminal law regime.
Although the BNS has provisions dealing with cybercrime, its stance on cyberbullying and
digital abuse is still unclear. The BNS keeps some of the sections of the IPC, but it adds
newer provisions dealing with online defamation, cyberstalking, and electronic threats.
Critics, however, point out that the BNS does not address the particular issues raised by

artificial intelligence (Al), deepfakes, or online child exploitation to the extent it should.

2. Information Technology Act, 2000 (IT Act)

The Information Technology Act, 2000 (IT Act) is the building block of India's legal regime
to govern cybercrimes. Passed to cater to challenges that emerge from the fast-growing
digital economy, the IT Act makes it a criminal offence to perform activities such as hacking,
identity theft, and cyber fraud. It also brought in provisions under Section 66A, which, prior
to being invalidated by the Supreme Court in the 2015 Shreya Singhal v. Union of India case,
attempted to criminalize offensive messages communicated through communication services,
websites, or mobile apps. Though the judgment in Shreya Singhal ruled out Section 66A as
being too vague and unconstitutional, it underlined the importance of having more precise

and focused legal definitions concerning online abuse.

The IT Act also contains provisions for websites blocking, content deletion, and protection of

privacy under Section 79, which provides immunity to intermediaries (such as social media

websites) against liability for the content posted by users. But this provision has been accused

of granting too much legal immunity to platforms, in the process making it more difficult to
hold them responsible for facilitating or refusing to take down dangerous content. The IT Act
also does not take full account of emerging types of digital abuse, including deepfakes, non-
consensual intimate images, or the employment of artificial intelligence (Al) in online

harassment.

Section 66C: Punishment for identity theft, which is often linked with cyberbullying
when the perpetrator impersonates someone online to defame or harm them.

Section 66D: Punishment for cheating by impersonation using computer resources,
which is relevant in cases of online fraud or misrepresentation, often used in

malicious digital campaigns targeting individuals.

For general queries or to submit your research for publication, kindly email us at ijalr.editorial@gmail.com

https://www.ijalr.in/

© 2025 International Journal of Advanced Legal Research



https://www.ijalr.in/

VOLUME 5| ISSUE 4 MAY 2025 ISSN: 2582-7340

e Section 66E: Punishment for violation of privacy, specifically related to the non-
consensual capturing, publishing, or transmitting of images of a person's private area.
This is particularly relevant in cases of revenge porn, a prevalent form of
cyberbullying.

Section 67: Punishment for publishing or transmitting obscene material in electronic
form. This can be applied in cases where abusive content, intimate images, or videos
are shared without consent to harass or shame the victim.

Section 67A: Punishment for publishing or transmitting material containing sexually
explicit content, which includes explicit images and videos often shared as part of
digital harassment or revenge pornography.

Limitations of the IT Act: Although these provisions cover many facets of digital abuse, the
greatest limitation of the IT Act is its inability to address the wider phenomenon of
cyberbullying or trolling in detail. The legislation is more concerned with cybercrimes such
as hacking, fraud, and violation of privacy but does not spell out explicit remedies for online
harassment or defamation carried out on social media websites or via digital communications.
There is a necessity for a better definition of cyberbullying which considers the peculiar
dynamics of internet platforms, such as anonymous trolling, abusive online comments, and

the dissemination of malicious content.
Protection of Children from Sexual Offences (POCSO) Act

The Protection of Children from Sexual Offences (POCSO) Act, which was passed in 2012,
seeks to safeguard children against offenses of sexual assault, sexual harassment, and
pornography. With the emergence of online child exploitation, the POCSO Act has been
modified to cover child pornography as well, particularly in light of increasing concerns
regarding the online dissemination of such content. The POCSO Act amendments now cover
the issues of online sexual abuse material (CSAM) and the necessity to prosecute offenders

who consume or distribute such content.

Yet, as online abuse continues to change, there have been demands for additional

amendments to the POCSO Act, especially regarding the nomenclature of child pornography.

The bill's initial language was not robust enough to cover all aspects of exploitation online,

including the production and dissemination of deepfake videos involving children or the
grooming of childrenon digital platforms. As new types of online harm emerge, the legal
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framework for child protection needs to be strengthened to cover these new types of

exploitation.
Upcoming Legal Issues: Deepfakes, Digital Arrest, and Al

Among the most important nascent challenges to addressing digital abuse is the emergence of
deepfakes, a tool that utilizes artificial intelligence (Al) to fake videos and photographs,
producing highly realistic but entirely false content. Deepfakes have been applied to
defamation, revenge porn, and cyberbullying, complicating victims' ability to protect
themselves. India's existing law does not contain explicit provisions for Al-generated content
and its ability to cause harm. The absence of legislation that specifically criminalizes

deepfakes deprives the victims of Al-based digital abuse of proper legal redress.

Another emerging concern is the problem of digital arrests—the arrest of people for online
activity. There have been a number of high-profile cases in India in which people were
arrested for posting content or making online speech that breached poorly defined or
ambiguous provisions. The Bhartiya Nyaya Sanhita (BNS) contains new provisions that try to
deal with digital offenses, but there is high potential for abuse without guidelines being given

on what amounts to digital harm and online speech.
Digital Platforms and Online Intermediaries

The higher adoption of digital platforms, especially social media and messaging apps, has
heightened the extent of cyberbullying and online abuse. Though the IT Act provides some
protection via intermediary liability provisions, it is incomplete in assuring that platforms
themselves monitor and delete such content actively. Recent discussions have focused on the
role of platforms like Facebook, Instagram, and WhatsApp in limiting cyberbullying and
online abuse. The UK's Online Safety Bill and Australia's eSafety Act offer regulatory

models requiring greater responsibility by platforms for users' safety, and these offer lessons

for India's digital platform regulation.

POCSO Act and Child Exploitation

The Protection of Children from Sexual Offences (POCSO) Act, 2012 is one of India's main
legal frameworks aimed at safeguarding children against sexual exploitation and abuse.
Although it originally concentrated on conventional types of child sexual abuse, with the

explosive development of the internet and the social media, an immediate necessity to deal
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with online child exploitation, especially child pornography, arose. This section discusses the
history of the use of the term "child pornography,” the advent of Child Sexual Abuse Material
(CSAM), and the practical enforcement challenges in handling online sharing, storage, and

discovery of such material.

1. Evolution of the Term "'Child Pornography"*
In the past, the term “child pornography” was applied in law to refer to explicit
materials involving children engaging in sexual acts or performing sexually
suggestive behaviors. But as technology improved, and particularly with the
emergence of digital media, it became clear that the phrase "child pornography” no
longer accurately described the immense range of online child exploitation. This was
due to the fact that child sexual abuse material (CSAM) tended to be shared and
disseminated in many forms, such as photos, videos, and live-streamed material, on
online sites that facilitated near-instantaneous worldwide dissemination.
Gradually, the international legal community started to drift away from the use of the
term "child pornography" towards using the more accurate and inclusive term "Child
Sexual Abuse Material (CSAM)". This is because it has been realized that child
pornography is a misnomer, as it implies that such content is just an "adult

entertainment” category, when in fact it is an abuse and exploitation.

In India, the POCSO Act initially was not adequately prepared to handle the online nature of
child abuse since it was primarily concerned with physical abuse and abuse. But the

Amendment to the POCSO Act in 2019 expanded its purview to cover online child sexual

abuse material (CSAM). The amendment made the production, circulation, and possession of

such material a criminal offense, directly addressing the difficulty generated by the virtual

world.

2. Supreme Court Judgment on Child Pornography and CSAM

In a historic Supreme Court judgment, the court ruled on the question of child
pornography in the internet era, after an appeal by the NGO, Just Right for Children
Alliance, against a Madras High Court ruling. The High Court had held that viewing or
downloading pornographic acts involving children in private spaces was not an offense
under the POCSO Act.
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The Supreme Court judgment overruled the High Court's position, calling for the
Parliament to modify the POCSO Act to replace the word "child pornography” with
"Child Sexual Exploitation and Abuse Material (CSEAM)". The Court observed that the
use of the word child pornography may downplay the seriousness of the offense, since
pornography is commonly regarded as a consensual activity between adults, while the

material involving children is by nature exploitative and abusive.

The Supreme Court also quoted Section 67B of the Information Technology (IT) Act,
which criminalizes the use, transmission, and publication of obscene content, such as
child pornography. It pointed out that this provision had already criminalized activities
such as browsing, creation, collection, online facilitation, or enticement of children into
any sexual act. The Court emphasized that Section 15 of the POCSO Act punishes the
storage of child pornography with the intent to transmit or share, emphasizing the

significance of responding to the digital form of child exploitation.

Moreover, the Court established the doctrine of ‘constructive possession’, which states
that an individual could be held responsible if, at some time or another, they had an
insurmountable level of control, knowledge, or capability to change, manipulate, or
destroy the illicit substance. This theory is important during the digital era, where control
and possession of CSAM can be indirect, such as through encrypted communications,

cloud storage, or file-sharing.

3. Pertinent Case Law and Judgment

The Supreme Court's ruling in Just Right for Children Alliance v. State of Tamil Nadu

(2022) reaffirmed the change in legal vocabulary and further elucidated the legal

liability of those who own, produce, or distribute child sexual abuse material
(CSAM). The decision was a departure from the narrow interpretation of the POCSO
Act by the High Court and asserted the belief that any action involving CSAM—

storage, distribution, or consumption—constitutes an offence under Indian law.
Saqib Ahmed v. State (Govt. of NCT of Delhi)

The case of Sagib Ahmed v. State (Govt. of NCT of Delhi) has played a key role in
highlighting the grave implications of cyberbullying and online harassment in India. This

case, together with its verdict, highlights the importance of proactive intervention by the state
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in dealing with cybercrime and ensuring legal assistance and protection to victims of online

abuse.
Facts:

The case is about Sagib Ahmed, who was subjected to severe online harassment and abuse by
several people on different social media sites. The abuse inflicted serious mental trauma and
distress on the victim, prompting him to seek relief from the court. The case points to the
growing incidence of online harassment in India and the need for state intervention in curbing

the rising phenomenon of cyberbullying.

In the present case, cyber harassment went beyond just insults or defamation. The abuse was
continuous and progressive, encompassing threats, offensive language, and dissemination of
confidential information, and had caused substantial mental and emotional trauma to the

victim.
Holding:

The Delhi High Court in Sagib Ahmed v. State recognized the emerging issue of
cyberbullying and online harassment in India. The Court pointed out that online abuse would
have serious implications for the mental health and well-being of the victim, and hence

necessitated immediate state intervention to avoid such acts and administer justice.

The Court held that the state owes a responsibility to actively fight cybercrimes and see that

victims of cyber abuse get immediate relief, be it in the shape of counseling support,

protection from the law, or speedy legal action against culprits. It acknowledged the mental
harm inflicted due to online abuse and the need for prompt intervention so as not to allow

further victimization.
Significance:

The ruling in Sagib Ahmed v. State signals an important paradigm shift in handling
cybercrime within India. The ruling establishes a precedent for the responsibility of the state
in how it handles web-based abuse and harassment. The decision highlights the fact that the
mental wellbeing of the victim will need to be taken into consideration when handling the
case of cyberbullying and that authorities are required to give equal seriousness to web-based

abuse as they do to any other type of criminal harassment.
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Furthermore, the case highlights the necessity of a victim-oriented approach in the
prosecution of cases of digital abuse, considering that cyberbullying produces lasting
psychological impacts. The Court was prompting the strengthening of procedures and
regulations for investigating cyber harassment, to the end that the rights of the victim are

preserved.

The Sagib Ahmed case also increased awareness regarding the necessity of having
specialized mechanisms among the police to deal with cybercrimes effectively, without any

procedural delays, and to provide necessary legal redressal mechanisms for victims.
Practical Enforcement Problems of Online Sharing, Storage, and Discovery

Despite the existing law, practical enforcement of laws surrounding CSAM is considerably

problematic:

Sharing and Distribution Online: How easy it is to distribute and share CSAM on social
networking sites, messaging apps, and file-sharing platforms makes it a challenging one to
enforce. A lot of digital platforms, such as Facebook, Instagram, and WhatsApp, are
employed in the dissemination of these materials. As much as the technology firms must
ensure that they monitor for detrimental content, due to the enormity of the data, the detection

and avoidance of sharing of CSAM in real time are tricky.

Online Storage: The employment of cloud storage and encrypted services is another obstacle
in the identification and deletion of CSAM. Online platforms usually contend that they
cannot readily monitor or access encrypted information because of privacy issues. This poses
a major obstacle for law enforcement, who depend on the cooperation of service providers to

access and maintain digital evidence.

CSAM Discovery: It is a challenging task to detect CSAM due to the numerous formats in

which such content is produced and distributed. The employment of dark web platforms,

peer-to-peer networks, and hidden online forums has further complicated it for law
enforcement agencies to trace offenders. While there are digital forensics tools employed by
law enforcement agencies, their efficacy is frequently hampered by fast-paced technological

advancements and the application of anonymization tools.

Lack of Coordination Among Agencies: Enforcing effectively depends on a great degree of

coordination among national law enforcement agencies, international organizations such as
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Interpol, and technology companies. Yet jurisdictional challenges, differing standards of
online content moderation, and the rapid rate at which new technologies come into existence

frequently leave gaps in enforcement.
Proposed Reforms and Way Forward

Although the POCSO Act has been amended to provide for provisions regarding CSAM,
there are various reforms required to make its effective enforcement a reality in the digital

era:

Increased Stakeholder Coordination: Law enforcement agencies, technology companies,
and child welfare groups need to coordinate more effectively to exchange information,

monitor online offenders, and assist victims.

Real-time Content Monitoring: Platforms must be legally required to install more efficient
real-time content monitoring systems based on artificial intelligence (Al) and machine
learning to detect and delete CSAM the moment it is posted. This must be done in accordance

with privacy regulations while ensuring child safety.

International Cooperation: As child exploitation frequently crosses national frontiers, more
robust international legislation and cooperation are needed. Governments must collaborate to
construct harmonized legislation for the Internet protection of children and enhance the cross-

border enforcement of such legislation.

Public Awareness Campaigns: Governments must make a greater effort to inform children,
parents, and teachers about the dangers of online abuse and exploitation. Awareness
campaigns must address how to recognize grooming behavior, online safety, and reporting

suspicious online behavior.
Conclusion

Obstacles to implementing digital abuse and cyberbullying laws are many-faceted, from

jurisdictional complexities to sufficiency of law enforcement resources, victim reluctance,

and tardy responses by platforms. These must be attended to with urgency by both
government authorities and online platforms. To effectively counter cyberbullying and online
abuse, India needs to tackle these enforcement issues by improving police training, providing

quicker response times by platforms, and raising awareness among the public regarding the
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existing legal recourse for victims. This way, India can better safeguard its citizens from the

increasing menace of online harm.

India's existing legal system is not adequate to deal with the increasing threat of
cyberbullying and digital abuse. Existing laws do afford some safeguard but are either
obsolete or too broad to address contemporary phenomena like deepfakes, Al-generated

harassment, and online child exploitation.

To deal with digital abuse effectively, India needs to adopt promptly clear and victim-
sensitive legal provisions that keep in mind the specifics of the digital era. There needs to be
a multi-stakeholder approach, bringing together lawmakers, tech companies, police, and civil
society. A tech-smart legal framework, coupled with strong enforcement systems, can make

sure victims are given justice and perpetrators are punished.
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