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INTRODUCTION TO COMPUTER FORENSICS 

 
With the significant rise in the use of science and technology in every facet of human 

life, it is hard to imagine a criminal activity without having a digital dimension in it. 

In the past two decades, a new class of crime scenes has become more prevalent, that 

is, crimes committed within electronic or digital domains, particularly within 

cyberspace.3 Criminals involved in violent or socio-economic offences are using 

technology extensively to facilitate their acts (which are illegal in nature) and avoid 

apprehension, creating new challenges for law enforcement agencies, forensic experts, 

prosecutors, lawyers and judges. The agencies of Criminal justice system throughout 

the world are being confronted with an increased need to investigate crimes 

perpetrated partially or entirely on the Internet or other electronic media. There is no 

doubt about the fact that the introduction of computers as a tool for criminal activity 

has significantly enhanced the criminal’s ability to perform, hide, or otherwise aid 

unlawful or unethical activity. The sudden outbreak of technical expertise by the 

common population, clubbed with anonymity, seems to encourage crimes using 

computer systems since there is apparently very little chance of being prosecuted, let 

alone being found guilty of the same. These crimes involving a computer are not 

necessarily newly evolved crimes, but rather sophisticated crimes exploiting 

computing power and accessibility to information. They are the consequence of 

excessive availability and user proficiency of computer systems in unethical hands. 

Extraction of evidence from such systems, which is electronic in nature, has been a 

challenge for the crime investigators in order to present them before the courts to 
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3 See EOGHAN CASEY, DIGITAL EVIDENCE AND COMPUTER CRIME 8 (2011) 

https://www.ijalr.in/


 

 

 

VOLUME 5 | ISSUE 4                                MAY 2025                                           ISSN: 2582-7340 

For general queries or to submit your research for publication, kindly email us at ijalr.editorial@gmail.com 
 

https://www.ijalr.in/ 

© 2025 International Journal of Advanced Legal Research 

establish any fact relating to a crime. In other words, in order to prosecute such 

crimes, two aspects must be given attention to: the evidence must first be gathered in 

sufficient quantity to substantiate any criminal charge before the court, and the same 

must be handled properly so that it holds up in the court. However, as much of such 

evidence will be in digital form, the ability to extract the relevant digital evidence in a 

manner that preserves the value and integrity of the data is critical. That is why a 

careful, methodical process for collecting data from digital devices is of utmost 

requirement.4 

Hence, to prosecute criminals involved with digital crimes, investigators must employ 

consistent and well-defined forensic procedures to extract evidence from such 

sophisticated devices. The term ‘forensic’ applies to courts or the judicial system.5 

Forensic Science i.e. application of science to a matter of law, has emerged as an 

integral part of criminal justice system as far as extraction and analysis of scientific 

evidence is concerned. The evidence extracted from computer systems is a type of 

scientific evidence, which requires scientific procedure to be followed to appreciate 

the same by the court of law. In the recent times, relying more and more on the 

evidence extracted from computer systems to bring about convictions has forged a 

new means of scientific investigation. The term used to coin this area of investigation 

is “computer forensics”. It is an area of science that has come under the scrutiny of 

law enforcement, prosecutors and judges. The primary reason for the scrutiny 

revolves around cleanliness of the data being presented.6 

Computer forensics, the science of identifying, recovering and analysing the contents 

found on digital devices such as desktops, notebooks, tablets, smartphones, etc., was 

not known to the agencies of criminal justice system a few years ago. However, with 

the growing incidence of cyber-crime, and the increased adoption of digital devices, 

this branch of forensics has gained significant importance in the recent past, 

                                                             

4 DR. NAGARATHNA, CYBER CRIME LAWS – A HANDBOOK, Vol. I, NLSIU 35 (2016) 

5 What is Forensics? CRIMESCENEINVESTIGATOREDU.ORG 

www.usdoj.gov/criminal/cybercrime/s&smanual2002.htm, (2002) 

6Cornell Walker, Computer Forensics: Bringing the Evidence to Court 1, 3, 

INFOSECWRITERS.COM, available at 

http://www.infosecwriters.com/text_resources/pdf/Computer_Forensics_to_Court.pdf  
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augmenting what was conventionally limited to the recovery and analysis of 

biological and chemical evidence during criminal investigations.7 

2.1.1. DIGITAL EVIDENCE AND FORENSICS 

As mentioned in the previous section, the involvement of computers and other digital 

devices in the commission of crime has significantly gone up in the last two decades 

resulting in an abundance of digital evidence. Digital evidence is considered to be any 

information or data of value to an investigation that is stored on, received by, or 

transmitted by an electronic device. Text messages, emails, pictures and videos, 

internet browsing etc. are some of the most common types of digital evidence. 

Evidence can be stated as any information that can be confident or trusted, and can 

prove something related to a case in trial, that is, indicating that a certain substance or 

condition is present. This kind of evidence may be created at any stage once a person 

starts using and entering information into a computer.8 

2.1.1(i) Characteristics of Digital Evidence 

 
Digital evidence has its own peculiarities which make them distinct from other forms 

of evidence. Firstly, such evidence is said to be fragile by nature. It can be altered, 

damaged or destroyed by improper handling or improper examination. It is easily 

copied and modified, and not easily kept in its original state, precaution should be 

taken to document, collect, preserve and examine digital evidence. Secondly, digital 

evidence is a data of investigative value that is stored on or transmitted by a digital 

device. Therefore, digital evidence is hidden evidence in the same way that 

Deoxyribonucleic Acid (DNA) or fingerprint evidence is hidden. In its natural state, 

digital evidence cannot be known by the content in the physical object that holds such 

evidence. Investigative reports may be required to explain the examination process 

and any limitation.9 

                                                             
7 See generally DR. JEETENDRA PANDE & DR. AJAY PRASAD, DIGITAL FORENSICS (2016) 

8 AMANDA REFILOE NGOMANE, THE USE OF ELECTRONIC EVIDENCE IN FORENSIC INVESTIGATION, 

UNIVERSITY OF SOUTH AFRICA 29 (2010) 

9 MARK  POLLITT,  A HISTORY  OF  DIGITAL  FORENSICS, IFIP  ADVANCES  IN  INFORMATION  AND 

COMMUNICATION TECHNOLOGY (2010) available at 

https://www.researchgate.net/publication/221352814_A_History_of_Digital_Forensic 

https://www.ijalr.in/
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2.1.1. (ii) Compliance with the Best Evidence Rule 

 

The best evidence rule is that the original or true writing or recording must be 

produced before the court to prove its contents without any expectations. In the best 

evidence rule, an original copy of the document is considered to be the superior 

evidence. It requires a party to produce the best possible evidence to prove his case. 

The best evidence is defined as the most complete copy, which includes all the parts 

of the evidence that are closely related to the original evidence. The best evidence rule 

derives from 18th century English common law. The rule states that to prove the 

contents of writing, recording or photograph, it is necessary to produce the original 

document, provided the party requiring authentication of the document’s contents 

must not be responsible for its unavailability. If the original cannot be located, the 

author can validate its contents through testimony on oath.10 

                                                                                                                                                                               
 
10 Ibid  
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In the United States, the best evidence rule is incorporated in Article X of the Federal 

Rules of Evidence (Rules 1001 - 1008). The rule permits a party to a dispute to submit 

the photocopy of a document where the original document is not available provided a 

satisfactory explanation is given on the same during trial. In the United Kingdom, the 

best evidence rule was strictly interpreted and its key principles of application were 

highlighted in Masquerade Music Ltd & Ors v. Springsteen11 (Court of Appeal, 10 

April 2001). Referring to the admissibility of secondary evidence, the Court held: 

“At its highest, the best evidence rule was not an absolute rule. This is so particularly 

where the document was not in the possession of the party. It is now for the court to 

look at all the circumstances, and to admit secondary evidence accordingly.” 

As far as electronic or digital evidence is concerned, since it is not mostly available in 

a format readable by humans, it requires additional steps to include digital documents 

as evidence (i.e. printing out the material). It has often been argued that this change of 

format may imply that digital evidence does not qualify under the “best evidence 

rule”12. However, Rule 1001(3) of the Federal Rules of Evidence states “if data are 

stored in a computer…, any printout or other output readable by sight, shown to 

reflect the data accurately, is an ‘original.” 

2.1.1(iii) Rules of Digital Evidence 

 
Electronic evidence or digital evidence is governed by rules and legal principles 

relating to all the proof of facts. The rules determine the type of evidence to be 

considered by a finder of facts. The rules are also concerned with the amount, quality 

and type of proof which help the parties to a litigation process. Some of the crucial 

aspects of the rules are – admissibility, authenticity, completeness and reliability etc. 

                                                             
11 [2001] EWCA Civ 5122 

12 Daniel J. Ryan, Legal Aspects of Digital Forensics, available at 

http://euro.ecom.cmu.edu/program/law/08- 732/Evidence/RyanShpantzer.pdf (last visited Nov. 12, 

2022) 
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Any evidence, to be admissible in court, must be relevant, material and competent, 

and its probative value must outweigh any prejudicial effect. As far as electronic 

evidence is concerned, it is not unique with regard to relevancy and admissibility, but 

because it is subject to easy manipulation and duplication, often without leaving any 

traces, such evidence can present special problems related to competency. Moreover, 

to even reach the point where specific competency questions are answered, electronic 

evidence must survive the threshold test posed by Daubert13 of its competency as a 

class of evidence, where specific guidelines were issued to settle the admissibility 

issue of scientific evidence to a great extent. This, in fact, marks a shift towards more 

flexible standards regarding the admissibility of scientific evidence.14 From 1923 until 

1993, the admissibility of expert scientific evidence was ensured through the Frye test 

after a District of Columbia Court of Appeals case in Frye v. United States, the test 

was articulated. The Frye test held that the scientific evidence was admissible only if 

the scientific community generally accepted the scientific principles upon which it 

was based. It is worth mentioning that there is no specific test that can be used to 

determine whether digital evidence possesses the requisite scientific validity. The 

Court in Daubert suggested several factors to be considered: 

● “Whether the theories and techniques employed by the scientific expert have been 

tested; 

● Whether such theories and techniques have been subjected to peer review and 

publication; 

● Whether the techniques employed by the expert have a known error rate; 

● Whether they are subject to standards governing their application; and 

● Whether the theories and techniques employed by the expert enjoy widespread 

acceptance.” 

It is to be noted that these factors are not exhaustive, and any testimony may be 

admissible even where one or more of the factors are not complied with. In Daubert, 

the Court held that Rule 702 of the US Federal Rules of Evidence, adopted in 1973, 

                                                             
13 Daubert vs. Merrell Dow Pharmaceutical, 509 U.S. 579 (1993) 

 
14 Kaushal B. Majmudar, Daubert v. Merrell Dow: A Flexible Approach to the Admissibility of Novel 

Scientific Evidence, 7 HARV. J. L. & TECH. 187 (1993) 
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replaced Frye. Rule 702 provides: “If scientific, technical, or other specialized 

knowledge will assist the trier of fact to  understand the evidence or to determine a 

fact in issue, a witness qualified as an expert by knowledge, skill, experience, training, 

or education, may testify thereto in the form of an opinion or otherwise.” This implies 

that the scientific evidence proposed possesses the scientific validity to be considered 

competent as evidence if it is grounded in the methods and procedures of science. 

However, it would be interesting to analyse if electronic or digital evidence survives 

the Daubert challenge. 

In the history of forensic science, documenting the experience of handling and 

interpreting evidence used to be overwhelmingly confined to physical evidence. In the 

recent times, however, an increasingly large portion of evidence in criminal cases has 

turned out to be digital evidence, i.e., evidence stored on or transmitted over digital 

media. There has been a series of philosophical debates about the “nature” of digital 

evidence and how it differs from the characteristics of physical evidence. One of the 

resulting issues is the volatile nature, which makes digital evidence, at least in 

principle, more vulnerable to manipulation. In the community of digital forensic 

analysis, there are uncertainties with regard to the possibility or the extent to which 

digital evidence can be perfectly tampered. Many are of the opinion that digital data 

can be manipulated at will, and depending on the manipulator’s sophistication, the 

alteration can be undetectable, regardless of digital forensic experts’ competence and 

equipment. Irrespective of such controversies, physical evidence has always been 

differentiated from digital evidence. Digital evidence is conceptually the same as any 

other evidence—it is considered to be information arising out of an attempt to place 

people and events within time and space to establish causality for criminal incidents. 

However, digital evidence has a wider scope, can be more personally sensitive, is 

mobile, and requires different training and tools compared with physical evidence.15 

Thus, digital evidence must be admissible, precise, authenticated and accurate in order 

to be accepted in the court of law. Such evidence is subject to alteration very easily. A 

                                                             

15 Sean E. Goodison et al., Digital Evidence and the US Criminal Justice System, available at 

https://www.rand.org/content/dam/rand/pubs/research_reports/RR800/RR890/RAND_RR890.pdf 
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proper computer forensic procedure provides crucial leads to the investigating agency 

in collecting evidence admissible in the court of law. Various efforts have been made 

by the scientific community to evolve standard computer forensic processes that 

minimise the possibility of the manipulation of electronic data.16 

2.1.2. CONCEPT AND DEVELOPMENT OF COMPUTER FORENSICS 

 
Computer forensics is relatively a new branch of forensic science, which deals with 

techniques and tools used to gather evidence in a computer system. In other words, 

computer forensics involves the collection, preservation, analysis, documentation and 

presentation of electronic or digital evidence for use in a legal matter using 

forensically sound and generally accepted processes, tools and practices. It focuses on 

the application of computer technology to a matter of law where the evidence includes 

both items that are created by human beings, and items that are automatically created 

by technology as a result of interaction with a person. For example, data created by a 

machine process requires that the machine be programmed to create data, and the 

machine must also be turned on by a person or even by an automatic process that is 

ultimately initiated by a person. The difference between these two types of data from 

an evidential point of view is that when a computer or other device records data 

automatically through some process that is designed to be completed independent of 

user interaction, it is creating machine data; when data is stored or recorded in 

response to a user’s actions, it creates personal data. Personal data should ultimately 

be attributable to an individual; however, making that attribution may be difficult due 

to the presence or absence of individualized user accounts, security to protect those 

user accounts, and the actual placement of a person at the same location and time 

when the data is created.17 

2.1.2.1. EXPANSION OF THE SCOPE OF COMPUTER FORENSICS 

 
The terms ‘computer forensics’ and ‘digital forensics’ are often seen to be used 

                                                             
16 Inikpi O. Ademu et al., A New Approach of Digital Forensic Model for Digital Forensic 

Investigation, 2 (12) INT’L J. OF ADV. COMP. SCI. & APP. (2011) 

 
17 Id at 4 
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interchangeably to refer to the investigation of any computer, computer-related device 

or digital device for collection of evidence in a legal dispute. Computer forensics has 

been defined as “the use of scientifically derived and proven methods towards the 

preservation, collection, validation, identification, analysis, interpretation, 

documentation, and presentation of digital evidence derived from digital sources for 

the purpose of facilitation or furthering the reconstruction of events found to be 

criminal, or helping to anticipate unauthorized actions shown to be disruptive to 

planned operations.” As technology has progressed, the field of computer forensics 

has been forced to expand to cover other types of electronic data, created by countless 

devices. Originally, computer forensic examiners only had to be concerned with what 

evidence might reside on a single computer or floppy disk. However, with the advent 

of networked personal computers, and especially with the connection of those 

networked computers to the outside world, and to each other over the Internet, the 

field of network forensics or incident response has grown to be the largest area of 

digital forensics18. Digital forensics has become prevalent because law enforcement 

agencies recognize that modern day life includes a variety of digital devices that can 

be exploited for criminal activity, not just computer. As more devices have come 

online, new areas of digital forensics have also come online, such as cell phone or 

mobile forensics. It is no longer possible to look at a piece of electronic evidence in 

isolation, where the assumption is that the sum total of the data resides in one place, 

on a single computer or floppy disc. Thus, the term digital forensics was originally 

used as a synonym for computer forensics but has expanded to cover investigation of 

all devices capable of storing digital data. With roots in the personal computing 

revolution of the late 1970s and early 80’s, the discipline evolved in a haphazard 

manner during the 1990s, and it was not there by early 21st century that national 

policies emerged. 

The roles and contributions of the digital forensic/ computer forensic examiners are 

almost parallel to those involved as forensic scientists in other crimes, namely, 

analysis of evidence provision of expert testimony, furnishing training in the proper 

                                                             
18 Mark Reith et al, An Examination of Digital Forensic Models, 1 (3) INT. J OF DIGITAL 

EVIDENCE, (Fall 2002) 
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recognition, collection and preservation of the evidence. However, such examiners 

have their unique challenges while dealing with highly volatile evidence such as 

digital evidence. Besides, such examiners may or may not come from a background of 

working with computers. This is mostly because of not having dedicated well-

qualified, trained computer professionals in the field. Some of the forensic science 

laboratories have recruited professionals for their computer forensics unit without 

having any person with computer science background. In fact, many law enforcement 

officers begin their career as police officers who do not have computer background, 

who are selected as digital evidence examiners for various reasons and then they are 

provided with training for forensics.19 

Thus, the field of digital forensics has become commonplace due to the increasing use 

of technology since the late 20th century, and the inevitable relevance of this 

technology in the conducting of criminal activity. In traditional forensics, the 

evidence is generally something tangible that could identify the criminal, such as hair, 

blood or fingerprints. In contrast, digital forensics deals with files and data in digital 

form extracted from digital devices. Digital forensics is a widely-used term, referring 

to the identification, acquisition and analysis of digital evidence originating from 

much more than just computers, such as smartphones, tablets, Internet of Things 

Devices, or data stored in the cloud. 

Among all branches of forensic science used for criminal investigations by law 

enforcement agencies, digital forensics has turned out to be of utmost importance, as 

most of the crimes, whether traditional or cyber-crimes, have digital devices involved 

in criminal activities apart from computer systems. 

While computer forensics tends to focus on specific methods for extracting evidence 

from a particular platform, there have been efforts to incorporate within the scope of 

digital forensics all types of digital devices relating to commission of crimes. In many 

of such computer- related crimes, the procedures for accomplishing forensics are 

neither consistent nor standardized. A number of efforts have been made from time to 

time to create rudimentary guidelines over the last few years, but majority of them 

                                                             
19 Daniel, Supra Note 22, at 61 
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focuses on the details of technology without consideration for a generalized process.20 

Unfortunately, a standard or consistent digital forensic methodology does not exist as 

far as digital forensics is concerned. Instead, a set of procedures and tools built from 

the experiences of law enforcement agencies, system administrators and intruders of 

computer systems have been brought into place.  

2.1.2.2. GROWTH IN COMPUTER FORENSIC TOOLS AND TECHNIQUES 

 
Many forensic experts are of the opinion that the evolution of computer forensics or 

digital forensics has proceeded from ad hoc tools and techniques, rather than from the 

scientific community, where many of the other traditional forensic sciences have 

originated. This is where the problem arises, because this has been a fundamental rule 

of evidence that it must be obtained using methods that are proven to reliably extract 

and analyse evidence without bias or modification21.  

Until the late 1990s, what became popularly known as digital forensics was 

commonly termed ‘computer forensics’. The first computer forensic technicians were 

law enforcement officers, who initially tried to analyse computer related data out of 

individual interest or pleasure. 

The growth in computer related crimes during the 1980s and 1990s caused law 

enforcement agencies to come up with specialized groups to handle the technical 

aspects of investigations dealing with health care fraud, child pornography, terrorism, 

drugs, financial institution fraud, public corruption etc. In 1984, Federal Bureau of 

Investigation’s (FBI) Magnetic Media program, which was later renamed to 

Computer Analysis and Response Team (CART) 22, was created and it is believed to 

be the beginning of computer forensics. After a year, the Metropolitan Police in the 

United Kingdom (UK) set up a computer crime unit within the Fraud Squad.23 

                                                             

20 Reith, Supra Note 18 

 
21 Reith, Supra Note 32 
22 The CART is staffed by computer professionals with a wide range of experience and proficiency in 

the examination of computer-related evidence and sensitivity to the particular needs of the law 

enforcement community. The CART has a full range of computer hardware, as well as unique utility 

software for forensic examinations involving computers. 

23 GEORGE M. MOHAY, COMPUTER AND INTRUSION FORENSICS, 395 (2003) 
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The year 1990 witnessed a significant change in the UK law enforcement agencies 

towards the emerging area of computer forensics. It was realised that there is a need 

for formulating standard techniques and protocols in order to apply computer 

forensics in criminal investigation. Even though informal guidelines were already in 

place, an urgent need was felt  for developing a set of formal guideline. Consequently, 

the modern British digital forensic methodology was established during 1994 and 

1995. 

In 1998, the first version of the Good Practice Guide for Digital Evidence was 

formulated by the Association of Chief Police Officers (ACPO), which was further 

amended in 2012. The ACPO guidelines laid down the main principles which are 

applicable to computer forensic procedure adopted by the law enforcement in the UK. 

With the growth of digital forensics, these guidelines and best practices have 

gradually evolved into standards. This field of forensics has come under the purview 

of the Forensic Science Regulator in the UK. The Forensic Science Regulator ensures 

that the provision of forensic science services across the criminal justice system is 

subject to an appropriate regime of scientific quality standards. 

Since 2000, efforts were being made for the standardization of the forensic process. 

Guidelines were issued and published by various agencies for the same. One of such 

efforts was made by the Federal Crime Laboratory Directors through the forum 

“Scientific Working Group on Digital Evidence (SWGDE)”, which was established in 

1998. SWDGE is a forum based in the US as an initiative by the International 

Organization on Computer Evidence (IOCE) to standardize the process of recovery, 

preservation and examination of digital evidence, which include audio, imaging and 

electronic devices. In 2002, the forum published a paper titled “Best practices for 

Computer Forensics”, which was followed by the publication of an ISO standard (ISO 

17025 - General requirements for the competence of testing and calibration 

laboratories) in 2005. 

In order to ensure that the laboratories operate in a competent manner and generate 

valid results, enhancing their credibility as far as reliance on their reports is 

concerned. This facilitates better cooperation among the laboratories and brings 
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uniformity in their findings.24 ISO (the International Organization for Standardization) 

is a worldwide federation of national standards bodies (ISO member bodies). It 

comprises of technical committees, which prepare the International Standards to be 

followed globally. Each member body interested in a subject for which a technical 

committee has been established has the right to be represented on that committee. 

International organizations, governmental and non-governmental, in liaison with ISO, 

also take part in the work. In the field of conformity assessment, ISO and the 

International Electro-technical Commission (IEC) develop joint ISO/IEC documents 

under the management of the ISO Committee on Conformity assessment 

(ISO/CASCO). 

2.1.2.3. COMPUTER FORENSICS IN INDIA 

 

With the changes in global scenario, the use of computers in everyday parlance has 

become commonplace in India as well. Extensive use of electronic devices for 

exchange of electronic communications and transactions over electronic networks has 

given rise to unique challenges involving criminal activities occurring in such devices 

and networks. It goes without saying that in order to prosecute such crimes, evidence 

must first be gathered both in sufficient quantity to substantiate any criminal charge, 

and handled properly so that the evidence is upheld in the court. However, as much of 

such evidence will be in digital form the ability to extract the relevant digital evidence 

in a manner that preserves the value and integrity of the data is critical. This is why 

there is a need for a scientific and methodical process for gathering digital data in the 

first place, paving the way for emergence of computer forensics and admissibility of 

electronic evidence by courts in India.25 One of the efforts to facilitate the same was 

the enactment of Information Technology Act, 2000 (hereinafter referred to as IT Act) 

(amended in 2008) followed by amendment of the Indian Evidence Act, 1872 with the 

recognition of electronic records as evidence and rules of admissibility. Even though 

                                                             

24 ISO/IEC 17025, Testing and calibration laboratories, 

https://www.iso.org/home/standards/popular- standards/isoiec-17025-testing-and-calibra.html (last 

visited Oct. 27, 2018) 

 

25 DR. NAGARATHNA, CYBER CRIME LAWS – A HANDBOOK VOL. I 35 (2017) 
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the IT Act does not have any direct provision to deal with computer forensics, it has 

strengthened the position of electronic evidence in Indian courts by amending the 

Indian Evidence Act to give recognition to electronic records as evidence, rules of 

admissibility of electronic records under Section 65A and 65B apart from other 

provisions. Highlighting on the importance of an expert opinion with regard to 

electronic record, as laid down in the Evidence Act, the IT Act has provided for 

notification of examiner of electronic evidence (i.e. an expert) by the Central 

Government. Thus, recognition of government agency as examiner would facilitate or 

enhance reliability of electronic evidence. It is interesting to note that six forensic 

science laboratories have recently been designated as examiner of electronic evidence 

in compliance with the above mentioned provision of the IT Act. 

As a developing country, India is still struggling hard with its cyber security system. 

The rules and the laws related to digital crime are not that strong as that of the use of 

digital  devices. Digital forensic procedure in India is yet to gain momentum taking 

into account the increase in the rate of crime on the cyber space. Due to lack of 

manpower to manage the ever growing cases of cybercrimes, white collar crimes, 

corporate frauds etc., the forensic science laboratories in India are heavily 

overburdened with cases pending investigation, which play a key role in forensic 

analysis of computer-related crimes. It is interesting to note that after experiencing the 

exponential increase in digital crimes, the Indian government is formulating cyber 

forensic practices in India with assistance from private industries as the law 

enforcement agencies are still struggling to gain cyber forensics expertise.26 

2.1.3. SUBJECT MATTER OF COMPUTER FORENSICS 

 

There are two primary aspects of computer forensics as far as its application is 

concerned – corporate and legal. Corporate employees and law enforcement agencies 

have different views as far as the purpose of computer forensics is concerned. 

Corporate computer forensics primarily focuses on detection and prevention. Ever 

increasing instances of vulnerabilities in software and hardware all over the world has 

led to the companies prioritizing on security issues. Efforts have been made to 

                                                             
26 Kishore, Supra Note 29 
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implement solutions for detection of intrusion, web filtering, elimination of spam and 

other malicious attacks. Therefore, the objective of computer forensics in corporate 

sector, especially in information and technology, emphasizes on minimizing the 

potential damage caused from attempts to have access to systems through preventing, 

detecting, and identifying an unauthorized intrusion. This is accomplished by 

enforcing security policies, as well as incident response and disaster recovery plans. 

As far as legal aspects of computer forensics are concerned, law enforcement agencies 

rely on computer forensic procedure for investigating and prosecuting a case 

involving criminal activities. Each state has its own set of laws that provide guidelines 

as to how cases are prosecuted. It is important to note that evidence in the electronic 

form has to be properly collected, processed and preserved in order for a case to be 

prosecuted. Law enforcement deals with diverse and complex data. With the 

expansion of Internet, crimes can be committed from other states as well, involving 

their laws and jurisdictions. As mentioned by the researcher in the Introductory 

chapter, the scope of computer forensics in the present research, is confined to its 

application in criminal investigation and prosecution, as there is significant increase in 

awareness among the legal
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community about the need for computer forensic services to achieve effective prosecutions 

which could otherwise fail due to lack of desired equipment, procedures, or proper 

presentation before the court of law. 

The field of computer forensics is an intersection of two major areas i.e. technology and law. 

Hence, the subject matter of computer forensics, thus, is not solely concerned with 

procedures and methods of handling computers, the hardware from which they are made up, 

and the files they contain. The ultimate aim of forensic investigation is its use in legal 

proceedings and the legal environment which the forensic examiners are under an obligation 

to comply with. At the same time, strict reliance on common law and judicial rules is likely to 

have an adverse impact on many investigations involving electronic media. The judiciary has 

been interpreting the rules of admissibility of electronic evidence through various 

pronouncements. The computer forensic process is very often subject to constitutional 

safeguards such as right to privacy, procedure relating to search and seizure, access to 

information etc. It might be a mistake for inquiries not to be commenced simply because of 

fear of possible inadmissibility. 

Furthermore, a number of computer-investigation methods may not be directly admissible, 

but they could be crucial in locating non-computer evidence that is admissible before the 

court of law.27 

One may have to take a somewhat pragmatic view of the precise bounds of the subject 

matter, but it should still be possible to define its core activities. The subject seeks to explore 

the way in which forensic science in general has developed and then see what expectations 

one might reasonably have of computer forensics. Although forensic science was already 

well established, as made out from the stories of Conan Doyle’s Sherlock Holmes published 

from 1892 onwards, up until the 1970s, the field of forensic science was not formal or 

organized, as each forensic scientist tended to develop his or her own methods and present 

them ad hoc to juries. Obviously, reliance was placed on descriptions of methods used by 

others, but for courts, the tests of whether to believe the forensic evidence were the manner in 

which the same was presented—the supposed eminence of the forensic scientist and the skill 

of the opposition lawyer. During the 1970s, a more formal checklist-based approach was 

                                                             
27 JOHN R. VACCA, COMPUTER FORENSICS: COMPUTER CRIME SCENE INVESTIGATION 17-18 (2004). 
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introduced. This was partly to bring about standardization as between different laboratories 

and partly in response to the criticism (in the U.K.) that arose over such controversial cases as   

the Birmingham Six.28 These checklists are revised on the basis of publication of new 

specialist research or adverse experience during a trial. 

In any criminal prosecution the broad tests for evidence include: 
 

a) Authenticity: Does the material derive from where it purports? 
 

b) Reliability: Is there any consistency in the data or information comprising the evidence? In 

the case of computer-derived material, are there reasons for suspecting the correct functioning 

of the computer? 

c) Completeness: Is the story that the material purports to tell complete? Are there other stories 

that the material also tells that might have a bearing on the legal dispute or hearing? 

d) Freedom from interference and contamination: Are these levels acceptable as a result of 

forensic investigation and other post-event handling? 

Any approach to computer forensics would, thus, need to include the elements of well- 

defined procedures to address the various tasks. An anticipation of likely criticism of each 

methodology on the grounds of failure to demonstrate authenticity, reliability, completeness, 

and possible contamination as a result of the forensic investigation may result in questioning 

the admissibility of the evidence collected and analysed. 

2.1.4. COMPUTER FORENSICS: THE SUB-DISCIPLINES 

 

Taking into account the rapid increase in forensic issues on cyber space, the term ‘computer 

forensics’ which has gradually been replaced by the term ‘digital forensics’ has expanded 

significantly over the period leading to emergence of diverse sub-disciplines. Originally, the 

field of digital forensics only included computers, mainly personal computers. Over the last 

few decades, as computers have connected through small local networks and ultimately 

through the largest network of them all, the Internet, the term computer forensics has become 

too limited to encompass the entire field. Because of this, most of the examiners, who 

practice beyond computer forensics, have recognized their field as digital forensics. It is 

                                                             
28 R. v. McIlkenny & Others (1991) 93 CRIM. APP. R. 287 
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interesting to note that the field of digital forensics has expanded to include network forensics 

as well, and includes such areas of expertise as investigating network security breaches, 

hacking attempts and data theft. With the introduction of computer processing into other 

devices, such as global positioning system (GPS) unites, automobiles, cellular phones, 

answering machines, copy and fax machines, and so forth, the field has expanded to add 

additional sub-disciplines. Digital forensic examiners may have expertise on a specific sub-

discipline, such as computer forensics, without adding mobile phone forensics or GPS to their 

repertoire of skills.29 

 

 
 

 

 
FIGURE 3: SUB-DISCIPLINES OF COMPUTER FORENSICS 

 

 

Thus, digital forensics is a constantly evolving scientific field with many sub-disciplines. 

Some of these sub-disciplines are: 

1. Computer Forensics: Computer forensics is the oldest of the sub-disciplines that make up 

digital forensics. Computers are often the main source of digital evidence in criminal 

investigations. Computers can contain a massive amount of useful information relating to a 

                                                             
29 Daniel, Supra Note 30, at 17 
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case. They may also contain useful information about other devices like USB thumb drives, 

cell phones, digital cameras etc., because almost all devices at one point or another have been 

connected to a computer. Computer forensics is the science of identification, preservation, 

collection, analysis and reporting of evidence found on computers, laptops and storage media 

in support of investigations and legal proceedings. In simple words, computer forensics is the 

application of computer science to aid the legal process. It is the application of computer 

investigation and analysis techniques in the interests of determining potential legal evidence. 

Computer forensic experts can draw on any range of methods for collecting data that resides 

in a computer system, or recovering deleted, encrypted or damaged file information30. 

2. Network Forensics: The growth of the internet has greatly increased the number of ways that 

computers can be involved in a crime, creating many potential sources of digital evidence. 

Individuals often end up doing certain activities on the internet on the pretext of their 

anonymity without realizing that internet retains a significant amount of information about 

individuals’ activities, creating a cyber trail similar to a paper trail in the physical world. 

Some of these data are transient, only remaining on servers for a few seconds, minutes, or 

days while other forms of digital data can be retrieved years later. Such data could be very 

crucial in any criminal investigation. On the one hand, computer forensics deals with the 

collection and analysis of data from computer systems, networks, communication streams 

(wired and wireless) and storage media in a manner admissible in a court of law, on the other 

hand, network forensics deals with the capture, recording or analysis of network events in 

order to discover evidential information about the source of security attacks, intrusions or 

other problem incidents in a court of law.31 

3. Mobile Devices Forensics: The term ‘mobile devices’ encompasses a wide array of gadgets 

ranging from mobile phones, smartphones, tablets, and GPS units to wearables and PDAs. 

What they all have in common is the fact that they may contain a lot of user information. 

Mobile device forensics is that branch of digital forensics where digital evidence or data are 

recovered from a mobile device under forensically sound conditions. The term ‘forensically 

sound’, is commonly used in the forensic community to define the application of methods 

                                                             
30 Forensics, Supra Note 29 

31 The Mobile Forensics Process: Steps & Types, INFOSEC, 

https://resources.infosecinstitute.com/category/computerforensics/introduction/mobile-forensics/the-

mobile- forensics-process-steps-types/#gref(Last visited Nov. 10, 2022) 
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and techniques, which respect the international guidelines for acquisition, and examination of 

electronic or digital devices. Crimes do not happen  isolation from technological tendencies; 

therefore, mobile device forensics has become a significant part of digital forensics. 

4. GPS Forensics: A few years ago, it was not a common scene to see a car with a global 

positioning system (GPS) in it. With better convenience, this facility has become very 

common in most of the vehicles today. GPS forensics includes the examination of GPS units 

as well as GPS records. The examination of GPS units can provide information such as 

recently visited locations, favourite locations, and locations navigated to by address or street 

intersection.32 It is also possible to recover deleted from any GPS device, which could be 

crucial for any investigation involving a crime. If a person is suspected of a crime, GPS 

records can be helpful in determining if that person went to the location where the incident 

happened, whether they were ever near it in the vehicle, or if the timeframe even allows for 

the possibility of that person being a suspect. However, it is also important to note that GPS 

units and GPS tracking are not perfect. There are situations where the recorded data can be 

highly suspect and have no correlation to the actual location of the GPS device. 

5. Digital Image Forensics: The development and ease of availability of image processing 

software and image capturing devices together with the ease of accessibility of the Internet 

has increased the uncertainty in the authenticity of the digital images. Uses of digital images 

as evidence for decision making or judgments and as support for a scientific argument are 

examples where not only ownership of the images is required to be established, but it is 

equally important to establish their authenticity. Digital image forensics if the extraction and 

analysis of digitally acquired photographic images to validate their authenticity by recovering 

the metadata of the image file to ascertain its history. 

6. Digital Video/Audio Forensics: Digital Video/ Audio forensics is the collection, analysis 

and evaluation of sound and video recordings. It deals with establishing the authenticity as to 

whether a video or audio recording is original and whether it has been tampered with, either 

maliciously or accidentally. Digital video/ audio forensics consists of the enhancement and 

analysis of audio-video recordings created with any type of digital recording device. This 

field of forensics can be used to verify the integrity of audio-video recordings or to show that 

                                                             

32 Data Security Council of India, Cyber Crime Investigation Manual (2011) 
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an audio recording has been tampered with. 

2.1.5. THE NEED FOR COMPUTER FORENSICS 

 
Forensics, as mentioned earlier, is the use of science to investigate and establish facts in a 

court. With the passage of time and experiences undergone, physical evidence and medical 

evidence have been well accepted in courts, the law enforcement community and the public at 

large. The more challenging part of forensic science in today’s time is the lesser known and 

much less well understood role of computer forensics and digital investigations in criminal 

prosecutions. Computer Forensics plays a key role in the investigation of criminal activities 

on cyber space. Evidence in the case of computer related offences is extremely important 

from legal perspective. The convergence of Information and Communication Technology 

(ICT) advances and the pervasive use of computers worldwide together have brought about 

many advantages to mankind. At the same time, this tremendously high technical capacity of 

modern computers/ computing devices provides avenues for misuse as well as opportunities 

for committing crime. This has led to new risks for computer users and also increased 

opportunities for social harm. 

The cyber-crimes may not be considered to be an absolutely new set of crimes, but rather 

typical crimes misusing or manipulating computer devices and access to information 

contained in such devices. They are the consequence of unrestricted availability of 

information in computer systems with the proficient unethical hands. Hence, to identify and 

prosecute criminals of such nature, it is very crucial on the part of the law enforcement 

agencies to employ consistent and standardized forensic procedures in compliance with the 

legal process. 

Computer forensics, also termed as Cyber forensics is increasing in importance for the law 

enforcement agencies for a number of reasons, one being the fact that computers and the 

Internet have turned out to be one of the most sophisticated tools explored by criminals, and 

it has been perceived that such trend would continue to dominate the crime scenes in the days 

to come. Cybercrimes and white collar crimes or socio-economic crimes are some of the most 

rewarding criminal activities because of their non-violent nature apart from giving huge 

financial gains with relatively low risk of getting caught unlike other traditional crimes. 

Besides, involving computers or other digital devices in committing traditional crimes make 
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the process more sophisticated and equally complicated resulting in failure to gather adequate 

evidence to ensure conviction. Therefore, a basic level of conceptual clarity on computer 

forensics is an essential knowledge area for all agencies involved in criminal prosecution. 

Investigators of crime need to assess when information available on a computer system could 

have some links with a crime which is under investigation, understand the legal mechanism 

to get a warrant issued to search and seize a computer, and how to gather and search cyber- 

evidence. At the same time, prosecutors and judges need a better understanding of the role of 

evidence extracted from computers and other digital devices — and the arduous task of a 

proper and detailed computer forensic examination. Crime cells well equipped with advanced 

technology have already been formed in metropolitan areas where the problem is very 

serious. Even an officer on patrol duty, who does not deal with such sophisticated crimes 

needs to know the preliminary actions to be taken when computers and other electronic 

devices are discovered from a scene of crime. 

The users of computer and other electronic devices always have a constant fear from hackers 

who use a variety of techniques and tools to encroach into any computer systems, access 

information unlawfully, manipulate with data leading to serious consequences. However, it is 

worth mentioning that various activities performed on personal computer systems and 

networks regularly leave behind some kind of “digital fingerprint”. These may include web 

browser history caches and cookies, deleted files and folders, email headers, document 

metadata, process logs etc. 

Since computers, mobile phones, and the internet represent the largest growing resources for 

perpetrators of crime, computer forensics has emerged as a crucial component among the law 

enforcement agencies. As cyber-crimes and other computer related crimes have more 

devastating impact without requiring any physical violence, it has become the need of the 

hour for the law enforcement agencies to continue to engage in forensic activities relating to 

various electronic devices in order to curb the fraudulent activities on the cyber space. 

2.2. PRINCIPLES OF COMPUTER FORENSICS 

 
Computer Forensics provides a wide range of universally established investigative techniques 

and methods for facilitating a sophisticated criminal investigation process. The term 
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‘forensic’ means application of scientific methods for extraction of evidence in a criminal 

investigation process. Apart from providing scientific techniques and theories for processing 

digital or electronic evidence, Forensic Science can help reconstruct crime scene and be 

instrumental in establishing the chain of events which is very crucial in any investigating 

process. Having a key role in the prosecution of crimes, computer forensics is based on 

certain fundamental principles, which give uniqueness and enhances credibility of the 

process. 

 

 

CONCLUSION 

 

Computer forensics is an increasingly important field that requires one to possess a crucial 

combination of technical skills, legal knowledge, and ethical behaviour patterns. Specialists 

in this field have very powerful software tools at their disposal which will uncover a myriad 

of data to be sorted through, and it is up to the specialist to figure out what the important facts 

are and how to present them appropriately in a court of law. Even though the software tools 

are generally praised for their effectiveness, the statistics show that an improvement in the 

overall methodologies used in computer forensics is required. The FBI has made it known 

that “in the year 2000 there were 2,032 cases opened involving cyber-crime. Of those cases, 

only 921 were closed. Of those closed cases, only 54 convictions were handed down in 

court”. This is an alarming statistics, but it should not be surprising considering that the field  

is still in its infancy. As technologies expand, more versatile and up to date software tools 

would be required, and more well-trained Computer Forensic Specialists will be needed as 

cyber-crime is exploding and computer forensics is the most recent discipline of forensic. 
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