
VOLUME 5 | ISSUE 4                            MAY 2025                            ISSN: 2582-7340 

For general queries or to submit your research for publication, kindly email us at ijalr.editorial@gmail.com 

 
https://www.ijalr.in/ 

© 2025 International Journal of Advanced Legal Research 

VOLUME 5 | ISSUE 4 

INTERNATIONAL JOURNAL OF ADVANCED LEGAL RESEARCH 

THE TONGUE AND THE TRIGGER: ONLINE WORDS AND LEGAL 

ECHOES 

- Aman Sonkar1 

Abstract: 

This paper explores the implications of the unique crisis that digital platforms pose to the 

intersection of online speech and law in India. It examines the challenge of finding a balance 

between freedom of expression and the regulation of harmful content like hate speech, 

defamation, and misinformation. This analysis of constitutional provisions, case law“Shreya 

Singhal v. Union of India” and statutory framework critiques the existing legal approaches, 

and basically calls for better definitions, judicial oversight and transparency in content 

moderation practices. Readers are introduced to ethical concerns, including chilling effects, 

but also the individual vs. state rights struggle. Ultimately, the paper concludes by calling for 

a rights-based framework for the regulation of online speech, one that balances governmental 

accountability with the protection of free expression. 
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1 Introduction 

Words, in the Information Age, could not be contained by a pen and paper; they flew on the 

wings of the internet, rowing inundating shores while changing minds in real-time, 

redirecting the tides of public opinion like never before. With the advent of the internet and 

the rise of social media, the ability to express views has been handed to nearly anyone who 

wishes to do so, initiating public conversations more effortlessly than ever before. Though 

the expansion of the public sphere has improved availability of information and advocacy for 

the previously marginalized, it has also increased misinformation, online abuse, hate speech, 
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and defamatory content. Language, previously a tool for persuading others, can more often be 

a weapon—with effects that resound not only socially, but legally. 

Speech on the Internet exists in the very murky intersection between freedom and legality. 

On the one side it embodies the very heart of democratic liberties, more so its fundamental 

right of free speech and expression. Conversely, it is also a challenge for legal systems 

tackling emerging forms of harm, including cyber defamation, hate speech, and incitement to 

violence, sometimes in near real time. For courts, the challenge is to adapt to a quickly 

changing digital landscape while upholding constitutional ideals and safeguarding societal 

harmony. The Indian judiciary and legislature have especially had to define the limits 

between permissible vs. content that crosses the line into illegality in cyberspace.2 

Why is this inquiry important…now? But with a new ascendancy of online speech, the 

implications of law must be reckoned by not merely lawyers and judges, but civil society 

actors, tech companies, and citizens. Tweet, meme and posts then become triggers for 

multiplying, ballooning criminal complaints, thus raising deep concerns of state overreach, 

abuse of law and chilling effect on exercise of right to expression.3 At the same time, we have 

to make sure that those who use the digital space to inflict harm in the real world, by 

spreading misinformation, inciting communities against each other, or conducting targeted 

harassment, are held accountable too.4 

The goal of this paper is to examine the law, ethics, and constitutionality of online speech in 

India. It assesses the sufficiency of laws in place, examines important judgements, and 

contemplates the intermediary regulatory function. It also takes a comparative turn, looking at 

how other jurisdictions have handled regulation of problematic content online. In doing so, 

the paper aims to analyse whether the law in India maintains a proper balance between 

freedom of expression and harm caused by unregulated online speech. 

On the methodology, doctrinal and analytical. It draws upon statutory provisions, 

constitutional interpretation, landmark and contemporary judgements and secondary 

                                                             
2Prashant Iyengar, Free Speech on the Internet in India: Trends in Regulation and Realpolitik, 14 NUJS L. Rev. 

45 (2021). 
3Apar Gupta, "Chilling Effect of Criminal Law on Online Speech in India", 10 Indian J. Const. L. 112 (2019). 
4Chinmayi Arun, "Hate Speech and the Internet in India", in Hate Speech and Democratic Citizenship (Maitra 

and McGowan eds., Oxford University Press, 2020) 231. 
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literature germane loi. This paper will be divided into nine sections: (i) this introduction;( ii) a 

conceptual framework of speech and harm; (iii) an examination of the Indian legal 

framework; (iv) an in-depth analysis of case law; (v) thematic discussions on defamation and 

hate speech; (vi) the role of intermediaries; (vii) international comparisons; (viii) ethical 

considerations; and (ix) conclusions and recommendations for reform. 

2 Conceptual Framework: Speech, Harm, and Responsibility 

We Will Defend free speech — the foundation of any democratic order It lets people state 

opinions, dissenting views, and engage in public dialogue. While the right to free speech is 

defined clearly, the ever-growing presence of technology has caused the line between 

detrimental and acceptable speech to be blurred, resulting in a colossal challenge for both 

legal and ethical frameworks. Freedom of expression is a pillar of constitutional democracies, 

but it is not absolute—especially where speech undermines the rights, dignity or safety of 

others.5Proscribing speech as harmful vs as free is reliant on a distinction between intention, 

impact and context. The difference is that free speech can be provocative, critical, or 

antagonistic; harmful speech is meant to demean, incite violence, or terrorize. Criticism of 

government policies, for example, is protected speech; incitement to violence or hate speech 

against particular communities is not6 in online spaces, where much content is rapidly 

circulated without editorial filters and therefore often misinterpreted or misused.The harm 

principle as defined by John Stuart Mill speaks to this philosophically. According to Mill, the 

only justification for limiting individual liberty is that it ought not to be limited unless it is 

for the sake of preventing harm to others.7 "the only purpose for which power can be justly 

exercised over any member of a civilized community... is to prevent harm to others." But the 

point at which we appeal to notions of 'harm' (and define the meaning of 'harm') can be quite 

contentious in the digital space. Is the psychological distress from online trolling injury? 

What about hoax that makes people mad goat?8 Whereas Mill conceived of minimal 

circumstances in which speech could be restricted, modern systems view speech as both a 

right and a privilege to be extended or limited based on a sliding scale of factors including 

                                                             
5Gautam Bhatia, Offend, Shock, or Disturb: Free Speech Under the Indian Constitution (Oxford University 

Press, 2016) 45. 
6Lawrence Liang, “Hate Speech and the Constitution,” 6 Indian J. Const. L. 1 (2012). 
7J.S. Mill, On Liberty (1859) Ch. IV. 
8Vasuki Nesiah, “Speech, Harm, and the Politics of Silence,” 15 Yale J.L. & Feminism 150 (2003). 
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protection of public order, national security, and, social harmony.The classical model of 

communication gets complicated with a digital context. Speech occurred in localized spaces, 

where it could be tracked and molded by community norms, in the old ways. Then there is 

digital speech of today, with untraceability, exponential spread and amplification. Faceless 

users can post legitimate hate or provoke people without suffering. In minutes, a post, meme, 

or video can go viral, spreading its power and damage across millions of people. Further, the 

algorithms of Twitter, Facebook, and YouTube reward engagement over accuracy, giving 

preference to alarmist or divisive content.9 Online speech also differs in that speed and 

visibility are always at work; thus, it is uniquely able to catalyze mass reactions, mob 

behavior, or psychological abuse.Their evolution from a relatively benign, dispersed public 

space has turned them into new-age public spheres, where what now resembles digital 

democracy often takes form, where protest is organized, and new political movements roost 

and broil. But scrutiny of their neutrality is growing. These are not passive pipes but actual 

curators with their own community guidelines and algorithms that promote some kinds of 

content over others.10 Those corporations play a key role in moderating—and at times 

censoring—speech, which raises questions about corporate censorship, transparency, and 

uneven application of standards.11Are these platforms simply private companies with terms of 

service, or do they have quasi-public obligations because of their role in today's speech? 

Therefore, we need to understand the nature of speech in the digital age. The content of 

speech is not the sole determinant of potential danger —legislative frameworks need 

consideration of context, medium, and amplification. There is nothing more sacred than free 

speech, but that always needs to be weighed against the common good of protecting the 

people from harm, promoting civil discourse and upholding the values of the constitution. 

3 Legal Framework Governing Online Speech in India 

 

3.1 Constitutional Provisions 

                                                             
9Tarleton Gillespie, Custodians of the Internet: Platforms, Content Moderation, and the Hidden Decisions That 

Shape Social Media (Yale University Press, 2018) 31. 
10Jack Balkin, “Free Speech in the Algorithmic Society,” 51 UC Davis L. Rev. 1149 (2018). 
11Chinmayi Arun, “Facebook’s Faces: The Ethics of Content Moderation on Social Media Platforms,” 12 Soc. 

Media + Soc. 1 (2020). 
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The Constitution of India Article 19(1)(a) provides for freedom of speech and expression to 

all citizens, and it is the bedrock of online speech regulation in India. This basic right 

includes the right to communicate and express oneself in any form, orally, in writing or 

symbolically and even by digital or electronic means.12 This provision has consistently been 

interpreted broadly by the judiciary, which recognizes that freedom of expression means the 

right to receive and impart information freely, including online.13 

Nevertheless, there are limits to this freedom. Article 19(2) grants the State the power to 

impose reasonable restrictions on the exercise of this right in the interest of : 

a) sovereignty and integrity of India; 

b) security of the State; 

c) friendly relations with foreign States; 

d) public order; 

e) decency or morality; 

f) contempt of court; 

g) defamation; or 

h) incitement to an offence.14 

Reasonableness has been an area of judicial scrutiny, weighing individual freedoms vs 

societal interests.15 In this digitally agnostic world, courts must not only look at the content 

of speech, but how that speech is delivered and the unique pervasive and destructive features 

it might resemble. 

3.2 Statutory Framework 

The Information Technology Act, 2000 (IT Act) deals with electronic communications and 

lays a statutory framework for the regulation of online speech. Section 66A, which 

prohibited the sending of offensive or menacing messages through communication services 

                                                             
12M.P. Jain, Indian Constitutional Law (7th edn, LexisNexis 2017) 1161. 
13Secretary, Ministry of I&B v. Cricket Association of Bengal, AIR 1995 SC 1236. 
14Constitution of India, Art. 19(2). 
15Modern Dental College and Research Centre v. State of Madhya Pradesh, (2016) 7 SCC 353. 
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was one of the most controversial provisions of the Act.16 But “Shreya Singhal v. Union of 

India” declared the provision unconstitutional.17 

The Supreme Court struck down Section 66A in Shreya Singhal on the ground that it was 

vague and, therefore, arbitrary, and that it did not pass the test of reasonableness under 

Article 19(2) and, therefore, violated the right of free speech guaranteed under “Article 

19(1)(a) [Shreya Singhal v. Union of India, (2015) 5 SCC 1]”. The Court held that "the line 

is drawn between advocacy, discussion and incitement, and no law can touch incitement to 

imminent violence" This judgment has since become a key measure in the jurisprudence of 

online speech. 

Even after the demise of Section 66A, online speech has remained subject to regulation under 

other provisions of the Indian Penal Code (IPC), 1860—many of them predate the Internet 

but are being repurposed with alarming frequency in respect to it: 

a) Section 153A also makes it a crime to promote enmity between different groups on 

the ground of religion, race or language. 

b) Blocking Section 295A — For light offences to outrage religious feelings 

intentionally with words, utterances, or sounds. 

c) The offense of criminal defamation is defined in section 499 and its punishment in 

500. 

d) Section 505 pertains to statements causing public mischief.18 

Such provisions are widely used in cases of communal hate speech, online trolling, religious 

insult and slander on social media. But others have expressed concern that the wide-ranging 

and vague language of the acts could lead to abuse, or may act as a deterrent to legitimate 

expression.19 

3.3 Guidelines and Rules 2021 

                                                             
16Information Technology Act, 2000, s. 66A (since struck down). 
17Shreya Singhal v. Union of India, AIR 2015 SC 1523. 
18Indian Penal Code, 1860, ss. 153A, 295A, 499, 505 
19Alok Prasanna Kumar, “Criminal Defamation and Chilling Effect on Free Speech in India,” 8 NUJS L. Rev. 

455 (2015). 
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One such regulatory development of significance is in the form of the Information 

Technology (Intermediary Guidelines and Digital Media Ethics Code) Rules, 2021. The rules 

create a hierarchical regime of responsibilities for intermediaries — for example, Facebook, 

Twitter and WhatsApp — so that harmful content can be held to account and traced better.20 

Key capabilities include: 

a) A grievance redressal mechanism. 

b) Voluntary verification of users. 

c) Identification of the “first originator” of information for significant social media 

intermediaries. 

d) A takedown mechanism for content flagged by users or government authorities. 

The government will say these rules are meant to tackle fake news, child porn, and hate 

speech, but opponents will say they open the door to executive overreach, whittle away at 

end-to-end encryption and undermine user privacy.21 The platforms such as WhatsApp have 

challenged this in the courts stating this violates the right to privacy under the Puttaswamy 

judgment.22 The provisions also provide for a system for press regulation, through a body to 

oversee digital news media, which has also raised fears of censorship and state control over 

the content of news media.23 

3.4 Point of Comparison: US First Amendment and Indian System 

A closer examination shows a basic difference in Indian and American constitutional 

attitudes about speech. The First Amendment of the U.S. Constitution states that “Congress 

shall make no law… abridging the freedom of speech,” giving near-ironclad protection to 

expressions of free speech.24 U.S. jurisprudence tends to generally permit even hate speech 

and derogatory or critical expression unless it incites a currently dangerous act, as 

established by the popularly inverted statement of disdain in “Brandenburg v. Ohio.”25 

                                                             
20Information Technology (Intermediary Guidelines and Digital Media Ethics Code) Rules, 2021. 
21Ujwala Uppaluri, “Tracing the First Originator: WhatsApp and the IT Rules,” 13 Indian J.L. & Tech. 142 

(2021). 
22K.S. Puttaswamy v. Union of India, (2017) 10 SCC 1. 
23Apar Gupta, “Digital Censorship and Press Freedom under the IT Rules,” 10 Indian Const. L. Rev. 97 (2022). 
24U.S. Constitution, Amendment I. 
25Brandenburg v. Ohio, 395 U.S. 444 (1969). 
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On the other hand, speech in Indian constitutional law is essentially communitarian, as it 

exists too much subordinated to the needs of society and is required to abide with the 

limitations of Article 19(2).26 Indian courts have upheld the State's discretion to restrict 

speech in the interest of public order and maintaining social harmony to be even more 

relevant in a pluralist society like India wherein religion and ethnicity mix inextricably.27 

One finds this divergence in the approach that the two countries take towards hate speech and 

sedition laws. The U.S. has pushed back against government regulated hate speech unless it 

is directly harmful while in India, courts have upheld hate speech restrictions in the name of 

communal harmony and safety.28 Note that, as another example, Sedition law (Section 124A 

IPC) survives in India but has been unconstitutional in the United States for long.29The 

Indian framework thus lays down the emphasis on reasonable restrictions and public interest; 

whereas the U.S. model celebrates freedom of individuals and a marketplace of ideas. The 

legal framework in India is still settling down as the courts grapple with these challenges and 

laws are reformed accordingly. 

4 Case Law Analysis: How Courts Interpret Online Speech 

Introduction: The Role of the Indian Judiciary in the Online Speech Debate Courts have 

notably shaped the contours of free expression law in cyberspace by passing judgments on 

constitutional validity, criminality, and digital rights. This part analyzes the most important 

conclusions and also issues in court making decisions on the one hand advancing platform 

expression as well as on the various other carefully restricting it. 

4.1 Landmark Judgments 

4.1.1 “Shreya Singhal v Union of India (2015)” 

Abstract: This passing acquaints a defining moment as far as online discourse direction in 

India. The constitutionality of Section 66A of the Information Technology Act, 2000, which 

made sending offensive, annoying or inconvenient messages via electronic means an offense, 

                                                             
26Rajeev Dhavan, “On the Law of Hate Speech in India,” 14 SCC J. 51 (2012). 
27Pravasi Bhalai Sangathan v. Union of India, (2014) 11 SCC 477. 
28Amish Devgan v. Union of India, (2021) 1 SCC 1. 
29Whitney v. California, 274 U.S. 357 (1927) (partially overruled in Brandenburg). 
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was challenged in this case.30 It received considerable condemnation for its ambiguity and 

abuse to silence opposing voices.In 2015, the apex court declared Section 66A 

unconstitutional on the ground that it violates Article 19(1)(a).31 The Court stressed the 

importance of distinguishing between “discussion”, “advocacy” and “incitement”; and 

allowed the restriction under Article 19(2) “to the condition of incitement to violence, or 

public disorder”. The ruling was celebrated for protecting digital expression and for creating 

new precedent against overbroad, vague laws.However even if the judgement has been made, 

in practical terms police continues to invoke Section 66A, which means there is a disconnect 

between judgement and on the ground implementation.32 

4.1.2 “Aman Kumar v. State of Haryana (2022)”  

One such example during this term was the one from the Punjab and Haryana High Court on 

hate speech against religious groups on social media.33 The petitioner had published content 

on Facebook that was denigrating in nature and had inflamed communal enmities.The Court 

did not quash the FIR, holding that freedom of expression cannot be claimed in relation to 

hate speech affecting public order. Referencing to Sections 153A and 295A of the IPC, the 

Court observed that a free ticket cannot be issued for working of digital platforms to convey 

the message of divisive content.The judgment is in consonance with the constitutional ethos, 

but in the alternative, it seems to allow enough scope for subjective interpretation of what 

constitutes hate speech by the judiciary. Without specific statutory constructs, these types of 

cases have the potential to punish unpopular but lawful points of view without violence. 

4.1.3  “Subramanian Swamy v. Union of India (2016)” 

The constitutionality of criminal defamation (Sections 499–500 IPC) was challenged in this 

case as being violative of the right to free speech.34 Dr Subramanian Swamy contended that 

these provisions placed an unacceptable burden on the freedom of speech, especially in the 

political domain.Supreme Court Criminal Defamation is A Valid Law, Since Reputation is a 

                                                             
30Shreya Singhal v. Union of India, AIR 2015 SC 1523. 
31Ibid at 1525. 
32Internet Freedom Foundation, “Section 66A Lives On: A Zombie Provision,” (2021) 

https://internetfreedom.in/66a-zombie-provision 
33Aman Kumar v. State of Haryana, 2022 SCC OnLine P&H 1053. 
34Subramanian Swamy v. Union of India, (2016) 7 SCC 221. 
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part of Article 21 (Right to Life & Personal Liberty)35 It held: the right to free speech does 

not reach into the territory of violating another's dignity; criminal sanctions are a valid state 

interest to remedy the harms of reputation.36This ruling drew considerable criticism for its 

prioritization of reputation over expression and the threat it posed to chilling journalistic and 

political discourse, particularly on the Internet.37 

4.1.4 “F.M. Shirin R.K. v. State of Kerala641 (2019)” 

In this progressive ruling, the Kerala High Court held that a right to the internet constitutes a 

part of the right to education and right to privacy.38 The petitioner, a female student, was 

expelled from a hostel because she refused to shun mobile phone usage at night.Reasoning 

that the right to internet access is an essential part of the modern academic and social life, the 

Court found a deprivation of this right would constitute a violation to Article 21. This case 

prepared the ground for subsequent constitutional examination in Anuradha Bhasin v. Union 

of India in which the SC held that the internet is integral both to free speech and 

commerce.39The case of Faheema Shirin is vital to establishing the correct positive rights-

based approach, as living in the 21st Century means digital access is not a luxury, it is a 

prerequisite of enjoying basic rights. 

4.2 Emerging Judicial Trends 

4.2.1 Balancing rights and security 

The Indian judiciary, to an increasing extent, has to perform the balancing act of reconciling 

individual freedoms with the needs of national security and public order, particularly in the 

digital sphere. “The Supreme Court in Anuradha Bhasin v. Union of India further observed 

that even if the imposition of restrictions on internet services is permissible, they must be 

guided by the principles of reasonableness, necessity and proportionality.” The case emerged 

from the erstwhile suspension of internet in jammu and kashmir and posed crucial questions 

of the proportionality of executive action against fundamental rights.Likewise, even while 

dealing with speech relating to terrorism, courts have tended to err more on the side of 

                                                             
35Ibid at para 175. 
36Ibid at para 178–79. 
37Gautam Bhatia, “Speech, Defamation, and the Constitution,” 7 NUJS L. Rev. 349 (2016). 
38Faheema Shirin R.K. v. State of Kerala, 2019 SCC OnLine Ker 3156. 
39Anuradha Bhasin v. Union of India, (2020) 3 SCC 637. 
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protecting national interest but have warned against the indiscriminate use of the overbroad 

provisions of draconian laws such as “The Unlawful Activities (Prevention) Act (UAPA).”40 

This developing jurisprudence would signal a cautious but evolving approach by courts 

when it comes to situating online speech as a subject in the context of broader security 

concerns. 

4.2.2 Chilling Effects and Ambiguous Readings 

One of the key overarching concerns in the free speech jurisprudence of India is the absence 

of clear statutory standards, which further results in vague and indefinable judicial 

interpretations. With the use of vague provisions like “section 124A (sedition), 295A 

(religious offence) and 153A (communal disharmony)” that have often been misused against 

online users, journalists and activists) traced back to a statute, a set of fundamental rights 

contained in the Constitution, the amendment raises constitutional questions relating to the 

extent to which the State can regulate these rights.41This is a concern that courts have 

sometimes recognized. In Shreya Singhal, the Court had specifically cautioned against the 

chilling effect of vague laws.42 But lower courts have allowed FIRs and other custodial 

actions against digital speech in comparatively cavalier fashion in many of the same high-

profile cases.Worse, self-censorship is on the rise, driven by worries over the law. This trend 

has stifled dissent, particularly regarding socio-political discourse in cyberspace. Worsening 

this is executive overreach and the inconsistency of the judiciary itself, which has only 

amplified the uncertainty and deterrence effect on expression. 

Indian courts have been a prominent voice in the development of the basic principles for 

online speech regulation. If decisions like Shreya Singhal and Faheema Shirin demonstrate an 

orientation that is protective of rights, it is ironic that other decisions exhibit judicial 

conservatism by placing a greater emphasis on collective rather than individual interests, as 

is the case in Subramanian Swamy. Some new case law seems to suggest a more nuanced 

balancing of liberty and order, and the specific challenges that may arise in the digital space. 

Moving forward, a more uniform, rights-serving standard, with tighter statutory definitions, 

                                                             
40Devangana Kalita v. State (NCT of Delhi), 2021 SCC OnLine Del 2376. 
41Alok Prasanna Kumar, “Vagueness and Overbreadth in Speech Laws,” 9 Indian J. Const. L. 101 (2020). 
42Shreya Singhal v. Union of India, AIR 2015 SC 1523 at 1532. 
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and enlivened judicial standards, will be essential to the constitutional protection of online 

speech. 

5 Online Defamation, Hate Speech & Misinformation 

Digital platforms: The rise of near-frictionless communication brought both great equality 

and also great peril. In particular, online defamation, hate speech, and misinformation are 

significant threats in the information ecosystem that weaken the limits of Article 19(1)(a) 

and erosion freedoms of expression in India. The absence of precise definitions — legal and 

otherwise — complicates legal intervention, especially when speech is on the borders of 

satire, criticism, or political dissent.43 

5.1 Digital Defamation 

5.1.1 Type and Extent of Online Defamation 

Digital defamation is any false and negative statement that is made online by way of social 

media, emails, blogs, or websites which impugns the good name or reputation of an 

individual. As a virus, it multiplies harm; as digital content swells, an online dossier is 

readily available to perpetuate the harm. The Indian Penal Code (IPC) deals with civil wrong 

of defamation in addition to criminal offence of defamation.44In “Shreya Singhal v. Union of 

India,” the Supreme Court recognised that online speech as far greater potential for harm 

based on its reach and permanence, and thus the potential for greater weight accompanying 

legal scrutiny. Digital platforms have been instrumental in disseminating memes, morphed 

pictures or parody videos against individuals and institutions.45 In Tata Sons Ltd. v. 

Greenpeace International, the “Delhi High Court protected the right to parody, another 

dimension of free speech that the judiciary has approached with heightened caution.”46 

5.1.2 Intent and Public Interest Play a Role 

Whether a statement constitutes an actionable defamation or a protected fair comment 

depends on the intent of the writer (or to be precise, whether the writer has a bad intent). The 

                                                             
43Shreya Singhal v. Union of India, AIR 2015 SC 1523 at 1529. 
44Indian Penal Code, 1860, ss. 499–500. 
45Shreya Singhal v. Union of India, AIR 2015 SC 1523 at 1533. 
46 Tata Sons Ltd. v. Greenpeace International, 2011 SCC OnLine Del 4665. 
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exceptions to Section 499 IPC include statements made in the public interest, journalistic 

investigation, and whistleblowing. The argument was whether political speeches can amount 

to malicious defamation given the defence of public interest in the case of Arun Jaitley v. 

Arvind Kejriwal.47 Courts have held that the purpose of defamation law cannot be misused to 

stifle criticism and suppress dissent.48The criminalization of defamation, however, is still a 

matter of debate. Proponents of free speech have long argued that provisions to punish 

defamation are more often misused by powerful people and organizations to silence 

legitimate criticism.49 These provisions were upheld as constitutional by the Supreme Court 

in Subramanian Swamy v. Union of India; the Court explicitly noted that the right to 

reputation must yield room for freedom of speech.50 

5.2 Hate Speech 

5.2.1 Definitions and Grey Areas 

Indian jurisprudence allows reasonable restrictions under Article 19(2) as opposed to the 

well-established broad First Amendment protection of hate speech in the U.S. It is, broadly 

defined, speech that attacks, threatens, or discriminates against a person or group based on 

race, religion, caste, sex or ethnicity But India does not have a proper statutory definition, 

resulting in judicial overreach and inconsistency. Amendments to define hate speech were 

proposed through Sections 153C and 505A IPC in the 267th Law Commission Report (2017) 

which have not yet been enacted.51 Today courts depend on clauses like 153A (stirring 

hostility), 295A (disturbing strict emotions), 505 (provocation), and 124A (treason).52 In 

Pravasi Bhalai Sangathan v. Union of India, the Supreme Court refused to lay down 

guidelines on hate speech citing the absence of clarity from the legislature.53 

5.2.2 Section 498A Legal Occupation Rights as Natural Sediant Laws 

Communal violence and social unrest has quite literally followed hate speech. In 2020 Delhi 

riots, the probe agencies had identified content hosted on digital platforms, including fake 

                                                             
47Arun Jaitley v. Arvind Kejriwal, CS(OS) 84/2016, Delhi High Court. 
48Gautam Bhatia, “Criminal Defamation: A Free Speech Perspective,” 2 Indian Const. L. Rev. 45 (2017). 
49Subramanian Swamy v. Union of India, (2016) 7 SCC 221. 
50Siddharth Narrain, “Hate Speech, Hurt Sentiment and the (Im)Possibility of Free Speech,” 50(18) EPW 89 

(2015). 
51Law Commission of India, Report No. 267 on Hate Speech (March 2017). 
52Indian Penal Code, 1860, ss. 153A, 295A, 505, 124A. 
53Pravasi Bhalai Sangathan v. Union of India, (2014) 11 SCC 477. 
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videos and hate speech, as one of the primary reasons of incitement of violence. It is common 

for law enforcement to invoke sedition (Section 124A IPC) or UAPA in such cases, and 

courts have interceded in some instances against vague or politically motivated 

accusations.54Even political expression and satire, which are protected under Article 19(1)(a) 

of the Constitution, can lead to prosecution for posting hostility against religious groups or 

communities: See Aman Kumar v. State of Haryana.55 Also that56 further underlines the 

struggle to not only limit hate but not allow that to destroy one of the core elements of 

democracy — conversation. 

5.3 Fake News and Disinformation 

5.3.1 Involvement in Violent Protests and Riots 

False information, usually spread through WhatsApp or Facebook, has led to mob lynchings 

and mob panic. False messages about child kidnappers compiled by edited text messages in 

2018 resulted in mob lynchings in states like Jharkhand and Maharashtra.57 In Tehseen 

Poonawalla v. Union of India, the Supreme Court gave directions to implement preventive 

actions by appointing nodal officers and taking down content.58To curb the spread of false 

content, social media firms imposed forwarding limits, the use of warning labels, and fact-

checking functions on their Web sites. Nonetheless, these are still tools of voluntary self-

regulation that are often not sufficient to counter organized disinformation efforts.59 

5.3.2 Deepfakes & AI Content – Legal Issues to Come 

Deepfake technology — the ability to easily create hyper-realistic video or audio tracks that 

even experts cannot tell from the real thing — is one of the more ominous emergent potential 

threats out there. These can then be utilized to imitate politicians, sway elections, or create 

illicit pornography without consent, presenting a myriad of legal and moral 

complexities.60There is no existing legislation in India for deepfakes The I.T Act, 2000 and 

the Intermediary Rules (2021) have given partial respite, quite onus on the platforms to take 

                                                             
54Scroll Staff, “Delhi Riots: How Fake Videos Incited Violence,” Scroll.in, 27 Feb. 2020. 
55Aman Kumar v. State of Haryana, 2020 SCC OnLine P&H 1092. 
56Gautam Bhatia, “Free Speech and Sedition in the Digital Age,” 8 ICLR 104 (2021). 
57BBC News, “WhatsApp Rumours Spark India Lynchings,” 17 July 2018. 
58Tehseen S. Poonawalla v. Union of India, (2018) 9 SCC 501. 
59Information Technology (Intermediary Guidelines and Digital Media Ethics Code) Rules, 2021. 
60D. Sengupta, “Deepfakes and India’s Legal Vacuum,” 6 JIPITEC 103 (2023). 
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down harmful content. Proving intent and originThis is why it is nearly impossible to 

prosecute cases of AI-generated material since the inability to directly tie human actors to 

the materialcriminal control and accountability for AI-generated material is poorly 

defined.61Responses from other parts of the globe — an important example being that of the 

EU and the proposed AI Act — can provide useful templates for India to follow on aspects of 

algorithmic transparency and liability regimes.62 Basically, the course of legal reform could 

reflect the technological progress to avoid excessive regulation and ensure legal protection. 

Defamation, Hate Speech and Misinformation online: A new realm of jurisprudence in India 

Courts have struggled with the tension between intent, public interest, and harm, but there is 

still no statute that clearly defines which of these principles takes precedence. The laws on 

criminal defamation and hate speech lend themselves to abuse, while governing guidelines on 

disinformation remain rudimentary. Striking the right balance between clarity legislated for, 

caution exercised in courts, responsibility owned by platforms answerable to all, and 

knowledge spread amongst the masses that will further shield or balance free speech and 

democratic order is a need of the hour in a digital age. 

6 Role of Intermediaries and Content Moderation 

Rise of social media platforms, messaging services, and online intermediaries that enable 

dissemination of content has become the predominant feature of the digital ecosystem in 

India. As such, liability, accountability, and content moderation questions have emerged as 

central legal issues. The current framework balances free speech, platform control, and 

government supervision amid disinformation, hate speech, and online harms. 

6.1 Responsibility of Social Media Platforms Under Indian Law 

Intermediaries who are recipients of rules framed by the Information Technology Act, 2000, 

social media platforms including Facebook (now known as Meta), Twitter (now known as 

X), WhatsApp, Instagram, and YouTube fall under such a framework. They must take due 

                                                             
61IT Act, 2000, s. 79; IT Rules, 2021. 
62European Commission, Proposal for Artificial Intelligence Act, COM(2021) 206 final. 
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care to expunge illegal material as soon as notified to do so by competent authorities or 

courts.63 

Appointment under the IT (Intermediary Guidelines and Digital Media Ethics Code) Rules 

a) An Grievance Redressal Officer 

b) A Senior Vice President and Chief Compliance Officer, and 

c) A Contact Person in the Nodal role, all from India.64 

In addition, they must release transparency reports each month and adhere to takedown 

requests in a specified time limit. They strengthen accountability, but also raise concerns of 

censorship and regulatory overreach, particularly in politically sensitive cases. 

6.2 Intermediary Liability – Safe Harbour under the Section 79 of the IT Act 

That privilege takes the form of a “safe harbour” found in Section 79 of the IT Act, which 

offers intermediaries immunity from the liability for user-generated content, as long as they 

fulfil a facilitator role without initiating, modifying, or selecting that content.65 But it comes 

with an immunity only if intermediaries serve as per the government orders and have no 

knowledge on having illegal content on it. In the recent case of “Shreya Singhal v. Union of 

India, the Supreme Court held that intermediaries need to take down only pursuant to a court 

order or government order and not proactively as it will not only create a chilling effect on 

free speech but also impose impractical duties of monitoring.”66 It reaffirmed that the safe 

harbour should be read restrictively to protect user rights and intermediary autonomy. 

That said the post-2021 IT Rules have further blurred the thin line between platform 

neutrality and editorial responsibility of the platform, especially those which are categorized 

as significant social media intermediaries or SSMIs — having more than 50 lakh users.67As 

their responsibilities have expanded, they have effectively placed themselves in a quasi-

editorial function, potentially undermining their legal protections under Section 79. 

                                                             
63Information Technology Act, 2000, s. 79. 
64Information Technology (Intermediary Guidelines and Digital Media Ethics Code) Rules, 2021, r. 4(1). 
65Information Technology Act, 2000, s. 79(1). 
66Shreya Singhal v. Union of India, AIR 2015 SC 1523 at 1546. 
67IT Rules, 2021, r. 2(v). 
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6.3 New IT Rules (2021) and Their Effect on Regulating Content  

The 2021 IT Rules are a view on proactive moderation. Rule 4(4) requires the use of 

automated tools for detection of pornographic or child sexual abuse material. In a related 

order, under rule 3(1)(d) platforms are required to take down content within 36 hours of a 

complaint or order.68The most consequential aspect of Rule 4(2), however, is the imposition 

of traceability requirements on messaging apps like WhatsApp to reveal the “first originator” 

of the message flagged by law enforcement at 2023 This has “resulted in several 

constitutional challenges citing a violation of the right to privacy judicially recognised in 

K.S. Puttaswamy v. Union of India.”69 The traceability rule has been challenged by 

WhatsApp in the Delhi High Court.70The government defends these measures, often, as 

necessary with respect to national security and public order, but the critics claim they enable 

mass surveillance, data breaches and political abuse.71 

6.4 Accountability vs. Overregulation And Related Case Studies  

However, the message is quintessentially Indian, reflecting, as it does, the legal regime 

elsewhere while also signalling certain home-grown constitutional and political priorities. 

Section 230 of the Communications Decency Act gives platforms the broadest protection in 

the world, whereas the DSA places a strong focus on transparency and due process.72 

We are starting to see the Indian courts step in where there has been overreach by regulators. 

The Karnataka High Court, in Twitter Inc. v. Union of India, held that platforms can contest 

takedown orders, and that any removal of content must satisfy the tests of legality, necessity 

and proportionality.73Yet, those first three flavors are imperfectly enforced in the courts. As 

content takedowns are done without any form of due process being respected, platforms have 

been accused of being biased, of arbitrary enforcement and of lack of 

grievancetransparency.74 The Supreme Court also, appropriately, has been advised to evolve 

a balance between the right to freedom of expression of those (online) fora and the 

                                                             
68Ibid., r. 3(1)(d). 
69K.S. Puttaswamy v. Union of India, (2017) 10 SCC 1. 
70WhatsApp LLC v. Union of India, WP(C) 682/2021, Delhi High Court. 
71Chinmayi Arun, “The New IT Rules and the Death of Privacy,” 56(7) EPW 12 (2021). 
72European Union, Regulation on a Single Market for Digital Services (Digital Services Act), Regulation (EU) 

2022/2065. 
73Twitter Inc. v. Union of India, 2022 SCC OnLine Kar 1359. 
74Mozilla Foundation, “Platform Transparency Reports Analysis,” Mozilla Internet Health Report (2022). 
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responsibility thereon.75To recapitulate: India is progressing — at least in its legal response 

— but a rights-respecting digital governance model remains absent. The top challenge, 

however, will be how to create enough accountability from platforms without undermining 

democratic freedoms. 

7 International Perspectives and Comparative Jurisprudence 

At the crossroads of governing online speech, there is a lot India can learn from legal 

frameworks around the globe. The insights can inform a common sense of equilibrium 

among freedom of expression, platform accountability, and user protection, as comparative 

jurisprudence has relevance for such seemingly incommensurable values. Each jurisdiction is 

different, with all shaped by their own peculiar historical, constitutional and cultural context. 

7.1 (USA) Free Speech Absolutism and the First Amendment 

The First Amendment guarantees some of the most robust free speech rights in the United 

States.76 In the landmark case of Brandenburg v. Ohio, speech can only be restricted if it 

incites "imminent lawless action."77 Much hate speech falls under free speech as well, unless 

it becomes direct incitement or a direct threat.78As a result, state regulation of online speech 

has remained minimal, taking a somewhat absolutist view. Passed into law as part of the 

Communications Decency Act of 1996, the provision protects online platforms from liability 

for third-party content, but permits them to censor in “good faith.”79 Among these, critics say 

this protection allows for disinformation and hate speech to flourish, while defenders say it is 

necessary to keep the internet open. 

7.2 Europe: Digital Services Act and Content Regulation 

Conversely, the EU takes a rights-balancing approach. The DSA, 2022 imposes a few 

obligations on digital platforms to — 

a) Remove illegal content swiftly, 

                                                             
75Supreme Court of India, Order in In Re: Prajwala Case, Suo Motu Writ (Crl.) No. 3 of 2015. 
76U.S. Const. amend. I. 
77Brandenburg v. Ohio, 395 U.S. 444 (1969). 
78R.A.V. v. City of St. Paul, 505 U.S. 377 (1992). 
79Communications Decency Act, 47 U.S.C. § 230 (1996). 
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b) Conduct risk assessments for harmful content, 

c) Ensure transparency in algorithms and takedown processes.80 

At the level of EU jurisprudence, “Glawischnig-Piesczek v. Facebook Ireland demonstrates 

that EU jurisprudence not only allows for but also compels global takedown orders for 

illegal speech.”81 While the“European Court of Human Rights ECHR” has favoured free 

speech, it is also concerned with hate speech when it comes to dignity, equality, or minority 

rights.82 

7.3 Global South: Regulating the Unregulatable, Censoring the Innocent of the Risky 

Game for Powerful  

There is a hybrid of both in countries of the Global South (Nigeria, Kenya, Pakistan, etc.). 

Such jurisdictions will espouse digital governance but in truth will enact vague, overbroad 

laws as a tool to clamp down on dissent.83 States are also controlling social media more 

nowadays; such as Nigeria banning Twitter in 2021 when the app deleted posts by the 

President or Pakistan’s Prevention of Electronic Crimes Act.84Such experiences underscore 

the difficulties in balancing regulation and censorship, and what this looks like in contexts of 

weak democratic institutions. 

7.4 Lessons for India 

India needs to find the balance between over-regulation and laissez-faire immunity. A 

middle ground that is compatible with the preservation of constitutional liberties is borrowed 

from the EU's proportionality framework. Future reforms need to be based around codifying 

judicial protections, substantive transparency obligations around content moderation, and 

harm reduction impact statements that protect dissent and chill real harm.85 

                                                             
80Regulation (EU) 2022/2065 on a Single Market for Digital Services (Digital Services Act). 
81Glawischnig-Piesczek v. Facebook Ireland Limited, Case C-18/18, [2019] ECLI:EU:C:2019:821. 
82Erbakan v. Turkey, App no. 59405/00 (ECtHR, 6 July 2006). 
83Smita Vanniyar, “Digital Authoritarianism in the Global South,” 45(1) Third World Quarterly 76 (2023). 
84David Kaye, Speech Police: The Global Struggle to Govern the Internet (Columbia Global Reports, 2019) at 

112. 
85Chinmayi Arun, “Hate Speech Laws in India: A Comparative Perspective,” in Law and Technology: Essays 

(Oxford University Press, 2022) at 245. 

https://www.ijalr.in/


VOLUME 5 | ISSUE 4                            MAY 2025                            ISSN: 2582-7340 

For general queries or to submit your research for publication, kindly email us at ijalr.editorial@gmail.com 

 
https://www.ijalr.in/ 

© 2025 International Journal of Advanced Legal Research 

8 Ethical and Policy Considerations 

How the public have started to consume information and each other between one another has 

changed the digital public sphere. However, these changes also raise serious ethical 

challenges requiring nuanced policy responses. Freedom of speech, platform regulation, and 

harm prevention present thorny dilemmas for traditional liberal frameworks and require a 

public re-calibration of rights and obligations which are no longer aligned in cyberspace. 

8.1 The Ethical Tension: Free Speech and Online Harm 

Freedom of speech is a fundamental democratic ideal, but the abuse of that freedom is a 

question of ethics in the form of hate speech, harassment or fake news.86 The harm principle 

made famous by John Stuart Mill has limitations for the networked age where harm can be 

diffuse or indirect or spread through amplification across communities.87 The tension is 

between protecting speech versus allowing this protection to come at the cost of the dignity, 

safety, and participation of marginalized communities. 

8.2 The chilling effect and fear of prosecution 

An overzealous state or vague legal terms can lead to a chilling effect on individual 

comments; after all, no one likes getting prosecuted or ostracised from the social circles.88 

The now stricken Section 66A of the IT Act for example shown how a overbroad terms 

would mute real expression.89 From an ethical standpoint, it must be balanced in a way that 

people get protection, but criticism and satire must not be muzzled, especially when it comes 

to socio-political matters. 

8.3 Education, Digital Literacy and Public Discourse 

Legal sanctions alone are insufficient to tackle online harms. If we are to practice ethical 

citizenship in this digital age, we must cultivate digital literacy, media ethical, and critical 

                                                             
86Raphael Cohen-Almagor, “Balancing Freedom of Expression and Social Responsibility on the Internet,” 6(1) 

Journal of Tech Law & Policy 1 (2001). 
87John Stuart Mill, On Liberty, ed. Currin V. Shields (Bobbs-Merrill, 1956) at 68. 
88Frederick Schauer, Fear, Risk and the First Amendment (Harvard University Press, 2006) at 87. 
89Shreya Singhal v. Union of India, (2015) 5 SCC 1. 
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thinking skills.90 Third, there should be public awareness campaigns, curricula in schools, and 

a civic dialogue about responsible online behavior and the consequences of what everyone 

says on the internet.91 

8.4 Responsibility of the State, Individual and Corporations 

Three key actors share the ethical burden: 

a) States need to balance on not over-reacting but preserving democratic norms. 

b) Accountability for ethical internet usage lies within the individual 

c) Big Tech Update the corporate social contract to use profit motives to drive 

accountability and transparency in the public interest.92 

It is a rights-based, multi-stakeholder approach that prevents any one actor from 

monopolising the narrative or enforcement. Regulatory design should be inclusive, 

consultative, and transparent—and in view of the long-term democratic health of our 

nations.93 

9 Conclusion and Suggestions for Reform 

In grappling with the changing nature of online speech, this study comes to the heart of the 

conflicting notions of free speech and that of the danger that harmful, defamatory or hateful 

content can bring. Digital platforms have irrevocably altered the public sphere by magnifying 

the potential reach of speech to levels never before imaginable — with consequences that are 

often both enormous and deeply damaging. This highlights a need to seriously consider both 

legal and ethical standards when it comes to words that are exchanged and disseminated 

online to an audience both through anonymity and virality. 

9.1 Summary of Findings 

                                                             
90UNESCO, “Media and Information Literacy: Policy and Strategy Guidelines,” 2013, available at 

https://unesdoc.unesco.org/ark:/48223/pf0000225606 
91Apar Gupta, “Digital Literacy for Democracy,” 12 NUJS L. Rev. 134 (2020). 
92Jack Balkin, “Free Speech is a Triangle,” 118(7) Colum. L. Rev. 2011 (2018). 
93Chinmayi Arun, “Rebalancing Regulation: Towards a More Inclusive Governance of Online Speech,” in Data 

Governance and Democracy in the Digital Age (Oxford University Press, 2023) at 198. 
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The Law Regulating Online Speech in India: A Review of Constitutional Framework, 

Statutory Framework and Judicial Precedents This paper looks at the law surrounding online 

speech in India, and breaks it down into an analysis of constitutional provisions, statutory 

regulations, and important case laws. The enshrinement of freedom of speech as fundamental 

right under Article 19(1)(a) of the Indian Constitution is, of course, subject to restrictions on 

free speech under Article 19(2) that are reasonable. Specific landmark judgments, like 

Shreya Singhal v. Union of India have emphasized the risks of imprecise and broad 

definitions that encroach on freedom of expression. At the same time, new challenges such 

as hate speech, disinformation and defamation require tighter, more specific regulation to 

prevent digital harm without going overboard. 

9.2 Clarity and Certainty in Interpretive Legal Developments 

The current state of the law around online speech is still muddled. For instance when it 

comes to defining hate speech, the IT Act, 2000 and related provisions are very vague. The 

law has been misused and misapplied due to vague terms and overly broad restrictions Thus, 

clear legal standards are needed to guarantee due process and to protect against capricious 

enforcement. 

9.3 Reforms — Clear Definitions, Judicial Review, and Open Moderation 

Future reforms should include the following: 

a) Clear legal definitions for hate speech, libel, and fake news to ensure that application 

is consistent and fair. 

b) Judicial oversight to enforce the implementation of content regulations in a way that 

is proportional and protects fundamental rights. 

c) Intermediaries should have transparent content moderation processes, and provide a 

clearly defined process for takedowns and user redressal mechanisms to promote 

accountability and trust. 

9.4 A Rights Based Approach to Regulating Online Speech 

Regulating Free Speech Online: It Is of the Essence to Implement a Rights-Based Approach 

The state must have recourse to regulation to avoid harm, but a balance against state 
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interference in the inalienable rights to free speech, dissent and protest must also be 

maintained. For such a regulation framework, democratic principles and transparency must 

be constitutionality. A balanced and inclusive multi-stakeholder dialogue would ensure that 

user voice and platform voice are taken into account in the legal architecture. 

9.5 Conclusion: Freedom and Responsibility in the Age of the Internet 

The India and world over has to do is to find the fine line between free speech and safety 

against online risks. With digital platforms continuing to flourish, a corresponding moral 

obligation on the part of those individuals, and the platform and the state must also adapt. A 

regulatory approach that is adaptive, transparent, and accountable as online speech evolves 

will be more responsive than one governed by a more rigid precision of the future of online 

speech, however tempting that may be to pursue after the past couple of years of debate and 

division and banning. 
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