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ABSTRACT:

Laws have a quintessential role in maintaining society's order and harmony. The most
important legal challenge of the 21st century is how to regulate the rapidly changing digital
environment. As the digital revolution has transformed networking, data exchange, and
operation efficiency, it has also exposed children to novel cyber threats such as deepfake
manipulation, encrypted crime, cross-border cybercrime, and identity fraud. This paper
through a non-doctrinal research methodology and empirical evidence examines how

legislation, cybersecurity, and law enforcement can combine to safeguard children online.

This study explores a global comparative study in digital child protection law, comparing
frameworks from the European Union's GDPR, the United States' COPPA system, Australia's
Online Safety Act, and state-regulated internet governance in Russia and China. Japan leads
the pack in Al-driven cybercrime policing. The paper presents a case study on Karnataka's
Cyber Crime Division, highlights use of Al-based forensic technology, dark web monitoring,
and blockchain tracking in the dismantling of child exploitation rings. Furthermore, this study
explores international human rights conventions, notably the UNCRC, in placing the
imperative need, internationally harmonized child protection systems, at the forefront.
Looking ahead, we require a balance of innovation and safety. With the metaverse, Al, and

data analytics on the rise, the digital landscape is transforming at lightning speed. That calls
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for regulatory response at breakneck speed—the rollout of ethical Al, child-friendly coding,
and greater control over privacy. Collective action by policymakers, tech companies,
teachers, and parents are necessary to build a safer digital world, one focused on digital
literacy, with tough online protections in place, and safeguarding children's fundamental
rights.

Key words: Al Governance, Karnataka Cyber Crime Division, Global Cyber Laws,
Predictive Policing and Metaverse Safety.

1. Introduction

1.1 Background: Digital Transformation and the Vulnerability of Children Online
The Digital Revolution in the 21st century has altered communication and social interaction,
as technological progress with developments such as artificial intelligence (Al), blockchain,
and metaverse has made existing legislation lag behind, resulting in enforcement blind
spots.Digital environment can become an unsafe space for minors,from data exploitation and
online grooming to deepfake pornography and cyberbullying.Globally, children can now
access the internet at young ages. According to a 2023 report by UNICEF, over 80% of

children in developed nations and over 50% in developing nations have access tothe internet

daily?.

1.2 Rationale: Why Children’s Digital Rights Demand Urgent Attention

The digital domain is no longer a luxury or a supplement to childhood but an integral part of
it. Children use digital tools for education, socialisation, entertainment, and self-expression.
However, the same can serve as conduits for cyber exploitation, radicalisation, and privacy
breaches. As a minor, not being an adult who can comprehend, do not understand the
implications of sharing biometric data or even, for matter, consent®. The failure to regulate

may impactchildren’s developmentand long-term well-being.We may risk fostering a

2UNICEF, The State of the World’s Children 2023: For Every Child, Every Right in the Digital Age, U.N. Doc.
E/ICEF/2023/18 (2023).

3Sonia Livingstone & John Carr, Children’s Rights in the Digital Age: A Download from Children Around the
World, LSE Policy Brief (2022).
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generation exposed to trauma, surveillance, and exploitation under the guise of connectivity

and innovation.Legal systems must evolve from reactive to anticipatory paradigms.
1.3 Research Objectives

This paper aims to provide a multi-layered legal and policy analysis that identifies both

strengths and gaps in the digital protection architecture for children. The objectives are:

To analyse the existing laws atinternational, national, and regionallevelsaddressing
child protection indigital space.

To examine role of the division of law and cybersecurity.

To find rights-based solutions to protect childrenwhich are grounded in international

human rights law.
1.4 Methodology: Non-Doctrinal and Empirical Legal Research

This study adopts a non-doctrinal (empirical and analytical) methodology. It is based on
qualitative data, case studies, global reports, cybersecurity white papers, and research

journals. Important features are:

Comparative study of global child protection legislation like European Union
(GDPR), United States (COPPA), Australia (Online Safety Act), Russia and China
(state-controlled internet management), and Japan (Al-based policing networks).

Case Study of the Karnataka Cyber Crime Division, with emphasis on the
employment of Al, dark web monitoring, and blockchain.

Treaty and Policy Analysis of international conventions like the UNCRC, the
Budapest Convention, etc.

Empirical Support by relying on official statistics from Interpol, UNICEF, UNODC,

and national cybercrime agenciesand government white papers.

The paper's scope is both descriptive, which offers global overview of legal standards, and

prescriptive, which suggests legal and technological reforms. The research also incorporates
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principles of cyber law, international law, child rights, and digital ethics to provide for

interdisciplinary basis.
2: Literature Review
2.1 Historical Evolution of Child Protection in Online Law

The idea of child protection has long been embedded in international and domestic law, but
its integration into digital law is relatively new. Globally, UNCRC was reinterpreted in 2021
by General Comment25, explicitly declaring that children's rights are equally relevant in the

online world*.

India's legal framework for cyberspace, until now, did not have a child-centric data protection
mechanism. The Information Technology Act, 2000 was the country's first cyber law which
has been amended many times, but it didn't address specifically the intricacies of minors in
the cyber space. The 2023 enactment of the Digital Personal Data Protection Act (DPDP) is
the first to legislate age-appropriate data handling regulations, such as binding parental
consent for processing children's personal data under 18 years®. Nevertheless, experts like

Nappinai contend that enforcement continues to be weak and scattered due to a shortage of

specialised child-focussed data regulation infrastructure®.

3. Global Legal Frameworks for Digital Child Protection

3.1 The United Nations Convention on the Rights of the Child (UNCRC)

The UNCRC was adopted in 1989 and ratified by 196 nations, which forms the basis of
international child rights law.The breakthrough General Comment No. 25 (2021) applies
existing rights directly to the digital world”. It claims that the rights of children to privacy
(Article 16), freedom of expression (Article 13), access to information (Article 17), education

(Article 28), and protection from any kind of violence and exploitation (Articles 19, 34, and

“UN. Comm. on the Rts. of the Child, Gen. Comment No. 25, Children’s Rights in Relation to the Digital
Environment, U.N. Doc. CRC/C/GC/25 (2021).

The Digital Personal Data Protection Act, No. 22 of 2023, Gazette of India, Aug. 11, 2023.

®N.S. Nappinai, Technology Laws Decoded (2nd ed. 2021).

"UN. Comm. on the Rts. of the Child, Gen. Comment No. 25, Children’s Rights in Relation to the Digital
Environment, U.N. Doc. CRC/C/GC/25 (2021).
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36) extend to their lives online as well®. Critics do claim though, that although they are
binding in nature, they are soft law instruments and largely rely on implementation at the

national level®.
3.2 The Budapest Convention on Cybercrime

The Council of Europe Convention on Cybercrime (2001) is the first global treaty that aims

to fight internet and computer crimes?®. Its measures are implemented in child-specific online

crimes like child pornography (Article 9), unauthorized access (Article 2), and interference
with data (Article 5).

India, though, is not a signatory to the Budapest Convention on the basis of data sovereignty
and foreign investigative jurisdiction concerns . This non-signatory status restricts India's

scope for cooperation across borders regarding cybercrimes against children.
3.3 The Need for a Harmonized Global Approach

Digital harms to children are transnational by nature, transcending national jurisdictions and
exploiting legal loopholes. For instance, a child predator in one country may use a messaging
app based in another jurisdiction to target victims globally. Hence, experts are calling for a
globally unified digital child protection framework, one that integrates principles from the
UNCRC with cybersecurity protocols, ethical Al standards, and corporate accountability

measures*?.

UNICEF has promoted a digital governance platform based on three pillars: protection
against harm, provision of access, and participation in digital life.®* The same is the 3Ps

Framework of the UNCRC - protection, provision, and participation. Calls for a Global

81d. {1 13-27.

°Aocife Nolan, Children’s Rights in the Digital Age: A Challenge for International Law, 24 Hum. Rts. L. Rev. 1,
3 (2022).

Council of Eur., Convention on Cybercrime, Nov. 23, 2001, CETS No. 185.

pavan Duggal, Cyberlaw and Cybercrime in India 112-15 (4th ed. 2020).

250nia Livingstone & John Carr, 4 Global Agenda for Children’s Rights in the Digital Age, UNICEF Office of
Research (2017).

BUNICEF, Child Rights in the Digital Age: Global Kids Online Synthesis Report (2019).
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Digital Child Protection Charter are underway and an International Children's Digital Rights

Tribunal have moved from the academic arena to conceptual stage*.
4. Comparative Analysis of National Frameworks:
4.1 European Union: General Data Protection Regulation (GDPR) and Children’s Data

Article 8 of the GDPR establishes special protection for children as vulnerable data subjects
in need of increased protection when their personal data are being processed, especially
concerning online services. Parental consent is required in processing personal data of

children under the age of 16™°.

The GDPR also requires "privacy by design™ and "privacy by default” principles, which push
platforms to collect less data and be transparent. The European Data Protection Board
(EDPB) has published advice encouraging platforms to create child-friendly interfaces and

re-enforce age-appropriate data handling policy®®.

Although it has its merits, GDPR enforcement is uneven across Member States, and most

tech platforms use geolocation filters or vague consent banners to avoid full compliance?®’.
4.2 United States: COPPA and Enforcement Gaps

It addresses protection by means of the Children's Online Privacy Protection Act (COPPA),
19988, administered by the Federal Trade Commission (FTC). COPPA mandates online
services catering to users below the age of 13 to seek parental consent prior to collecting

personal data®®.

14Jaya Bhattacharjee, Towards a Global Charter for Children’s Digital Rights, 16 Ind. I. Int’l L. Pol’y 45, 57
(2023).

Byd.

18Eur. Data Prot. Bd., Guidelines 05/2020 on Consent under Regulation 2016/679 (rev. 01), May 4, 2020.

173ef Ausloos et al., The Child and the GDPR: Legal and Institutional Design for Growing Digital Citizens, 23
Eur. L.J. 296 (2022).

18 Children's Online Privacy Protection Act of 1998, 15 U.S.C. ss 6501-6506 (2018).

¥Children’s Online Privacy Protection Act, 15 U.S.C. §§ 6501-6506 (1998).
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However, COPPA's scope is hindered by the age limit since it does not cover teenagers from
13-17 years, who are progressively using and engaging with online spaces. For example, the
FTC imposed a penalty of $170 million on YouTube in 2019 for illegal data collection by

minors?°,

Scholars have also denounced COPPA as being framed too long ago, insufficient to handle
contemporary technologies like Al profiling, deepfake dangers, and interactive metaverse
environments.?*.Recent efforts to modernize the lawlike the KIDS Act 22 and COPPA

2.0%%are stuck in legislative purgatory.
4.3 Australia: Online Safety Act 2021 and e-Safety Commissioner

Australia has led with a proactive, enforcement-focused approach via its Online Safety Act

20212* which brings together existing legislation and strengthens the role of the e-Safety

Commissioner as a coordinating regulatory body?®.The Act sets out a level of "basic online
safety expectations” for service providers and provides for a fast content removal system for
abusive, exploitative, or age-inappropriate content.Importantly, the e-Safety Commissioner's
office utilizes machine learning and forensic Al capabilities to detect child sexual abuse
content (CSAM) and assist with global platforms in takedown and investigation. 2*Though
Australia's model is credited as being both quick and transparent, critics note concerns

regarding risks to privacy and expression
4.4 Russia and China: State-Controlled Internet Governance

On the opposite end of the spectrum, Russia and China use centralized and highly censored

internet structures that exert control in the public interest of national security and morality.

20Fed. Trade Comm’n, Google and YouTube Will Pay Record $170 Million for Alleged Violations of Children’s
Privacy Law (2019).

ZDaniel Solove, Privacy and the Digital Child: Time to Reform COPPA, 103 Minn. L. Rev. 1209 (2019).

22 Kids Internet Design and Safety (KIDS) Act of 2020,

23 Children and Teens’ Online Privacy Protection Act, S. 1628, 118th Cong. (2023).

24 Online Safety Act 2023, c. 50, s. 1 (UK).

%0nline Safety Act 2021 (Cth) (Austl.).

%0ffice of the e-Safety Commissioner, Annual Report 20222023 (Austl.).

For general queries or to submit your research for publication, kindly email us at ijalr.editorial @gmail.com

https://www.ijalr.in/

© 2025 International Journal of Advanced Legal Research



https://www.ijalr.in/

VOLUME 5 | ISSUE 4 MAY 2025 ISSN: 2582-7340
Russia's Sovereign Internet Law and China's Cybersecurity Law (2017)%’both provide the
state with far-reaching powers to monitor and limit digital content, including child-directed

content®.

China has implemented age-specific content filtering, gaming limits, and real-name
verification measures designed to safeguard children?. These mechanisms are less rights-
oriented and more regulatory, as they represent authoritarian philosophies of governance.
Rights organizations have criticized these models for giving preference to state control over
empowering children and for their lack of transparency, accountability, or independent

redress®C.
4.5 Japan: Predictive Policing and Child Safety Technology

Japan embeds child protection within wider frameworks such as the Act on the Development

of an Environment that Provides Safe and Secure Internet Use for Young People (2008).

The nation has invested in Al-powered predictive policing software and blockchain based
data monitoring to track digital environments for threats to children®'. Government bodies
partner with ISPs and cybersecurity organizations to identify patterns of grooming and
CSAM distribution networks.

5. Case Study: Karnataka’s Cyber Crime Division, India:

Karnataka has become a model in India for coping with cybercrime, especially crimes

relating to sexual abuse of children via the internet®. Through an integration of far-sighted

leadership, technological investment, and intersectoral public-private coordination, the state

27 Cybersecurity Law of the People's Republic of China (promulgated by the Standing Comm. Nat'l People's
Cong., Nov. 7, 2016, effective June 1, 2017), available at https://www.gov.cn/xinwen/2016-
11/07/content 5129723.htm

28Cybersecurity Law of the People's Republic of China (2017); Russian Federal Law No. 90-FZ (2019).
29Xinhua News Agency, China Introduces Regulations to Protect Minors Online, Sept. 1, 2022.

%0Human Rights Watch, China: New Rules Tighten Online Censorship for Kids, Sept. 2022.

%1Japan Ministry of Internal Affairs and Communications, White Paper on Information and Communications in
Japan (2023).

32 Press Trust of India, Over 400% Rise in Cyber Crime Cases Committed Against Children in 2020: NCRB
Data, The Economic Times (Nov. 14, 2021),
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is creating benchmarks®. Karnataka’s approach to tackling cybercrime, especially in
protecting children demonstrates that local action supported by global thinking can make a
significant difference34. The state's combination of state-of-the-art technology, community
outreach, and public-private partnership is a good example for other regions beset with the
electronic danger threatening children nowadays.

5.1 Protecting Children from Cyber Exploitation:

The Cyber Crime Investigation Cell, is instrumental in detection and intervention of online
child abuse®. The department is very much inclined toward prevention, early identification,
and investigation of issues such as online grooming and distribution of child sexual abuse
material (CSAM).*'Trained not only in handling evidence but also in the psychological
dynamics of child offenses, officers take both a technical and trauma-informed
response8.Forensic units are now being assisted by Al technology in analysing digital
evidence faster and accurately, which includes identifying deepfakes, recovering erased data
from mobile phones, and marking patterns of digital communication that are characteristic of

abuse®. The police also began using advanced equipment’s to trace activity on the dark

web?,

3 National Renewable Energy Laboratory, Public-Private Leadership Forum (PPLF) (2015),
https://www.nrel.gov/docs/fy150sti/64335.pdf.

34 ChildFund India, Joining Hands to Tackle Online Sexual Abuse and Exploitation of Children, ChildFund
India, https://childfundindia.org/cf-media/joining-hands-to-tackle-online-sexual-abuse-and-exploitation-of-
children/ (last visited Apr. 18, 2025).

%Karnataka Government Launched the Cyber Security Policy, 2024, CyberPeace Foundation (Aug. 3, 2024),
https://www.cyberpeace.org/resources/blogs/karnataka-government-launched-the-cyber-security-policy-2024.
%  Criminal Investigation Department, Government of Karnataka, Cyber Crime Division,
https://cid.karnataka.gov.in/15/cyber-crime-division/en (last visited Apr. 18, 2025).

37 Criminal Investigation Department, Government of Karnataka, Cyber Crime Division,
https://cid.karnataka.gov.in/15/cyber-crime-division/en

% Criminal Investigation Department, Government of Karnataka, Cyber Crime Division,
https://cid.karnataka.gov.in/15/cyber-crime-division/en.

3 Australian Institute of Criminology, Artificial Intelligence and Child Sexual Abuse: A Rapid Evidence
Assessment, https://www.aic.gov.au/sites/default/files/2025-
01/ti711 artificial intelligence_and _child_sexual abuse.pdf

“0Money control (Aug. 3, 2024), https://www.moneycontrol.com/technology/in-a-first-karnataka-police-to-
deploy-ai-tools-for-fund-trail-analysis-and-dark-web-monitoring-article-12788433.html.
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Karnataka set up a state-of-the-art cybercrime training institute and research centre (CCITR)
in partnership with the Infosys Foundation®!.The facility improved domestic capability for
digital forensic analysis. The creation of regional cybercrime labs like the one at Kalaburagi
also served to decentralize investigations, increasing access to services for more rural areas

where cases are go underreported®?.

Karnataka faces several limitations, including shortage of trained officers, necessity to
constantly upgrade technology, and keeping pace with rapidly evolving strategies like Al-
generated abusive material and encrypted communications platforms*3. Additionally, finding
the proper balance between surveillance and privacy is an ethical challenge, particularly
when monitoring areas like the metaverse or encrypted apps**.Karnataka has been aided in its
success by alliances with tech companies, universities, NGOs, and international cybercrime
networks. The value of regional labs, community awareness programs, and sustained

investment in human capital and gear has also been showcased®.
6.The Role of Cybersecurity and Law Enforcement:

It requires more than good design and robust enforcement by tech firms to protect children

online*®. We must also be mindful of the ethical considerations of these technologies,

ensuring that innovation does not undermine civil liberties or trust.The response to these
issues must be coordinated real-time efforts involving cybersecurity specialists and law

enforcement officials*’.Predictive analytics is now being used to detect behavioural patterns

41Strengthening  Cybercrime Investigation Capabilities in  Karnataka, Infosys (Apr. 10, 2024),
https://www.infosys.com/newsroom/press-releases/2024/strengthening-cybercrime-investigation-capabilities-
karnataka.html.

“|nvestigation Capabilities in Karnataka, Infosys (Apr. 10, 2024), https://www.infosys.com/newsroom/press-
releases/2024/strengthening-cybercrime-investigation-capabilities-karnataka.html.

43 Rishita Khanna, Polymorphic Malware: New Headache for Karnataka Cyber Police, The New Indian Express
(Mar. 16, 2025), https://www.newindianexpress.com/thesundaystandard/2025/Mar/16/polymorphic-malware-
new-headache-for-karnataka-cyber-police-victims-lost-rs-2900-crore-in-2024.

4 International Journal of Law and Legal Jurisprudence Studies, Virtual Crime Scenes: Addressing Cybercrimes
in the Metaverse, https://ijlsi.com/wp-content/uploads/Virtual-Crime-Scenes-Addressing-Cybercrimes-in-the-
Metaverse.pdf (last visited Apr. 18, 2025).

4 Karnataka Information Technology, Biotechnology and Science & Technology Department, Cyber Security
Policy 2024 (2024), https://itbtst.karnataka.gov.in/storage/pdf-files/ITBT48ADM2021EngCABINET-GO.pd
“46\WeProtect Global Alliance, Dangerous Shifts in the Rapidly Evolving World of Online Child Sexual Abuse,
Sept. 16, 2024, https://www.weprotect.org/blog/urgent-global-action-needed-to-stop-increasing-threats-to-
children-online/.

47 Center on Privacy and Technology, The Perpetual Line-Up: Unregulated Police Face Recognition in America
(2016), https://www.perpetuallineup.org/.
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and highlight potential victims*®. These technologies allow police to target investigations and

intervene before harm increases. But it is important to apply predictive tools responsibly, with

transparency, auditingwithoutbiased or unfair profiling“. Digital forensics has emerged as a

valuable resource in tracing and prosecuting online abuse. Specialists can recover deleted
messages, trace digital footprints, and analyse metadata to build cases against perpetrators®.
Advances in artificial intelligence have made it easier to detect (CSAM)®L.

With increasing time spent by children in virtual environments, new technologies of
surveillance are being developed to safeguard them®2.These include live moderation,
computerized monitoring of avatars and interactions, and Al-powered tools trained to
recognize grooming or abuse indicators®®.Though these technologies provide necessary
protections, they also pose difficult privacy, consent, and potential overreach
issues® Whatever technology becomes available, it has to be embedded in a wider system of

education, prevention, and victim care®.

There needs to be clear ethical standards, openness regarding how surveillance is carried out,
and an independent watchdog to prevent unintended harm especially where children should

feel safest®®. This takes a few key steps:

i. Inserting Al for identifying child sexual abuse material (CSAM).

“8\eritone, Combating Human Trafficking: How Al Revolutionizes the Fight, Veritone Blog (Sept. 2024),
https://www.veritone.com/blog/ai-public-safety-human-trafficking/.

4 NAACP, Artificial Intelligence in Predictive Policing: Issue Brief, https://naacp.org/resources/artificial-
intelligence-predictive-policing-issue-brief

*0Tracking Cybercriminals: Digital Forensics Methodology Guide,
https://fidelissecurity.com/threatgeek/network-security/cybercriminal-tracking-with-digital-forensics-
methodology/

5L Internet Watch Foundation, How Al Is Being Abused to Create Child Sexual Abuse Material,
https://www.iwf.org.uk/about-us/why-we-exist/our-research/how-ai-is-being-abused-to-create-child-sexual-
abuse-imagery/

52 Laura Schelenz et al., Security for Children in the Digital Society -- A Rights-based and Research Ethics
Approach, arXiv (Aug. 24, 2023), https://arxiv.org/abs/2309.12340.

53 Jake Street et al., Enhanced Online Grooming Detection Employing Context Determination and Message-
Level Analysis, arXiv (Sept. 12, 2024), https://arxiv.org/abs/2409.07958.

5 Jake Street et al., Enhanced Online Grooming Detection Employing Context Determination and Message-
Level Analysis, arXiv (Sept. 12, 2024), https://arxiv.org/abs/2409.07958.

% David Jurgens et al., A Just and Comprehensive Strategy for Using NLP to Address Online Abuse, arXiv (June
4, 2019), https://arxiv.org/abs/1906.01738.

% Austin Shouli et al., Ethical Al for Young Digital Citizens: A Call to Action on Privacy Governance, arXiv
(Mar. 15, 2025), https://arxiv.org/abs/2503.11947.
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https://www.iwf.org.uk/about-us/why-we-exist/our-research/how-ai-is-being-abused-to-create-child-sexual-abuse-imagery/
https://www.iwf.org.uk/about-us/why-we-exist/our-research/how-ai-is-being-abused-to-create-child-sexual-abuse-imagery/
https://arxiv.org/abs/2309.12340
https://arxiv.org/abs/2409.07958
https://arxiv.org/abs/2409.07958
https://arxiv.org/abs/1906.01738
https://arxiv.org/abs/2503.11947.
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ii. Establishing safer default settings and implementing barriers stop exploitation.

Iii. Maintaining transparency with users and regulators about how they handle instances of

abuse.
iv. Engaging in global data-sharing networks to track and stop offenders.

Accountability should accompany innovation, regulators should encourage companies to

meetstandards but also to lead in creating ethical, safety-focused ecosystems®’.

7. The Road Ahead: Policy, Ethics, and Innovation:

Building a safer digital future is not only about creating more innovative systems but also

about putting centre, ethics, privacy, and responsibility at the heart of innovation®e.
7.1 Ethical Al Development for Child Safety

Kids are engaging more with Al in learning apps, online games, and voice assistants. Such a
reality puts burden on developers to provide safe, transparent, and fairplatforms®.Ethical
child safety-focused Al development starts with knowing risks online such as exposure to

explicit content, manipulation, exploitation, and data abuse. Al must be programmed to

detect when it is interacting with a child and act in an age-appropriate and protective way®. It

involves content filtering, avoiding exploitative algorithms, and not coercing into revealing

personal information®?.

7.2 Child-Friendly Privacy-by-Design Standards

5 National Center for Missing & Exploited Children (NCMEC), CyberTipline Annual Report,
https://www.missingkids.org/gethelpnow/cybertipline (last visited Apr. 18, 2025).

% UNESCO, Recommendation on the FEthics of Artificial Intelligence (Nov. 2021),
https://en.wikipedia.org/wiki/Recomendaci%C3%B3n_sobre la %C3%A0tica de la_inteligencia_artificial de
la_UNESCO.

59 UNICEF, Children and Al Framework (2018),
https://www.unicef.org/innovation/sites/unicef.org.innovation/files/2018-
11/Children%20%2B%20A1%20Framework_%20Long%20Version.pdf.

SUNICEF, Executive Summary: Memorandum on Artificial Intelligence and Child Rights (2018),
https://www.unicef.org/innovation/media/10726/file/Executive_Summary%3A Memorandum_on_Artificial_Int
elligence_and_Child_Rights.pdf.

SIUNICEF, Policy Guidance on Al for Children (2021),
https://www.unicef.org/innocenti/media/1341/file/UNICEF-Global-Insight-policy-guidance-Al-children-2.0-

2021.pdf.
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https://www.unicef.org/innovation/media/10726/file/Executive_Summary%3A_Memorandum_on_Artificial_Intelligence_and_Child_Rights.pdf
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Privacy should never be an afterthought, especially for children. "Privacy by design™ is more
than a compliance with the law; it is designing a world in which children are able to discover
and learn without being tracked or profiled. Visual, iconographic, and interactive approaches

can be used to explain what becomes of their data in an engaging and understandable way.®?.

7.3 The Role of Educators, Parents, and Digital Literacy

Parentsrequire resources and assistance to assist children in traversing the online world.
Modeling healthy technology behaviours, sharing experiences with media, and encouraging

open dialogue can create significant trust and knowledge building.

Technology isn't only engineers' territory but is also seen in classrooms, houses, and general
conversation. Teachers can offer early digital literacy through instruction that prepares
students for learning about the nature of algorithms, the method behind how they are
gathering information, and analysing critical thinking online®®. These competencies are not
only important for internet navigation but also for being reflective, engaged citizens in a

technology-rich world.
7.4 Policy Recommendations for Faster Global Regulatory Responses

Technology is changing fast, and policy must keep up. Today, regulatory frameworks across
the globe are having trouble keeping up with the threats from new Al technologies.
Governments can use tools such as regulatory sandboxes ofcontrolled environments in which
technologies are tested under supervision. Another critical step is international cooperation.
We require global policies of digital child safety that work beyond national borders®*.Policies
must also encourage ethical innovation. Governments can encourage firms that focus on

ethics and child protection by offering money, public praise, or certification schemes.

%2Federal Trade Commission, Children's Online Privacy Protection Rule (Jan. 11, 2024),
https://www.federalregister.gov/documents/2024/01/11/2023-28569/childrens-online-privacy-protection-rule.
8Children and Screens, Youth and Generative Al: A Guide for Parents and Educators (Mar. 2024),
https://www.childrenandscreens.org/learn-explore/research/youth-and-generative-ai-a-guide-for-parents-and-
educators/.

B4UNICEF, Protecting Children’s Rights in Digital Environments,
https://www.unicef.org/innovation/stories/protecting-childrens-rights-in-digital-environments.
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Independent audits, transparent reporting structures, and penalties for dangerous designs are

essential to building trust within the technology our children are using®®.

Conclusion:

Al holds huge potential to make children’s lives better but subjects them to severe digital
harms. Children's safety online will involve a concerted approach with responsible Al design,
effective law enforcement, and open policymaking. Predictive technologies and digital
forensics are applied to help prevent abuse but must be used with care to prevent bias and
invasion of privacy. Innovation should never precede moral responsibility. There needs to be
a supervised, collaborative, and child-led endeavour—where technology empowers rather
than enslaves. It is only through such a rights-oriented, multi-stakeholder approach that we
can effectively safeguard and empower children in the digital world. This paper has analysed
critically global legal frameworks, compared national legal frameworks of various countries,
presented a case study on cybercrime division, forensic tools used and policy

recommendations.
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