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The goals of national security, technological progress, and individual liberties meet and 

occasionally clash in the intricate and ever-changing legal landscape that is the interplay 

between cybersecurity laws and basic rights. Data breaches, identity theft, cyber terrorism, 

and digital surveillance are serious problems in today's digital age due to people's heavy 

dependence on information and communication technologies, which has changed the way 

people communicate, do business, and engage with governments. Therefore, cybersecurity 

rules are crucial for safeguarding sensitive information, preserving confidence in digital 

infrastructure, and ensuring the safety of the nation. Problems arise, however, when 

considering the breadth and execution of such laws in relation to basic rights, such as the 

right to privacy, the right to free speech, and the right to be free from arbitrary state action. 

Protecting individuals' privacy is one of the primary goals of cybersecurity legislation. In the 

momentous decision of Justice K.S. Puttaswamy (Retd.) v. Union of India2 (2017), the right 

to privacy was acknowledged as a basic right under Article 21 of the Indian Constitution by 

the Supreme Court. The court stressed that the right to privacy includes the right to one's 

personal information. The acquisition, preservation, and manipulation of private information 

has grown substantially alongside the development of digital technology. Many cybersecurity 

measures, such as data retention policies, monitoring of online interactions, and surveillance 

mechanisms, rely on intrusive approaches that put people's privacy at risk. Under national 

cybersecurity laws such as the Information Technology Act, 2000 and regulations enacted 

thereunder, government agencies have the authority to intercept, monitor, or decode any data 

delivered via any computer resource.  In cases where it is determined that this is essential to 

safeguard public order, state security, Indian sovereignty and integrity, or national defence, it 

will be carried out. There is a risk of disproportionate or arbitrary intrusion into persons' 
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private life due to the lack of procedural safeguards, absence of judicial review, and unclear 

statutory language, even though these objectives are lawful. 

Article 19(1)(a) of the Constitution guarantees the right to free speech, which is intersected 

with cybersecurity rules. Civic engagement, online activism, and public discourse all find a 

home in the digital sphere. Cybersecurity frameworks should avoid oversimplifying concepts 

like "cyber terrorism," "objectionable content," and "fake news" because of the potential for 

their exploitation. For instance, in the case of Shreya Singhal v. Union of India3 (2015), the 

Supreme Court ruled that Section 66A of the Information Technology Act was invalid 

because it infringed upon the right to free speech. Critics said the provision was too vague 

and would lead to the arrest of people for harmless or critical social media posts, even if it 

had criminalised sending "offensive" communications through communication services. 

Reports of its ongoing abuse by law enforcement agencies have appeared even after it was 

invalidated, showing that there is still a disconnect between constitutional provisions and 

their execution in the cyber sphere. 

The concept of proportionality, a constitutional criterion for determining the validity of 

governmental action that restricts basic rights, is another area where cybersecurity legislation 

provide difficulties. Legality, need, and proportionality are the three criteria that must be met 

before any limitation on rights like privacy or expression may be considered appropriate in 

the context of cybersecurity. Unfortunately, there aren't always strong legislative or judicial 

oversight mechanisms in place to make sure cybersecurity frameworks, like India's changing 

regulations, adhere to the proportionality test. Under the guise of national security or digital 

governance, the government is increasingly using surveillance technologies like face 

recognition, biometric data collecting, and AI-based tracking. This highlights the critical need 

for open and responsible frameworks. 

Laws pertaining to cybersecurity also affect the right to remedies guaranteed by Article 32 

and Article 226 of the Constitution. People need to be able to get their rights back when 

they're violated by things like state overreach, data leaks, or unauthorised surveillance. But 

people have a hard time getting the help they need because of how government surveillance 

systems are designed, how anonymous digital actors are, and how complicated cyber 

operations are. People in India have little options when it comes to dealing with data breaches 

or misuse of personal information because the country does not have a thorough data 

protection law. The Digital Personal Data Protection Act, 2023, is a major step in the right 
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direction, but some worry that it could weaken people's right to privacy due to its provisions 

concerning government exemptions, regulatory independence, and recourse methods. 

Similar discussions concerning basic rights and cybersecurity are ongoing in several parts of 

the world. The EU's General Data Protection Regulation (GDPR) establishes stringent 

requirements for data processing, gives people access to their data, and makes data 

controllers accountable in an effort to find a middle ground between data security and 

individual rights. In numerous cases, including Digital Rights Ireland and Schrems, the 

European Court of Justice has emphasised the importance of basic rights even when it comes 

to matters of public order or national security. In these cases, the court found that mass 

surveillance measures violated the EU Charter of Fundamental Rights. Indian lawmakers 

might use these decisions as a benchmark to craft cybersecurity legislation that upholds 

fundamental rights. 

Within the framework of cybercrime legislation, forensic technology usage in criminal 

investigations is another area of concern. Digital evidence collecting highlights the inherent 

conflict between investigating cybercrime and protecting accused persons' rights, such as the 

right against self-incrimination under Article 20(3). Individuals' constitutional rights may be 

violated if they are coerced into disclosing passwords, decrypting devices, or providing 

biometric access. When it comes to cybersecurity enforcement, the courts have not yet made 

a definitive ruling on whether or not this kind of coercion breaches basic rights. 

The right to non-discrimination and equality guaranteed by Article 14 is also impacted by 

cybersecurity laws. Such legislation must not disproportionately impact certain groups or be 

applied arbitrarily. Internet shutdowns are one example of a cybersecurity strategy that 

disproportionately affects vulnerable populations by cutting them off from resources like 

education and information. Some have argued that the Indian government's regular 

shutdowns of internet access in areas like Jammu and Kashmir are unjustified and excessive. 

Given the importance of the internet for basic freedoms, the Supreme Court established 

proportionality and reasonableness standards for internet suspension in the case of Anuradha 

Bhasin v. Union of India4 (2020). Nevertheless, there is still a lack of consistency in how 

these principles are being put into practice, which highlights the larger issue of harmonising 

cybersecurity measures with constitutional standards. 

The ever-changing cybersecurity landscape necessitates a flexible legislative framework; yet, 

this flexibility must not compromise fundamental principles. The framework for 
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cybersecurity governance should incorporate impartial watchdogs, open processes, regular 

evaluations, and judicial review to forestall any possible misuse of authority. It is crucial for 

democratic nations to make sure that cybersecurity is not used as an excuse for repressing 

dissent or conducting widespread monitoring. State policy should promote, rather than limit, 

technological solutions that enable people to safeguard their basic rights in the digital sphere, 

such as encryption, anonymisation, and privacy-enhancing tools 

Cybersecurity is an ecosystem in which the public and private sectors both participate 

significantly. Tech firms, ISPs, and social media sites amass and store reams of consumer 

information. There should be transparent regulations in place to protect user rights whenever 

they willingly or involuntarily cooperate with governmental agencies. It is important that data 

sharing procedures, terms of service, and regulations for content moderation are in line with 

the larger principles of the constitution. Ensuring cybersecurity should not be used as a 

pretext for unregulated surveillance or privatised censorship. 

An important tension that calls for a delicate balancing act is revealed by an examination of 

cybersecurity regulations in relation to basic rights. Protecting national interests, economic 

stability, and digital infrastructure is crucial, but cybersecurity must not come at the expense 

of fundamental principles like human dignity, democracy, and the rule of law. Secure against 

abuse, accountable to all parties involved, and encouraging personal autonomy—these are the 

cornerstones of a constitutionally based legal and policy framework for cybersecurity. To 

create a safe and liberated digital future, a rights-based strategy for cybersecurity is essential. 

The extent to which basic rights are safeguarded in cyberspace will decide the viability and 

credibility of democratic rule in the twenty-first century, as technology permeates every facet 

of human existence5. 

SURVEILLANCE LAWS AND PRIVACY: ANALYSIS OF SECTION 69 OF THE IT 

ACT, TELEGRAPH ACT, AND OTHER LAWS 

A major constitutional and legal issue in the modern era is surveillance legislation and the 

effects they have on individuals' right to privacy. Laws like the Indian Telegraph Act of 1885, 

Section 69 of the Information Technology Act of 2000, and others have sparked heated 

debates in India regarding how to strike a balance between the state's interests in national 

security and the basic right to privacy, especially in light of the country's expanding 

surveillance technology and heavy use of digital communications. Finding a middle ground 

between the state's right to undertake surveillance for the sake of public order, crime 
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prevention, and sovereignty and the constitutional obligation that ensures every citizen's right 

to privacy under Article 21 of the Indian Constitution is the crux of the matter. There are 

worries about the possibility of abuse and the loss of democratic liberties due to the absence 

of strong protections, judicial supervision, and openness.  

Arguably the most powerful legal provision, Section 69 of the Information Technology Act, 

2000, grants the power to any agency, at the federal or state level, to intercept, monitor, or 

decrypt any data that is created, sent, received, or stored in any computer system. Protecting 

public order, avoiding incitement to commit any cognisable offence, defending India, 

securing the state, maintaining good relations with foreign governments, and protecting 

India's sovereignty or integrity are all reasons that can justify such acts. Although these 

reasons are general and in line with other exceptions in Article 19(2) of the Constitution, 

there are valid concerns about the procedural parts. As per the regulations set out in Section 

69 of the Information Technology (Procedure and Safeguards for Interception, Monitoring 

and Decryption of Information) Rules, 2009, a competent authority, usually the Home 

Secretary, must authorise such surveillance orders before they can be reviewed by a review 

committee. But there are no avenues for post-surveillance redress or judicial monitoring, so 

the process is still murky. Citizens whose data has been intercepted are unaware of the 

surveillance and have no recourse unless the information becomes public through infrequent 

judicial procedures or investigative media; the entire process is led by the executive branch6.  

Telephonic monitoring in India is based on the Indian Telegraph Act of 1885, which was 

passed before the advent of contemporary communication technology. In the event of a 

public emergency or for the purpose of public safety, the government may intercept messages 

under Section 5(2) of the Act, under the same criteria as the IT Act. This provision has been 

interpreted in numerous rulings by the courts and is still effective, despite its colonial origins. 

The Supreme Court established some procedural safeguards for telephone tapping in the case 

of People's Union for Civil Liberties (PUCL) v. Union of India7 (1997). These precautions 

include the need to record the reasons, consent from the Home Secretary, and evaluation by a 

review committee. The importance of reasonableness and proportionality was highlighted by 

the court, who stressed that privacy is not an absolute right. But these protections are only 

administrative in nature, and the lack of avenues for judicial review is still an issue. When it 

comes to addressing contemporary surveillance, the Telegraph Act is no longer sufficient, 

                                                             
6 Cox, Cassie. “PROTECTING VICTIMS OF CYBERSTALKING, CYBERHARASSMENT, AND ONLINE 

IMPERSONATION THROUGH PROSECUTIONS AND EFFECTIVE LAWS.” Jurimetrics, vol. 54, no. 3, 

2014, pp. 277–302. JSTOR, http://www.jstor.org/stable/24395601. Accessed 5 Apr. 2025. 
7 AIR1997SC568 

https://www.ijalr.in/


VOLUME 5 | ISSUE 3                        FEBRUARY 2025                            ISSN: 2582-7340 

For general queries or to submit your research for publication, kindly email us at ijalr.editorial@gmail.com 

 https://www.ijalr.in/ 

©2025 International Journal of Advanced Legal Research 

particularly in light of the dominance of internet-based communication due to technological 

advancements.  

Law enforcement organisations are authorised to intercept communications during 

investigations of terrorist activities under the Unlawful Activities (Prevention) Act, 1967, 

which is another piece of legislation that crosses with surveillance. The National 

Investigation Agency Act, the Indian Post Office Act, and several state-level monitoring 

directives all have similar authorities. Additionally, the state's capacity to perform mass 

surveillance has been greatly improved by more recent technological developments including 

the National Intelligence Grid (NATGRID), Network Traffic Analysis (NETRA), and the 

Central Monitoring System (CMS). Little to no public oversight or transparency characterises 

the way these mechanisms function under executive discretion. Although the goal of this kind 

of monitoring is to prevent cyber, terrorist, and organised criminal threats, constitutional 

concerns are raised by the absence of a thorough legal framework.  

A nine-judge panel of the Supreme Court upheld the right to privacy as a basic right in the 

historic case of Justice K.S. Puttaswamy (Retd.) v. Union of India8 (2017). The bench ruled 

that privacy is an inherent part of life and personal liberty according to Article 21. It is 

essential, the court stressed, that any limitation on privacy must be proportionate, necessary, 

and lawful. Surveillance, the court emphasised, must be lawful, must seek a valid state goal, 

and must be the least restrictive option. The current surveillance laws in India do not meet 

these three criteria. The enabling clauses are very broad, lack clear boundaries, and do not 

provide adequate procedural safeguards. Furthermore, neither the statutes nor the regulations 

allow for ex post facto review by an impartial body, nor do they stipulate that independent 

court authorisation must be obtained prior to the commencement of surveillance. Given the 

ongoing secrecy surrounding the procedure, it is difficult to determine if the surveillance is 

being carried out in accordance with constitutional principles.  

Concerns about governmental intrusion have also grown in response to the government's use 

of surveillance technology like Pegasus malware, biometric data tracking through Aadhaar, 

and facial recognition systems. Activists, journalists, attorneys, and opposition leaders in 

India are especially susceptible to unlawful surveillance, as the Pegasus scandal shown. 

Public faith in the state's privacy protections has been further eroded by the absence of an 

adequate legal investigation and open disclosure about Pegasus's use. Despite the Supreme 

Court's efforts to establish a technical committee to probe the issue, the government's refusal 
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to cooperate and citation of national security concerns rendered the results inconclusive. A 

legislative framework that requires openness and responsibility in monitoring operations is 

urgently needed, as this incident demonstrated.  

The dangers of spying are already high enough without a data protection law. Government 

agencies are excluded from data protection rules under the Digital Personal Data Protection 

Act, 2023, despite the fact that it is a step in the right direction towards acknowledging 

informational privacy. Under the guise of authorised processing, the state is able to legitimise 

surveillance thanks to certain exclusions that enable it to evade transparency responsibilities 

and consent requirements. Many rights under the Act are not justiciable, and the planned Data 

Protection Board lacks independence, according to critics, thus it cannot adequately protect 

citizens from overreaching surveillance. So, people still have no real safeguards from 

government surveillance, even though the state is getting better at monitoring them9.  

Globally, democracies have enacted legislative frameworks that aim to strike a balance 

between governmental monitoring and individual liberties. For example, in the US, a separate 

court is set up to authorise surveillance pertaining to foreign intelligence through the Foreign 

Intelligence Surveillance Act (FISA). There is an institutional check on executive power 

represented by the FISA court, which acts in secrecy. The Investigatory Powers Act, 2016 

mandates the approval of surveillance warrants by judicial commissioners in the United 

Kingdom. The EU's surveillance rules need to be in line with what the ECtHR and the 

Charter of Fundamental Rights have determined. Judgement, need, proportionality, and 

individual remedies are tenets of the court's precedent. Insights gained from these 

international experiences can help India bring its surveillance legislation in line with 

democratic and constitutional standards.  

Concerns about privacy and monitoring have been at the forefront of public discussion and 

grassroots movements in recent years. Human Rights Watch, Software Freedom Law Centre, 

Internet Freedom Foundation, and others have voiced concerns over India's unregulated 

growth in monitoring infrastructure. Parliamentary monitoring, judicial permission, mandated 

disclosures, and citizen redressal mechanisms are all parts of the overall reform they are 

advocating for in terms of surveillance. These requests align with the constitutional 

perspective expressed by the Supreme Court and are in line with international human rights 

norms. Even though monitoring is becoming increasingly common, improvements have been 

stalled by legislative inaction and resistance from the executive branch.  
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The larger conflict between personal freedom and community safety is mirrored in the 

conceptual foundations of surveillance and privacy. Law and order, counterterrorism, and 

cyberspace security are all valid state concerns, but they must not be allowed to supersede the 

fundamental rights to liberty and dignity. Surveillance ought to be the exception rather than 

the rule in a rule-of-law democratic republic. It has to be available to the public, overseen by 

an impartial body, and grounded in explicit legislative requirements. Fear, self-censorship, 

and the erosion of democracy are the results of unchecked secret surveillance. It ruins a 

foundational trust that every healthy democracy relies on: the trust between the state and its 

citizenry.  

The examination of various surveillance statutes, including Section 69 of the IT Act and the 

Indian Telegraph Act, demonstrates an alarming lack of constitutional responsibility and 

authority. There aren't enough checks and balances in these laws to stop the executive branch 

from abusing its broad authority. The Supreme Court's established constitutional right of 

privacy is violated in the absence of public disclosure, citizen remedies, and judicial 

authorisation. For democracy, human dignity, and freedom to thrive, India must pass 

sweeping reforms to its surveillance policies that adhere to the tenets of necessity, 

accountability, proportionality, and legality. The possibility of widespread monitoring of 

Indian individuals' online activities will persist until these changes are made10. 

DATA PROTECTION AND CYBERSECURITY: OVERLAPS AND GAPS 

Cybersecurity and data protection are two separate but complementary areas of law and 

policy that are fundamental to modern society's management of digital ecosystems. Data is 

created, processed, stored, and transported in vast quantities every second as the world relies 

more and more on digital infrastructure. While this change has been incredibly beneficial, it 

has also made us more susceptible to some threats. Everyone from individuals to 

governments is increasingly worried about cybercrime, data breaches, identity fraud, and 

digital fraud. As a result, several nations' legislative bodies and executive branches have 

enacted cybersecurity and data protection statutes. While both sectors aim to keep data and 

systems secure, there are many areas where they overlap and others where they diverge, 

which makes it difficult for them to work together effectively.  

The primary meaning of data protection is the ethical and legal requirement to handle 

personal data with care. The primary goal is to safeguard individuals' rights and autonomy by 
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regulating the collection, use, sharing, and storage of personal information. Data 

minimisation, accountability, transparency, purpose limitation, and permission are the core 

concepts in data protection. The opposite side of the coin is cybersecurity, which is all about 

keeping systems, networks, and data safe from harm, theft, or unauthorised access. The ideals 

of privacy and human rights form the basis of data protection, whereas cybersecurity arises 

from worries about technology risk management, organisational resilience, and national 

security.  

Data protection and cybersecurity are similar because they both aim to keep data secure. Data 

protection standards are violated when cybersecurity vulnerabilities lead to the unauthorised 

disclosure of personal information. Data protection standards can also be effectively enforced 

through the use of strong cybersecurity techniques like encryption, access controls, and 

network security. One example is the ability of an organisation to prevent the unauthorised 

access or disclosure of personal data through the implementation of robust cybersecurity 

safeguards. Consequently, data protection relies heavily on cybersecurity.  

Risk assessment, incident management, and breach reporting are additional areas of mutual 

interest for the two fields. The General Data Protection Regulation (GDPR) of the European 

Union and other modern data protection regulations require data processors and controllers to 

put in place suitable organisational and technical safeguards to guarantee a risk-appropriate 

degree of security. Pseudonymization, encryption, and routine security system testing are all 

part of this. The same holds true for cybersecurity regulations; companies are typically 

compelled to divulge breaches that jeopardise the availability, confidentiality, or integrity of 

data. A comprehensive strategy for information governance is encouraged by the merging of 

these needs.  

Many instances served as the basis for the study. One of these was Playboy v. Frena11, in 

which a BBS operator was held responsible for copyright infringement due to the fact that his 

users had uploaded copyrighted photographs of Playboy.  

 Without deciding "whether unauthorised copies were generated" or "what defines a 'copy,' 

the courts have concluded infringement.  According to the court's analysis in Playboy v. 

Frena12, a BBS provides services like "access to electronic space for the exchange of 

information," but in this case, the seller was a BBS.  The judge clearly didn't get the BBS's 

fundamental purpose.  Both existing case law and the copyright laws suggested by the 
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National Institute of Innovation (NII) demonstrate a lack of comprehension of the digital 

environment.  Indeed, the judges' evaluations of the BBS instances show an effort to shape 

the facts to conform to the existing copyright limitations.  A valid concern is that the current 

system could lead to legally binding results that do not align with societal values.  Unwanted 

results could include, for example, a concentration of power in a small number of people 

rather than the free and open dissemination of ideas and information to a large audience 

through the media.  

The Digital Personal Data Protection Act, 2023 and the provisions of the Information 

Technology Act, 2000, along with its linked guidelines, are examples of legislative 

developments in India that represent the convergence. Some sections of the IT Act include 

Section 72A, which makes it illegal to disclose personal information without consent, and 

Section 43A, which requires compensation in the event of a data breach. Data processing 

standards, data fiduciary requirements, data primary rights, and government exclusions are all 

laid forth in the Digital Personal Data Protection Act. Having said that, India does not have a 

specific cybersecurity law. Instead, authorities including India's Reserve Bank (RBI), 

Securities and Exchange Board of India (SEBI), and the Indian Computer Emergency 

Response Team (CERT-In) publish sector-specific guidelines and fragmented regulations to 

handle cybersecurity. There are regulatory discrepancies and overlaps caused by this 

disjointed approach13.  

Notifying individuals of data breaches is an important area where regulations overlap. There 

may be distinct deadlines, thresholds, and authorities for reporting breaches under the 

cybersecurity framework and the data protection framework. One such example is the CERT-

In program, which requires the reporting of specific cybersecurity incidents within six hours 

of their discovery. At the same time, organisations must inform the Data Protection Board of 

any breaches that could pose a serious threat to data principals in accordance with the Digital 

Personal Data Protection Act. If entities are unsure which standard applies, it can lead to 

misunderstanding, duplication of reporting, or underreporting because of these contradictory 

duties. Further complicating matters is the fact that various reporting regimes are not 

harmonised, which makes it hard to evaluate policies and enforce them simultaneously.  

The overarching objective of data security and digital trust is jeopardised by a number of 

gaps, even though there are some similarities. Not having a single set of laws that address 
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data protection and cybersecurity is the biggest hole. The two domains are overseen by 

separate authorities, subject to separate regulations, and assessed according to separate 

standards in a number of nations, including India. Duplicated efforts, loopholes in protection, 

and inconsistent enforcement are the results of this compartmentalisation. A cybersecurity 

breach may expose sensitive information, but victims may not be able to do anything about it 

if the data isn't personally identifiable or if data protection authorities don't have authority 

over it. Cybersecurity policies frequently place a premium on vital information infrastructure 

and government organisations, leaving private sector actors unprotected, whereas data 

protection laws tend to concentrate on private actors in general.  

Concerning accountability and reparation systems, there is another major void. Cybersecurity 

regulations do not often offer person-centric remedies, in contrast to data protection rules that 

often grant individuals the right to view, rectify, erase, or limit processing of their data. 

Frequently, cybersecurity frameworks are crafted from above, with an emphasis on 

organisational resilience or national security, and individuals impacted are not given a chance 

to express their opinions regarding the security of their data. When people get alerts about 

data breaches, but don't know how to get their money back or get systemic weaknesses fixed, 

it's because of this disconnect. Data protection frameworks place an emphasis on openness 

and collaborative supervision, in contrast to the opaque and centralised nature of 

cybersecurity enforcement14.  

There are chasms between cybersecurity and data protection in areas such as technology 

neutrality. There is a possibility that data protection standards, which centre on results rather 

than methods, would conflict with cybersecurity legislation that recommend or mandate 

particular technologies or protocols. Take data localisation requirements as an example. 

These are frequently imposed in the guise of cybersecurity, but they could clash with data 

protection laws' restrictions for cross-border data flow. Compliance becomes more 

complicated and legal ambiguities increase for global organisations due to this tension. 

Furthermore, when encryption standards are decreased to enable for government access, for 

example, too restrictive cybersecurity regulations may unintentionally undermine privacy 

safeguards.  

The private sector's involvement further muddies the waters. The vast majority of the 

internet's resources—its servers, apps, and platforms—are either privately held or run. 
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Unfortunately, the lines between these businesses' data protection and cybersecurity duties 

are often blurry. Under data protection law, large IT businesses control key infrastructure, 

and under cybersecurity principles, they operate as data fiduciaries. In the absence of a 

unified policy that incorporates these functions, however, enforcement is fragmented. Based 

on the perceived danger or clarity of rules, corporations may prioritise compliance with one 

area over the other, and regulators may have varied expectations. In an effort to achieve 

complete digital security, this dispersed duty is counterproductive.  

Integrating cybersecurity and data protection is still an ongoing effort on a global scale. An 

example of a layered framework is provided by the European Union, where the General Data 

Protection Regulation (GDPR) interacts with the Network and Information Systems (NIS) 

Directive. As a counterpoint to the General Data Protection Regulation (GDPR), the NIS 

Directive emphasises the need of protecting critical infrastructure. Data protection is not 

compromised by cybersecurity measures because of the two-way interaction between the two. 

Coordinated enforcement, common principles, and cross-reference between legal texts all 

contribute to this integration. In contrast, countries like India are still in the early stages of 

implementing data protection measures, and the lack of a cybersecurity law has created a 

governance vacuum.  

When it comes to awareness and capacity, there is another gap that frequently appears. When 

it comes to understanding and navigating the intricate compliance landscape, many 

organisations, particularly SMEs, are woefully unprepared. They can end up over-compliance 

in certain areas and under-compliance in others due to their confusion between data 

protection and cybersecurity duties. Additionally, regulatory agencies aren't always able to do 

thorough audits, give timely advise, or consistently enforce fines. An unequal playing field 

results from this enforcement gap, which permits non-compliance to go unnoticed15.  

Emerging technologies like blockchain, the Internet of Things (IoT), and artificial 

intelligence (AI) only make the problems worse. These technological advancements, which 

function in intricate, decentralised systems, produce and analyse massive volumes of data. In 

these types of situations, it is absolutely essential that data protection and cybersecurity work 

hand in hand. For example, owing to their lack of robust security measures, IoT devices that 

gather personal data are frequently the objects of cyberattacks. Users are at risk if 

cybersecurity regulations do not take personal data hazards into consideration and data 

protection rules do not require security by design. In a similar vein, AI systems that handle 
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sensitive personal information need to be transparent about how they use that information and 

protected from malicious assaults. These systems can get confusing and even harmful if there 

isn't any integrated legal supervision.  

Finally, and maybe most importantly, the relationship between data protection and 

cybersecurity is public trust. More and more, people are demanding that companies show 

ethical responsibility in addition to complying with regulations when it comes to collecting 

and using their personal data. Trust in digital services is diminished when scandals involving 

data breaches or misuse, such those involving banking services or social media platforms, 

occur. For this trust to be built and maintained, there must be an integrated cybersecurity and 

data protection strategy that puts people's interests first while simultaneously securing 

technology. For this reason, it is necessary to have regulations that are inclusive, flexible, 

participative, and technically sound.  

Cybersecurity and data protection are complementary concepts in the modern digital age. 

Although they work towards the same ends, there are substantial overlaps and gaps due to the 

fact that they are legally, institutionally, and operationally distinct. Disjointed efforts put 

people and systems at danger and reduce digital governance's overall efficacy. In order to 

overcome these obstacles, a unified legislative framework uniting data protection and 

cybersecurity must be established. To make sure that technical mandates don't violate basic 

rights, this framework should standardise breach reporting standards, define roles and duties, 

and enhance supervision systems. We can only guarantee a safe and autonomous digital 

future by a coordinated and integrated strategy16. 

CONSTITUTIONALITY AND JUDICIAL REVIEW OF CYBERSECURITY LAWS 

As technology continues to advance at a dizzying rate, the intersection of basic rights and 

constitutional principles with cybersecurity regulations becomes an even more pressing 

matter for judicial scrutiny and legitimacy. The right to privacy, freedom of speech, due 

process, and equality are among the constitutional guarantees that could be affected by 

cybersecurity laws because of their inherent tendency to regulate digital infrastructure, 

surveillance mechanisms, data governance, and the state's authority over the flow of 

information. The validity and efficacy of cybersecurity legal frameworks hinge on the 

question of whether they are in line with constitutional ideals, which is therefore more than 

just an intellectual matter. To make sure these laws don't go beyond what the Constitution 

allows, judicial review is the main tool courts use to determine if they're lawful.  
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The Constitution of India is the highest law of the nation, and all laws, including those 

pertaining to cybersecurity, must be in accordance with its requirements. Judicial review is 

under the purview of the judiciary, especially the highest courts like the Supreme Court and 

High Courts, as stated in Articles 32 and 226 respectively. The judiciary has the authority to 

nullify any statute or presidential order that goes against basic liberties or constitutional 

standards. Legislation, including cybersecurity laws, might face this kind of criticism if it is 

perceived as overly limiting personal freedoms or acting without proper procedures or 

proportionality.  

Given that the right to privacy was proclaimed a basic right under Article 21 by the Supreme 

Court in the seminal decision of Justice K.S. Puttaswamy v. Union of India17 (2017), the 

possible impact of cybersecurity laws on this right is one of the most notable constitutional 

concerns. Following the tenets of legality, need, and proportionality, this ruling established a 

comprehensive framework for determining whether state activities impacting privacy are 

acceptable. For this model to work, a law that violates people's right to privacy must have a 

good reason to exist, be constitutional, essential to a democratic society, and reasonable in 

relation to the goal it aims to accomplish. It is currently the gold standard for evaluating 

cybersecurity regulations, particularly those that allow for data interception, surveillance, or 

obligatory data exchange with state authorities.  

Sovereignty, integrity, defence, security, or public order may necessitate the interception, 

monitoring, or decryption of information transmitted through any computer resource, as 

stated in Section 69 of the Information Technology Act, 2000. This authority extends to both 

the federal and state governments. This clause, which is purportedly based on national 

interest, has major constitutional concerns about possible abuse, inadequate judicial 

oversight, and procedural safeguards. To determine whether such a provision is adequate to 

avoid arbitrary invasion of privacy, whether it is narrowly tailored to accomplish its stated 

aim, and whether there are less intrusive alternatives, a court reviewing such a provision 

would have to consider these factors.  

Similar challenges have been levelled against laws enacted under the IT Act, including the 

Information Technology (Intermediary Guidelines and Digital Media Ethics Code) laws, 

2021, on the grounds that they infringe upon the right to free speech and expression 

guaranteed by Article 19(1)(a) of the Constitution. Proactive content monitoring and the need 

to identify message originators are two of the major duties placed on intermediaries by these 
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regulations. Users' rights to anonymity and free speech are allegedly violated by these 

requirements, according to critics. According to Article 19(2), which permits limitations on 

free expression only for particular reasons including public order, morality, and national 

security, the constitutionality of such laws depends on whether the limitations they impose 

are reasonable.  

The role of the judiciary in striking a balance between these conflicting interests has been 

crucial. The Supreme Court of India invalidated Section 66A of the IT Act in the case of 

Shreya Singhal v. Union of India18 (2015) on the grounds that it infringed upon the right to 

free speech due to its vagueness and overbroadness. This ruling established a solid standard 

for assessing cybersecurity legislation that limit online speech. It was a reminder that laws 

need to be specific, well-crafted, and accompanied by protections to avoid abuse. While the 

particular provision at issue in this instance was one pertaining to insulting remarks, the 

larger principles established in the ruling are applicable to the evaluation of the 

constitutionality of other sections of cybersecurity laws.  

The delegation of authority under cybersecurity legislation also gives rise to a constitutional 

problem. Without proper legislative oversight, the executive branch often gains broad 

discretionary powers under these statutes, including the ability to make rules, give directions, 

and implement enforcement measures. This brings up issues related to the rule of law and the 

notion of separation of powers. For instance, allegations of over-delegation or a lack of 

legislative direction could cast doubt on the constitutionality of rules promulgated under a 

parent Act if they materially impact basic rights. Delegated legislation must adhere to the 

parent statute and constitutional principles, and the Supreme Court has stressed in multiple 

decisions that crucial legislative functions cannot be delegated.  

Evaluating whether cybersecurity laws and their execution violate Article 14 of the 

Constitution due to discrimination or arbitrariness is also part of judicial review. For the right 

to equality to be violated, a law must not discriminate against similarly situated individuals 

without a valid justification or allow selective enforcement. One example is the possibility of 

judicial invalidation of cybersecurity enforcement efforts if they disproportionately target 

particular individuals, areas, or political expressions.  

In addition, new constitutional challenges arise from the application of cybersecurity laws 

through algorithmic decision-making and monitoring technologies. There is a risk that 

automated systems employed for digital profiling, face recognition, or threat detection do not 
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act fairly, transparently, or accountablely. The effectiveness of remedies available to affected 

individuals and whether such mechanisms fulfil the requirements of procedural due process 

are questions that courts may be asked to investigate. Concerns about the systems' 

constitutionality bring up the right to informational self-determination, an aspect of privacy.  

The authority to interpret laws in a way that is consistent with constitutional principles is an 

integral part of judicial review in the context of cybersecurity, just as the power to strike 

down legislation is. The judiciary has the authority to interpret laws in a way that determines 

their applicability, enforces procedural protections, or establishes implementation standards. 

The Indian judiciary has used this strategy on multiple occasions to bring legislative purpose 

into line with constitutional requirements. For instance, unless extraordinary circumstances 

warrant concealment, parties involved in surveillance cases may be required to provide notice 

to impacted individuals, undergo periodic reviews, and obtain prior judicial approval19.  

Cybersecurity legislation are subject to constitutional review in part because of their global 

scope. Though not directly enforceable, courts frequently look to international instruments 

that acknowledge the significance of human rights in the digital age, such as the International 

Covenant on Civil and Political Rights (ICCPR), to interpret constitutional rights in India. 

Indian courts evaluate governmental conduct according to the principles of proportionality, 

need, and legality, which are rooted in international human rights law. Consequently, 

constitutional deficiencies may be discovered in cybersecurity laws that do not conform to 

these international norms.  

The legitimacy of cybersecurity regulations is further complicated by India's federal system. 

In contrast to the Union List, which covers topics like defence, interstate trade, and 

communication, the State List addresses matters of public health, law and order, and police. 

There are questions of jurisdiction because cybersecurity touches on all these areas. The 

Seventh Schedule establishes a system of checks and balances that allows states to challenge 

federal laws that overstep their jurisdiction without proper constitutional authorisation. The 

resolution of such federal disagreements and the preservation of constitutional bounds in 

cybersecurity governance can only be achieved through judicial review.  

Furthermore, technical neutrality must be considered while determining whether 

cybersecurity regulations are constitutional. There can be no technological bias in legislation 

or the imposition of unnecessary restrictions in the digital sphere. The responsibility for 

interpreting legislation in a way that respects constitutional rights and stays up with 
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technological advancement falls on the court. To avoid having laws passed in a bygone age 

used to legitimise too invasive or disproportionate state activities in today's digital landscape, 

this evolving understanding is essential20.  

Ensuring that constitutional freedoms are not compromised in the process of society's digital 

transformation relies on the constitutionality and judicial assessment of cybersecurity laws. 

While protecting citizens' data online is obviously a top priority for the government, any 

efforts to do so must adhere to the principles of proportionality, need, and legality. Protecting 

these values, the judiciary is responsible for striking down or reading down laws that violate 

fundamental rights like privacy, free speech, equality, or due process. The importance of the 

judiciary's role in protecting constitutional principles via judicial review of cybersecurity 

laws will grow in direct correlation to the complexity of digital governance and the rate of 

technological advancement. This is the only way to keep technological advancement and 

human dignity in check, as well as national security and personal freedom. 
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