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ABSTRACT

What would happen if you never said or did something absurd, but a video of you doing
it suddenly went viral? Deepfake technology has made that disturbing reality possible.
Deepfakes are made possible by artificial intelligence, which creates remarkably
realistic but wholly fake audio, video, and image content that is almost impossible to
spot. This technology has a huge and worrisome potential for misuse, from political
influence to personal blackmail. The growing number of deepfake-related incidents in
India in recent years, especially those that target women, celebrities, and public figures,
has sparked serious concerns about privacy, consent, and digital safety. Through a
critical analysis, this article asks if India's current legal system is prepared to handle
the growing deepfake threat. Furthermore, a comparative analysis is derived from
countries including the US, UK, and EU, where specific efforts are being undertaken to
regulate artificial intelligence-generated content. The study's conclusion makes the case
that the use of malicious deepfakes has to be immediately prohibited by a flexible and
transparent regulatory framework. Without such reform, deepfakes would continue to
exploit the gap between quickly developing technology and slow-moving laws,

threatening individual rights and public confidence.
INTRODUCTION

In today's digital age, when artificial intelligence (Al) is evolving at a breakthrough
speed, deepfake technology is proving to be one of the most ethically concerning
technologies abused on the web. Deepfakes leverage sophisticated Al strategies, especially

generative adversarial networks (GANS), to produce synthetic yet extremely realistic audio-
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visual content that is virtually unrecognizable from real media.® Originally intended for
entertainment and innovation, the technology is presently frequently misused to disseminate

misinformation, manipulate public opinion, and infringe on individuals' right to privacy.*

The deepfake threat is novel due to its accessibility — today's users are able to produce
realistic synthetic content using nothing more than an app and a smartphone.® It has
dramatically reduced the barrier to producing fake media, which was previously the work of
skilled, high-end software professionals. The applications are from financial deceit to
political disinformation, and instances are already on record in India and globally.® In 2018,
there was a deepfake video of then-U.S. President Barack Obama circulating on the internet,
which caused global controversy over moral Al usage.” In 2023, the issue had blown to a
whole different level in India, with popular celebrities such as Rashmika Mandanna® and

Katrina Kaif® falling victims to viral deepfake posts spread without their knowledge.

India has witnessed an alarming increase in deepfake incidents, particularly involving women
through non-consensual pornographic material, political figures through doctored speeches,
and celebrities through doctored endorsements.’® In 2021, journalist Rana Ayyub was a
victim of deepfake harassment, which led to global outrage.!* These cases tend to go viral by
the time any action can be taken, inflicting irreparable damage on reputations and mental
well-being. India is one of the top five nations most hit by deepfakes in the world, as per a
Palo Alto Networks 2023 report.*? But amid all these mounting concerns, no law exists in

India specifically governing or criminalizing deepfakes.

Existing legal provisions under the Indian Penal Code (IPC),*® the Information Technology

Act, 2000, and even the recently enacted Bharatiya Nyaya Sanhita (BNS)*® provide indirect
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protection at best through wide interpretations of offences such as forgery, cyberbullying,
identity theft, and defamation. This legal uncertainty has led to weak enforcement and
challenges in prosecuting deepfake-related crimes.!® Victims are usually left to fend for

themselves through vague reporting channels and sparse cyber support cells.
Understanding Deepfake and It’s Misuse

The term "deepfake" is derived from the union of "deep learning” and "fake."
"Deepfake” is used to describe artificial media, most commonly in the form of video clips or
audio recordings, made with artificial intelligence methods like Generative Adversarial
Networks (GANs). The Al-generated copies are usually imitations of the appearance and

voice of real people and are very hard to distinguish from real material.’

Initially, deepfake technology was introducing sensational new possibilities. In entertainment,

it offered virtual comebacks to artists and voiceovers when making films.*® Similarly, in

gaming and education, it offered realistic simulation and learning foreign languages.'®

However, its proliferation has raised some very real ethical and legal consequences. More
and more, the technology has been used as a tool of deception, delivery of false facts,

political manipulation, and worse still, non-consensual pornography.

One of the first and most extreme deepfake exploitations occurred with overlaying celebrities’
facial features onto pornographic material without permission.?* Public figures were the first
victims and soon afterward the same material spilled onto everyday people and women
specifically, creating cyberbullying and distress.?? In 2019 deepfakes accounted for 96% of

internet deepfake video uploads.?

41nformation Technology Act, 2000, 88 66C, 66E, 67, 67A, No. 21, Acts of Parliament, 2000 (India).
5Bharatiya Nyaya Sanhita, No. 1, Acts of Parliament, 2023 (India).
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Deepfakes are also impacting the political landscape. The political party in Belgium created a
deepfake video of climate campaigner Greta Thunberg blaming voters in 2020 and sparked
public outcry.?* Another deepfake of Indian star RashmikaMandanna went viral on Indian
social networks and triggered national political debate around regulation and state misuse just
recently.?® All these point to the catastrophic effect deepfakes are having on reputations,

society, and national security.

Perhaps the most urgent threat is to democracy itself. Deepfakes are already being employed
to manufacture fake speeches from politicians, sway opinion in political elections, and incite
diplomatic scandals.?® In the United States, legislators introduced the Deepfake

Accountability Act to counter the expanding uses of deceptions created with Al.2’ The EU

has published proposed Al rules in 2021 to require disclosure and transparency on artificial

audio and visual material.?®

Deepfake technology is already regulated by very onerous license procedures in countries
like China where users are compelled to watermark tampered material and register with state
officials.?® Such legislations are criticized to provide immunity to state surveillance and these
actually provide legal remedy in the case of misuse. India's legal framework is otherwise
muted. Indian Information Technology Act, 2000 does not include any specific provisions
under Al-manipulated material defined nor any separate data protection or privacy law in

practice.

Deepfake malfeasance does not begin and end with pornography and politics. Financial fraud

is being perpetrated increasingly too. Cybercrooks used Al voice cloning in 2021 to voice

https://www.washingtonpost.com/technology/2018/12/30/fake-porn-videos-are-being-weaponized-harass-
humiliate-women-everybody-is-potential-target/.
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Today (Nov. 6, 2023), https://www.indiatoday.in/india/story/rashmika-mandanas-deepfake-goes-viral-union-
minister-says-deepfakes-need-to-be-dealt-by-platforms-2458649-2023-11-06.
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clone an executive and steal $35 million in an international call fraud.3! The application of
synthetic audio to pretend to be a CEO in an online virtual meeting nearly swindled
investors.®? Both instances highlight how deepfakes are being used to engage in economic

wrongdoing.

The legal concepts of "truth™ and evidence admissibility are undermined by deepfakes. Audio
and visual evidence has long been admissible in court on the principle that it is credible
evidence. But with deepfakes, this presumption is demolished and it becomes easy for
criminals to invoke plausible deniability.3® Courts around the globe are struggling to come to
terms with the challenge: how do we distinguish reality from fantasy when seeing is no
longer believing? Abuse of deepfakes is not just a technical challenge, it is an immensely
grave legal, ethical and societal one. As more user-friendly Al tools become increasingly
available, the line between freedom of expression and bad-faith manufacture becomes
thinner. The challenge to legislators is to develop an oversight regulation policy that guards

individuals without inhibiting innovation.
Existing Legal Framework in India

India’s regulatory approach towards the emerging threat of deepfakes has so far remained
reactive, seeking recourse in available legal provisions. There exists no specific dedicated
legislation as of now focused on deepfake technology, but there are a number of available

laws that touch upon the abuse of Al-created content indirectly. There’s the Information

Technology Act, 2000%*; the Indian Penal Code®, 1860; privacy, child protection, intellectual

property provisions; and most recently, the Digital Personal Data Protection Act®¢, 2023. All

these put together constitute a patchwork but effective scheme.

The Information Technology Act, 2000%” (IT Act) forms the core of India's cyberlaw regime.
Even though enacted prior to the rise of deepfakes, a few provisions apply. Section 66E

criminalizes deliberate capturing, publishing, or transmission of private photographs without

Sparmy Olson, On Zoom, ‘You're on Mute’ Is Now ‘Are You Real?’, Bloomberg (Feb. 5, 2024),
https://www.bloomberg.com/opinion/articles/2024-02-05/a-25-million-hong-kong-deepfake-scam-on-zoom-
shows-new-ai-risks.

$2Warning social media videos could be exploited by scammers to clone voices, The Guardian (Sep. 18, 2024),
https://www.theguardian.com/money/2024/sep/18/warning-social-media-videos-exploited-scammers-clone-
Voices.

33Maria-Paz Sandoval, Maria de Almeida Vau, John Solaas&Luano Rodrigues, Threat of Deepfakes to the
Criminal Justice System: A Systematic Review, [Crime Sci.] [1], 5 and 9 (Dec. 2023).

% Information Technology Act, No. 21, Acts of Parliament, 2000 (India).

%Indian Penal Code, 1860, No. 45, Acts of Parliament, 1860 (India).

%Digital Personal Data Protection Act, 2023, No. 22, Acts of Parliament, 2023 (India).

$7Supra note 36.

For general queries or to submit your research for publication, kindly email us at ijalr.editorial @gmail.com
https://www.ijalr.in/
©2025 International Journal of Advanced Legal Research



https://www.ijalr.in/
https://www.bloomberg.com/opinion/articles/2024-02-05/a-25-million-hong-kong-deepfake-scam-on-zoom-shows-new-ai-risks
https://www.bloomberg.com/opinion/articles/2024-02-05/a-25-million-hong-kong-deepfake-scam-on-zoom-shows-new-ai-risks
https://www.theguardian.com/money/2024/sep/18/warning-social-media-videos-exploited-scammers-clone-voices
https://www.theguardian.com/money/2024/sep/18/warning-social-media-videos-exploited-scammers-clone-voices

VOLUME 5| ISSUE 3 FEBRUARY 2025 ISSN: 2582-7340

consent.® This includes deepfake videos that render simulations of nudity or intimacy in
cases where the original photograph is not available. Section 67 criminalizes transmission or
publication of obscene content over electronic terminals.®® For deepfake pornography cases,
such publication/linking is usually the initial section applied, coupled with Section 67A,

which addresses content of sexual nature.*°

The Indian Penal Code, 1860 (IPC) offers further recourse in prosecuting the abuse of
deepfakes. For instance, Section 499 and 500 deal with defamation,** which may be
applicable in the case of fake videos for the purpose of damaging reputations. Section 354D
pertains to what is known as cyberstalking,*? if repeated application of deepfake technology
harasses a victim, particularly women. Sections 503 and 507 deal with criminal intimidation
and anonymous threats,*® and Section 469 addresses forgery with the intent of damaging
reputation, the former of which may be applicable in the forgery of synthetic videos.**
Section 509 penalizes words, gestures, or actions with the intent of insulting the modesty of a

woman, and most frequently gets applied in such context.*®

Additionally applicable is the Indecent Representation of Women (Prohibition) Act of 1986.4¢

Section 3 forbids indecent representation of women in any manner, and courts have read that

as encompassing online content.*’

Safety of children online is an emerging concern. Sections 13-15 of the Protection of
Children from Sexual Offences Act, 2012 (POCSO), criminalize possession and transmission
of sexually explicit material of children, including digitally generated or morphed content.*®

It is a tough law based on presumed guilt, making it effective for child-targeting deepfakes.

India’s courts have declared the Right to Privacy as a fundamental right by virtue of Justice
K.S. Puttaswamy v. Union of India,*® which had a strong impact on the approach towards

image-based abuse such as deepfakes. Use of somebody’s image or voice without their

38Supra note 36, § 66E.

¥1d. § 67.

“01d. § 67A.

“IIndian Penal Code, 1860, 88 499-500, No. 45, Acts of Parliament, 1860 (India).

2Id. § 354D.

#31d. 8§ 503, 507.

*1d. § 4609.

#°1d. § 509.

46The Indecent Representation of Women (Prohibition) Act, 1986, No. 60, Acts of Parliament, 1986 (India).
471d. 8 3.

“8protection of Children from Sexual Offences Act, 2012, 88 13-15, No. 32, Acts of Parliament, 2012 (India).
49Justice K.S. Puttaswamy v. Union of India, (2017) 10 SCC 1.
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consent in misleading media violates their right of privacy, most critically when such material

is sexual, defamatory, or political in nature.

After this ruling, the government enacted the Digital Personal Data Protection Act, 2023, in

an effort to regulate personal data processing.*® It imposes a duty on organizations to secure

personal and biometric data and obtain consent before they utilize personal as well as
biometric details. Deepfakes usually depend upon scraped and unethically sourced personal
data — using an individual’s appearance or voice to synthesize speech or actions — and

unauthorized usage of these are now punishable.

Besides criminal law and privacy, intellectual property rights (IPR) schemes provide some
relief. Even as there is no codified “right of publicity” in India, courts have recognized it
under the common law of torts.In ICC Development (International) Ltd. v. Arvee
Enterprises®!, the Delhi High Court recognizes the right to one's identify or image for
business reasons. If a deepfake harnesses a celebrity’s image for political messaging or
advertisements, one could invoke that right. Furthermore, under the Copyright Act, 1957,
unauthorized use of original content in making a deepfake could be copyright infringement,

particularly when the original source is known.>

Regulatory authorities have also moved in. The Ministry of Electronics and Information
Technology (MeitY) released an advisory in November 2023, requiring social media
platforms and intermediaries to identify, mark, and remove malicious deepfakes promptly.®
The advisory invoked Section 79 of the Information Technology Act, making clear that
intermediaries’ immunity will depend on due diligence.>* Non-compliance with removal of

malicious content will deprive platforms of their safe harbor protections.

Additionally, state police Cyber Crime Investigation Cells and the Indian Cyber Crime
Coordination Centre (14C) extend the institutional backing for investigating crimes related to
Al. It supports deepfake victims by delivering digital forensics skills and coordinating

platform takedowns.>® Yet, there remains a fundamental problem of scarce technical skills

0Digital Personal Data Protection Act, 2023, No. 22, Acts of Parliament, 2023 (India).

S11CC Development (International) Ltd. v. Arvee Enterprises, AIR 2003 Delhi 337.

%2The Copyright Act, 1957, 8§ 14, 51, No. 14, Acts of Parliament, 1957 (India).

3Press Information Bureau, Union Government issues advisory to social media intermediaries to identify
misinformation and deepfakes, Nov. 7, 2023, https://pib.gov.in/PressReleasePage.aspx?PRID=1975445.
%4Information Technology Act, §8 79, No. 21, Acts of Parliament, 2000 (India).

Ministry of Home Affairs, Indian Cybercrime Coordination Centre (14C), https://i4c.mha.gov.in/
MHA+1MHA+1
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and limited forensics capabilities in the majority of India, particularly rural India, resulting in

underreporting and delayed prosecution.
Tackling Deepfakes Globally: What India Can Learn from Foreign Jurisdictions

The international legal response is marked by a dramatic divergence that is influenced
by the varying legal traditions, priorities, and available technologies in different states.
Looking at how other jurisdictions have approached the regulation of deepfakes can provide
guidance in improving our legal framework to better address this new challenge. Following
are some of the legal precedents that India in incorporate in its legal framework to fight

against illegal use of Al.
United States:

The U.S. approach has largely been decentralized, with states adopting their own laws, as
well as selective action at the federal level. California passed a law in 2019 restricting the use
of so-called deepfakes within 60 days of an election to combat misinformation in
campaigns.®® Texas also enacted a law that makes it a crime to intentionally create and
distribute deepfakes with the intent to harm, especially if you do not have the consent of the

person depicted.®’

At the federal level, the Deepfake Accountability Act was introduced to Congress in 2023, it

would require mandatory labeling of any manipulated media and also impose penalties on

anyone who knowingly disseminates malicious deepfakes.®® In addition, the National Defense

Authorization Act for Fiscal Year 2021 mandates research to evaluate the national security

threat posed by synthetic media.>®

That said, victims of sexual exploitation via deepfakes can also find relief under existing
federal statutes, such as the Violence Against Women Act (VAWA), and various revenge

porn laws enacted at the state level.®°

European Union:

%6Cal. Elec. Code § 20010 (2019).

5"Tex. Penal Code Ann. § 21.19 (2019).

%8Deepfake Accountability Act, H.R. 3230, 118th Cong. (2023), https://www.congress.gov/bill/118th-
congress/house-bill/3230.

9National Defense Authorization Act for FY2021, Pub. L. No. 116-283, § 589F (2021).

9Danielle Citron & Mary Anne Franks, “Criminalizing Revenge Porn,” 49 Wake Forest L. Rev. 345 (2014).
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The EU has been adopting a preventative and rights-based strategy. Its cornerstone, the
General Data Protection Regulation, or GDPR, requires entities to seek explicit consent
before processing personal data, including biometric identifiers such as facial images — a

common ingredient in deepfakes.®

The Al Act, proposed in 2021, works hand-in-hand with this, classifying Al systems —
including deepfakes — based on risk. It sets standards regulating transparency, ethical data
use and human accountability.5? Crucially, the Act requires visible labeling when synthetic

media is used, at article 52.53

This regime is further fortified by the Digital Services Act (DSA), which explicitly obliges
online platforms to proactively detect and deal with harmful deepfake content.5 Together,
these laws will make the EU one of the most robust jurisdictions for regulating work product

generated by generative Al.

United Kingdom:

In the post-Brexit space, the UK has been forging its own independent governance system
for Al while still reflecting some of the core values of GDPR. Under the Online Safety Act

2023, the media regulator Ofcom can introduce tougher restrictions on many digital platforms

specifically in relation to targeted deepfakes that are harmful for women and minors.%®

Prosecutors had already been able to pursue deepfake-related cases under existing laws
concerning sexual misconduct, cyber harassment and offensive communications under
guidance issued by the Crown Prosecution Service (CPS).%® Additionally, the recently passed
Online Safety Bill embeds a legally binding “duty of care” that requires platforms to take

action to prevent the emergence of deepfake-related harms.®’

China:
China has pursued a more draconian, state-managed approach to deepfake regulation. These
cover things such as watermarks on deepfake media and verification of users by service

providers, as set out in the Administration Provisions on Deep Synthesis Internet Information

61Regulation (EU) 2016/679 (General Data Protection Regulation), art. 9.

82European Commission, Proposal for a Regulation on a European approach for Artificial Intelligence,
COM(2021) 206 final.

®31bid., art. 52.

84Regulation (EU) 2022/2065 (Digital Services Act), art. 16-20.

%0nline Safety Act 2023 (UK), c. 32.

Crown Prosecution Service, “Social Media — Guidelines on prosecuting cases involving communications sent
via social media” (2021).

®7Ibid.
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Services, which came into force in January 2023.%8 The enforcement is up to the Cyberspace
Administration of China (CAC), which watches for risks to national security and disruption

of society.®

At the same time, the Cybersecurity Law and Personal Information Protection Law (PIPL)
add further restrictions around data transparency, user consent, and platform accountability

for Al use.”® Offenders can be subject to administrative or criminal penalties.

Australia:

In Australia, deepfakes are mostly dealt with under its Online Safety Act 2021, which gives
the eSafety Commissioner the authority to request rapid removal of non-consensual intimate
content (including deepfakes).”* Additional avenues for prosecution are potentially available
under the Criminal Code Act 1995 for deepfakes used in identity theft, exploitation of

minors, or digital harassment.”

The Australian Human Rights Commission has recommendeda dedicated deepfake law,

particularly to combat gender-based abuses.”

Japan and South Korea:

In 2022, Japan amended its Act on the Protection of Personal Information (APPI) to include
formal recognition of biometric data as sensitive, allowing its citizens to request the removal

of altered content such as deepfakes. "

In South Korea, digital identity technologies are broadly adopted, where criminal liability for
sexually exploitative deepfakes was enacted in the aftermath of the infamous “Nth Room”
incident. In 2020, we amended the Special Act on the Punishment of Sexual Violence

Crimes, as a result of which deepfake pornography became explicitly punishable.”
Privacy On Trial: Deepfakes, Consent, And the Urgency of Regulation

The advent of deepfake technology has raised fundamental questions regarding the

autonomy of individuals, consent in the online world, and the ability of legal frameworks to

88Cyberspace Administration of China, “Provisions on the Administration of Deep Synthesis Internet
Information Services” (Dec. 2022).

®91bid.

"OPersonal Information Protection Law of the People's Republic of China (PIPL), 2021, arts. 16—25.

"0nline Safety Act 2021 (Cth), s 45.

"2Criminal Code Act 1995 (Cth) s 474.17.

8Australian Human Rights Commission, “Human Rights and Technology Final Report” (2021).

"4Act on the Protection of Personal Information (Japan), 2022 rev., art. 2.

5Special Act on the Punishment of Sexual Violence Crimes, Act No. 4744, amended 2020 (South Korea).
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ensure effective protection. In contrast to conventional privacy violations, deepfakes mimic
biometric markers—voice, face, and body language—without permission, generating realistic
fakes that can be exploited and used for harm. This directly confronts the right to privacy,
which has been established as a constitutional right under Article 217 of the Constitution of

India.””

Even though the Information Technology (Intermediary Guidelines and Digital Media Ethics
Code) Rules, 2021, require intermediaries to remove offending content on actual
knowledge,® their provisions remain not preventative in nature but only responsive. The
victims are mostly left with the burden of proof, thereby leading to delay of justice as well as
aggravation of trauma. The recently passed Digital Personal Data Protection Act, 2023,
while naming biometric data as sensitive personal data, does not specifically speak of

manipulated Al-generated duplicates on the basis of such data.

Conversely, global jurisdictions have implemented stronger preventive measures. The
European Union's General Data Protection Regulation (GDPR) requires explicit and
informed consent for processing personal data®® and contains the right to erasure in Article
17.8! Producing and sharing non-consensual deepfakes is criminalized in South Korea,®? and

the European Union's draft Al Act contains a labelling requirement for Al-generated

material.®% The United States, on the contrary, put the Deepfake Accountability Act on hold

to make content authentication mandatory in the form of watermarks and digital

provenance.54

In India, Section 79 of the Information Technology Act, 2000,%° gives safe harbor protection
to intermediaries even when they host or spread deepfakes. There is no legislated need under

law to apply deepfake detecting tools or labelling procedures to platforms. Researchers and

5] NDIA CONST. art. 21.

" Justice K.S. Puttaswamy v. Union of India, (2017) 10 S.C.C. 1 (India).

8Information Technology (Intermediary Guidelines and Digital Media Ethics Code) Rules, 2021, Rule 3(1)(d).
"Digital Personal Data Protection Act, 2023, § 2(13), No. 22, Acts of Parliament, 2023 (India).

8Regulation 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of
natural persons, art. 6, 2016 O.J. (L 119) 1 (GDPR).

811d. art. 17.

82Special Act on the Punishment of Sexual Violence Crimes, Act No. 4744, amended 2020 (S. Kor.).
8European Commission, Proposal for a Regulation on Artificial Intelligence, COM (2021) 206 final (Apr. 21,
2021).

8Deepfake Accountability Act, H.R. 3230, 118th Cong. (2023).

8nformation Technology Act, 2000, § 79, No. 21, Acts of Parliament, 2000 (India).
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policy analysts have emphasized introducing regulation special to deepfakes to ensure digital

dignity.8®
Regulatory Challenges and Policy Roadmaps for Deepfakes

The Indian regulation of deepfake technology is confronted with serious challenges of
technological advancements, definitional ambiguity, enforcement limitations, and loopholes
in present legal instruments. These challenges are added to the speed with which generative
Al is progressing—beyond the present ability of legislators to counteract with effective,

precise regulation.

One of the greatest challenges is an absence of explicit legal definition of deepfakes. There is
no explicit definition or criminalization of creation and sharing of deepfakes in Information
Technology Act, 2000 or the newly enacted Digital Personal Data Protection Act, 2023.8" In
the absence of a definition, there is discriminatory enforcement of law and tends to leave
judges with a responsibility to twist general provisions for defamation, obscenity, or

impersonation. 8

Further, India's Section 79 of the IT Act intermediary liability system is strongly benevolent

safe harboring platforms from liability except they host illegal content with knowledge.®®

However, the idea is antiquated considering the advent of algorithmic amplification and
platforms' ability for detecting objectionable content.®® The 2021 IT Rules, vesting powers of
mandate of take-down, albeit still complaint-based.®! In practice, victims do not find redressal
slow to arrive, the platform’'s non-responding nature, and unavailability of information on

remedial measures. %

The second crucial limitation is the lack of obligatory detection and labelling technologies.
Globaly, the EU Al Act implements transparency measures wherein content would be
required to disclose that it has been synthetically created through the use of Al, perhaps most

significantly within synthesized media.®® Even in China's regulations of 2022, the providers

%Alena Birrer& Natascha Just, What We Know and Don’t Know About Deepfakes: An Investigation into the
State of the Research and Regulatory Landscape, New Media & Society (2024).

8"Digital Personal Data Protection Act, 2023, No. 22, Acts of Parliament, 2023 (India).

8ndian Penal Code, 1860, 88 499, 500, 509, No. 45, Acts of Parliament, 1860 (India).

8)nformation Technology Act, 2000, § 79, No. 21, Acts of Parliament, 2000 (India).

%Shreya Singhal v. Union of India, (2015) 5 SCC 1.

information Technology (Intermediary Guidelines and Digital Media Ethics Code) Rules, 2021, G.S.R.
139(E).

9Internet Freedom Foundation, “Intermediary Rules 2021 and the Erosion of Due Process,” IFF (2021).
9European Commission, Proposal for a Regulation laying down harmonized rules on artificial intelligence
(Artificial Intelligence Act), COM/2021/206 final.
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of services are tasked with incorporating digital watermarks within content synthesized.®* As
a matter of fact, although U.S. legislation falls behind on the federal side, this might report to
report progress having made with both the Deepfake Accountability Act, and criminalizing
on the state side malicious acts using deepfakes.” India currently has no statutory or

technological means to track the Al.

There is also a jurisdictional enforcement issue. Since internet services are cross-border, it is
hard to prosecute deepfake offenses made or disseminated from overseas. Mutual legal
assistance treaties (MLATS) and diplomatic processes for cross-border access to information
are cumbersome and slow.®® Material removal in sexual deepfakes or financial fraud is too

late after harm has been inflicted.®’

Subdued to these challenges is the general low level of digital literacy among the population,
particularly in rural areas. As Al tools become more and more accessible, awareness of
threats, legal recourse, and channels of reporting is low.%® Cyber police stations and forensic
centers of most states are still inadequately equipped and beset.*® Even with the Indian Cyber
Crime Coordination Centre (14C) brought in to augment investigation capacity, its operations

are still evolving.*®

Given these lacunas, regulatory reform needs to be future-oriented and multi-faceted. To
begin with, India has to pass a stand-alone law on the origin, spread, and mischievous

exploitation of deepfakes. The law has to create a line between harmful use and harmless use

(e.g., satire or entertainment) and impose penalty accordingly.

Second, India will need to have transparency requirements from platforms and developers

made binding. Traceable codes or watermarks on Al-driven content, similar to the EU Al

%Cyberspace Administration of China, “Provisions on the Administration of Deep Synthesis Internet
Information Services,” (Dec. 2022).

%Deepfake Accountability Act, H.R. 3230, 118th Cong. (2023).

%Rishabh Dara, Intermediary Liability in India: Chilling Effects on Free Expression, Centre for Internet and
Society (2011), https://cis-india.org/internet-governance/intermediary-liability-in-india.pdf.

% Amber Sinha &Elonnai Hickok, Accountability for Al in India, ORF Occasional Paper No. 183 (2020).

%Data Security Council of India, Annual Report 2021-22 (2022), https://www.dsci.in/resource/content/annual-
report-2021-22.

SMinistry of Electronics & Information Technology, Annual Report 2022-23, GOV'T OF INDIA (2023),
https://www.meity.gov.in/static/uploads/2024/02/AR_2022-23 English_24-04-23-1.pdf.

1%0press Information Bureau, Shri Amit Shah inaugurates Indian Cyber Crime Coordination Centre (14C) in
New Delhi; dedicates National Cyber Crime Reporting Portal to the Nation, GOV’T OF INDIA (Jan. 10, 2020),
https://pib.gov.in/PressReleasePage.aspx?PRID=1599067.

lHardik Malik, Deepfakes: There's a Thin Line Between Satire and Defamation, Mint (Apr. 17, 2023),
https://www.livemint.com/opinion/online-views/deepfakes-theres-a-thin-line-between-satire-and-defamation-
11719429839573.html.
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Act.1%2 Provenance protocols for material would help the law enforcement establishments

with real-time attribution.103

Third, intermediary liability has to be realigned. Safe harbor needs to be made contingent
upon proactive actions such as Al content detection, takedown at high speeds, and public
reporting dashboards.%* Freedom to innovate and responsibility to act need to be struck in

harmony.

Fourth, India needs to invest in literacy initiatives in Al, targeted at school education and
rural digital penetration. Policymakers must create a national repository of trustworthy
deepfake detection tools and support public-private partnerships to develop common

infrastructure.

Finally, speedy judicial redress and data-sharing arrangements with foreign technology firms
need to be institutionalized so that action and takedown are made in a timely fashion. A
special cell in the Ministry of Electronics and IT can act as a nodal regulatory body for

generative Al.
Conclusion - Charting India’s Path to a Deepfake-Free Digital Future

Deepfake technology, producing fake videos and images that are unsettlingly realistic,
is one of the problems of India. Pranks are not the issue—this is invading people's privacy,
perpetuating misrepresentations, and even tampering with elections. My study crossed India’s
legislation, the ancient IPC, the new BNS, and the IT Act, and what | have found was that
they're not cutting it. These laws are too vague, don’t mention Al or deepfakes, and make it
tough to catch the culprits. Victims, like those in big cases we’ve all heard about, are often
left with no clear way to fight back. Plus, without rules forcing platforms to spot fakes or use

tech like watermarking, the problem keeps growing.

In comparison to other nations, in my view India lags behind. EU and US already have the
lead on legislating to require companies to recognize Al-generated content or penalize
creators outright. India must go one step further with a new law covering deepfakes—a law

that says what you cannot do and how to prevent it, but also allowing human beings to benefit

102Regulation (EU) 2022/2065 (Digital Services Act), arts. 16-20.
103partnership on Al, Synthetic Media Framework Case Study: Adobe, 2024, https://partnershiponai.org/wp-
content/uploads/2024/03/pai-synthetic-media-case-study-adobe.pdf.
1%4Esya Centre, A Proactive Approach to Dealing with Synthetic Al-Generated Content (Nov. 14, 2023),
https://www.esyacentre.org/perspectives/2023/11/14/a-proactive-approach-to-dealing-with-synthetic-ai-
generated-content.
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from Al for the greater good such as films or paintings. We must also conduct campaigns to

educate everyone, from children to grandparents, on how to identify and report fake news. If
we do nothing, deepfakes will continue the devastation, undermining trust in what we see

online. While India is dreaming to be in the vanguard of technology, we cannot let this pass.

| think it's time our legislatures woke up, plugged the loopholes in the law, and constructed a

mechanism which can keep pace with the mad speed of Al. A strong, intelligent legislation
isn't merely about curing today's fiasco—it's about making India's digital future as secure,
equitable, and prepared for whatever comes next.
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