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Abstract

There is a huge transformation happening in India within the criminal justice system to
optimize performance and the protection of human rights. The BNS, 2023 has introduced
potential advancements by incorporating electronic evidence in investigations; but we cannot
rule out ethical issues. There are technologies like Facial Recognition Technology (FRT) and
Closed-Circuit Television (CCTV) that have raised privacy concerns; Delhi represents some
of the most extensive growth in the surveillance system. New legislation called the Digital
Personal Data Protection Act, 2023 enforces data protection policies on par with international

standards including GDPR; but issues like cross-border data transfer and compliance persist.

Al presents an opportunity to enhance policing through technology, but it raises ethical
concerns, particularly regarding algorithmic biases that could undermine constitutionally
protected rights to equality and fairness for minorities. These systems, like CMAPS and
JARVIS demand the disclosure, accountability, and supervision of artificial intelligence
applications. At the same time, cybercrime persists and intensifies, fuelled by technology
trends, deepfakes, and ransomware, which create major economic and security threats. In a
lot of ways, the article highlights the role of the laws enacted and the international
collaboration India has been making to enhance cybersecurity; though, at the same time, the

article pushes for increased awareness, involvement, and sensible policy in the country.

With India now heading towards digitalization in the criminal justice system, the need to

strike a balance between the two—progress and rights—is very central. Ethical usage of
technologies, fair policies and legislation, and distribution of solutions for justice—none of
these should erode freedom in society. India’s digital future is not only about creativity; it

also concerns whether it serves decency, privacy, and equity.
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Introduction

India's legal system is undergoing a significant transformation with the rapid integration of
technology, raising critical questions about protecting fundamental rights while advancing
innovation. The Bharatiya Nyaya Sanhita (BNS) of 2023 represents a pivotal step forward by
incorporating procedures for electronic evidence. Yet, concerns persist about the responsible
deployment of technologies like Facial Recognition Technology (FRT) and Closed-Circuit
Television (CCTV) in law enforcement and surveillance?. For example, Delhi boasts an
astounding density of 1,826 CCTV cameras per square mile, showcasing its extensive
surveillance network®. Clear guidelines on data retention policies and privacy protections are
essential as India navigates the complexities of digital surveillance in crime prevention.*
Amidst these developments, the ethical implications of Artificial Intelligence (Al) in law

enforcement demand careful consideration®, necessitating robust frameworks to address

algorithmic bias and ensure procedural fairness®. The Digital Personal Data Protection Act

20237 underscores India's commitment to data security amid escalating cyber threats, despite

2Software Freedom Law Center, India * Defender of Your Digital Freedom. (2024). Deployment of Facial
Recognition Technology for State Surveillance and Monitoring * Sofiware Freedom Law Center, India. [online]
Auvailable at: https:/sflc.in/deployment-of-facial-recognition-technology-for-state-surveillance-and-monitoring/.
3Special Correspondent (2021). Delhi tops list of world cities in terms of CCTVs per sg. mile: CM. [online] The
Hindu. Awvailable at: https://www.thehindu.com/news/cities/Delhi/delhi-tops-list-of-world-cities-in-terms-of-
cctvs-per-sq-mile-cm/article36129409.ece[Accessed 17 Dec. 2024].
*WHITE PAPER OF THE COMMITTEE OF EXPERTS ON A DATA PROTECTION FRAMEWORK FOR
INDIA. (n.d.). Available at:
https://www.meity.gov.in/writereaddata/files/white_paper on data protection in_india 171127 final v2.pdf.
5Xynou, M. (n.d.). Policy Recommendations for Surveillance Law in India and an Analysis of Legal Provisions
on Surveillance in India and the Necessary & Proportionate Principles. [online] Available at: https://cis-
india.org/internet-governance/blog/policy-recommendations-for-surveillance-law-in-india-and-analysis-of-legal -
provisions-on-surveillance-in-india-and-the-necessary-and-proportionate-principles.pdf [Accessed 17 Dec.
2024].
Shekhar, K. and Mehta, S. (2022). The state of surveillance in India: National security at the cost of privacy?
[online] orfonline.org. Awvailable at: https://www.orfonline.org/expert-speak/the-state-of-surveillance-in-
india[Accessed 17 Dec. 2024].
7 Parliament of India. (2023). Digital Personal Data Protection Act, 2023. Act No. 22 of 2023. Assented to on 11
August 2023. Available
at: https://www.meity.gov.in/writereaddata/files/Digital%20Personal%20Data%20Protection%20Act%202023.p
df [Accessed 17 Dec. 2024]
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challenges related to compliance and operational feasibility. India's journey towards a digital
legal framework underscores the delicate balance of leveraging Al® to enhance efficiency in
criminal justice while upholding transparency and safeguarding fundamental rights, shaping a

future where technology supports a just and secure society.®

Expanding Reach of Digital Surveillance in India:

India has integrated information technology into the legal infrastructure at a faster pace and
thereby has introduced a variety of changes, however, few questions related to innovations
and protection for fundamental rights have emerged.'® Like every other nation, it is at a

crossroads inadvancing technologically without negating civil liberties in the process. !

The most recent version of the forensic law in India which is the Bharatiya Nyaya Sanhita
(BNS) 2023'? is an accomplishment from the past year since it permits the introduction of
electronic evidence during investigations albeit under some conditions. Nevertheless, the
utility and the safe use of technologies were also questioned during the Delhi riots in 2020

which raised the issues of guidelines for the application of technologies including FRT,

The increase in the use of Closed-Circuit Television (CCTV) systems in the cities has raised
concernsabout how data is to be stored or if the use of such systems intrudes on privacy

rights.** Currently, the use of CCTV has rapidly surged in India, especially in Delhi which

8Mahapatra, D.S. (2021). Digital Surveillance and the Threat to Civil Liberties in India. [online] www.giga-
hamburg.de. Awvailable at: https://www.giga-hamburg.de/en/publications/giga-focus/digital-surveillance-and-
the-threat-to-civil-liberties-in-india. [Accessed 13 Dec. 2024]
%Asifullah Samim, Edris, M. and Shanaz (2023). Navigating Data Protection in India: Key Laws and
Regulations  for  Protecting  Personal Information. ResearchGate, [online] 3(2), pp.14-20.
https://www.researchgate.net/publication/370893864 Navigating Data Protection_in_India Key Laws and R
egulations_for_Protecting Personal_Information [Accessed 15 Dec. 2024]
10Sada Law (2024). Role of technology in transforming the Indian judiciary -. [online] SADA LAW
PUBLICATIONS. Available at: https://sadalawpublications.com/role-of-technology-in-transforming-the-indian-
judiciary/ [Accessed 17 Dec. 2024].
USiddharth Aiyar (2024). Rebooting Justice: Technology As A Catalyst For Change In The Legal System.
[online] Livelaw.in. Available at: https://www.livelaw.in/lawschool/articles/indian-legal-system-challenges-and-
technological-solutions-268173[Accessed 17 Dec. 2024].
12The Bharatiya Nyaya Sanhita, 2023, No. 45 of 2023, Government of India, Ministry of Law and Justice, New
Delhi
BRoy, N. (2024). The Indian legal system, steeped in tradition and complexity, is on the cusp of a
transformation driven by Artificial Intelligence (Al). With a rich history and a pivotal role in upholding justice,
the legal industry has often been slow to embrace change. [online] Linkedin.com. Awvailable at:
https://www.linkedin.com/pulse/ai-law-revolutionizing-indias-legal-landscape-how-can-roy--esxsf/[ Accessed 17
Dec. 2024].
14Sharma, J. and Imran, M., 2021. The significance of technology in the Indian legal system and legal education:
A comprehensive examination. Russian Law Journal, 9(1)Available at
2.+Role+of+Technology+in+the+Indian+Legal+System..(2).pdf
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ranked first in the world in density.®® These findings highlight the need to develop sound

policies for social media monitoring in view of crime prevention.

Case laws have therefore been central to the construction of the topic of digital surveillance.
Regarding the legislation and the right to freedom of speech, the Supreme Court of India in
the case Shreya Singhal vs. Union of Indial” in 2015 focused on the distinction between
unlawful speech and obscene content. This ruling can be considered in reference to the legal
context set by the Information Technology Act, 2000%with regard to communication and

surveillance in the digital context.

The Digital Personal Data Protection Act, 2023 is a significant step forward in data
protection which has covered the aspects of personal data protection consistent with the
international norms such as GDPR.2° This act aims to regulatethe handling of data without

compromising the privacy of individuals or the requirements of law enforcement agencies.?:

In addition, the Indian government has enacted new cybersecurity regulations that have
severe breach reporting provisions which is a source of cause for concern over compliance

costs, especially in the technology industry??.

However, there are always challenges in relation to data location and the collection of
evidence from other countries. The provisions of the Digital Personal Data Protection Act
concerning cross-border data transfer should be approached with caution to enhance the

effectiveness of law enforcement without infringing on the rights of individuals. It is not just

FreeLaw, 2023. Role and future of legal technology in the Indian judicial system. [online] Available at:
https://www.freelaw.in/legalarticles/Role-and-Future-of-Legal-Technology-in-the-Indian-Judicial-System
[Accessed 14 December 2024]
16Siddharth Aiyar (2024). Rebooting Justice: Technology As A Catalyst For Change In The Legal System.
[online] Livelaw.in. Available at: https://www.livelaw.in/lawschool/articles/indian-legal-system-challenges-and-
technological-solutions-268173.
"Shreya Singhal v. Union of India (2015) AIR 2015 SC 1523; Writ Petition (Criminal) No. 167 of 2012,
Supreme Court of India, decided on 24 March 2015
BInformation Technology Act, 2000 (Act 21 of 2000). Available at: https://www.mit.gov.in/it-bill.asp
PDigital Personal Data Protection Act, 2023 (No. 22 of 2023). Available
at: https://www.meity.gov.in/writereaddata/files/Digital%20Personal%20Data%20Protection%20Act%202023.p
df
20Sharma, J. and Imran, M., 2021. The significance of technology in the Indian legal system and legal education:
A comprehensive examination. Russian Law Journal, 9(1) Available at
2.+Role+of+Technology+in+the+Indian+Legal+System..(2).pdf
ZSiddharth Aiyar (2024). Rebooting Justice: Technology As A Catalyst For Change In The Legal System.
[online] Livelaw.in. Available at: https://www.livelaw.in/lawschool/articles/indian-legal-system-challenges-and-
technological-solutions-268173.
22Roy, N. (2024). The Indian legal system, steeped in tradition and complexity, is on the cusp of a
transformation driven by Artificial Intelligence (Al). With a rich history and a pivotal role in upholding justice,
the legal industry has often been slow to embrace change. [online] Linkedin.com. Available at:
https://www.linkedin.com/pulse/ai-law-revolutionizing-indias-legal-landscape-how-can-roy--esxsf/  [Accessed
17 Dec. 2024].
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simple as identifying proposing and implementing technology solutions, but also about
protecting the liberties of citizens when embracing the opportunities of the digital age.® In
such a scenario, the rights of citizens to privacy will have to be balanced well with the

demands for efficient policing of the country as it carves its new future.?*
Tackling Cyber Crime: Deep Fakes and Data Protection in India

Today, the world is experiencing increased incidences of cybercrime as technology continues
to grow at a faster rate?®. With extremely negative consequences, ransomware attacks and
deep fakes, have been created specifically?®. One illustration is a deepfake video of Putin
stating that he wants to make peace during the Russia-Ukraine war which went viral and
demonstrated the ability can spread fake information?’. Similarly, there have been fake videos
made to look like celebrities spewing some words and this scenario brings concern about the

effects of manipulated media in society today.?®

In the last decade, cyber threats have become more apparent, and the international
community has endeavored to strengthen its response, including the Budapest Convention?®
This treaty helps in framing policy in the area of computer crime in which working together

is considered vital to deal with threats that are not constrained by geographical boundaries®.

In India, the phenomena of cybercrime have changed significantly.®! The judgment of the

Supreme Court of India in K.S. Puttaswamy vs. Union of India®? recognizing the right to

ZFreeLaw, 2023. Role and future of legal technology in the Indian judicial system. [online] Available at:
https://www.freelaw.in/legalarticles/Role-and-Future-of-Legal-Technology-in-the-Indian-Judicial-System
[Accessed 16 December 2024]

%Gjddharth Aiyar (2024). Rebooting Justice: Technology As A Catalyst For Change In The Legal System.
[online] Livelaw.in. Available at: https://www.livelaw.in/lawschool/articles/indian-legal-system-challenges-and-
technological-solutions-268173.
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University. Available at: https://www.nu.edu/blog/cybersecurity-statistics/.
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privacyled to emergence of better data protection laws in a bid to combat the increasing cases
of cybercrime worldwide®. The recent legislation that has been enacted in this regard is the
Digital Personal Data Protection Act, 202334 enacted to empower the central government to
make official notifications to prevent the transfer of personal data to certain countries.®*This
act introduces data localization and improves data protection, especially in a country where

the use of digital means of transacting business is rapidly growing.3®

Cybercrime in India is growing due to several factors among which is the increased number
of mobile users along with the internet connectivity acts as an opportunity for cyber
attackers®’. Computerized and advanced forms of monetary fraud come with newly emerging
outlets such as e-commerce, online banking, and digital payment systems®. Further,

ignorance about cybersecurity among the users and the weak laws add to the problem. 3

At present time, there is a bigger risk of identity theft, online scams, and ransomware attacks
hitting people and businesses in India in which they can lose all their money*°. In addition,
the violation of personal records increases data vulnerability, and thus people’s trust in online

services.*!

Endemic examples explain the prevalence of the problem. One of the most recent

ransomware attacks, WannaCry occurred in the year 2017 and impacted over 230000

$2K.S. Puttaswamy (Retd.) vs. Union of India, Writ Petition (Civil) No. 494 of 2012, Supreme Court of India, 26
September 2018
3Morgan, S. (2024). 2024 Cybersecurity Almanac: 100 Facts, Figures, Predictions And Statistics. [online]
Cybercrime Magazine. Available at:https://cybersecurityventures.com/cybersecurity-almanac-2024/.
%Digital Personal Data Protection Act, 2023 (No. 22 of 2023). Available
at: https://www.meity.gov.in/writereaddata/files/Digital%20Personal%20Data%20Protection%20Act%202023.p
df
%Singh, R. (2024). Here is how much Indians lost to cyber frauds between Jan and Apr of 2024. [online]
@bsindia. Available at: https://www.business-standard.com/india-news/here-is-how-much-indians-lost-to-
cyber-frauds-between-jan-and-apr-of-2024-124052700151 1.html
%SentinelOne  (2024). Key cyber security statistics for 2024. [online] SentinelOne. Available at:
https://www.sentinelone.com/cybersecurity-101/cybersecurity/cyber-security-statistics/.
7Singh, R. (2024). Here is how much Indians lost to cyber frauds between Jan and Apr of 2024. [online]
@bsindia. Available at: https://www.business-standard.com/india-news/here-is-how-much-indians-lost-to-
cyber-frauds-between-jan-and-apr-of-2024-124052700151 1.html
%Morgan, S. (2024). 2024 Cybersecurity Almanac: 100 Facts, Figures, Predictions And Statistics. [online]
Cybercrime Magazine. Available at:https://cybersecurityventures.com/cybersecurity-almanac-2024/.
%9Terranova Security (2024). 131 Cyber Security Statistics: 2024 Trends and Data | Terranova Security. [online]
www.terranovasecurity.com. Available at: https://wwuw.terranovasecurity.com/blog/cyber-security-statistics.
40Singh, R. (2024). Here is how much Indians lost to cyber frauds between Jan and Apr of 2024. [online]
@bsindia. Available at: https://www.business-standard.com/india-news/here-is-how-much-indians-lost-to-
cyber-frauds-between-jan-and-apr-of-2024-124052700151 1.html
“GentinelOne (2024). Key cyber security statistics for 2024. [online] SentinelOne. Awvailable at:
https://www.sentinelone.com/cybersecurity-101/cybersecurity/cyber-security-statistics/
For general queries or to submit your research for publication, kindly email us at ijalr.editorial @gmail.com
https://www.ijalr.in/
©2024 International Journal of Advanced Legal Research



https://www.ijalr.in/
https://cybersecurityventures.com/cybersecurity-almanac-2024/
https://www.meity.gov.in/writereaddata/files/Digital%20Personal%20Data%20Protection%20Act%202023.pdf
https://www.meity.gov.in/writereaddata/files/Digital%20Personal%20Data%20Protection%20Act%202023.pdf
https://www.business-standard.com/india-news/here-is-how-much-indians-lost-to-cyber-frauds-between-jan-and-apr-of-2024-124052700151_1.html
https://www.business-standard.com/india-news/here-is-how-much-indians-lost-to-cyber-frauds-between-jan-and-apr-of-2024-124052700151_1.html
https://www.sentinelone.com/cybersecurity-101/cybersecurity/cyber-security-statistics/
https://www.business-standard.com/india-news/here-is-how-much-indians-lost-to-cyber-frauds-between-jan-and-apr-of-2024-124052700151_1.html
https://www.business-standard.com/india-news/here-is-how-much-indians-lost-to-cyber-frauds-between-jan-and-apr-of-2024-124052700151_1.html
https://cybersecurityventures.com/cybersecurity-almanac-2024/
https://www.terranovasecurity.com/blog/cyber-security-statistics
https://www.business-standard.com/india-news/here-is-how-much-indians-lost-to-cyber-frauds-between-jan-and-apr-of-2024-124052700151_1.html
https://www.business-standard.com/india-news/here-is-how-much-indians-lost-to-cyber-frauds-between-jan-and-apr-of-2024-124052700151_1.html
https://www.sentinelone.com/cybersecurity-101/cybersecurity/cyber-security-statistics/

VOLUME 5 | ISSUE 2 NOVEMBER 2024 ISSN: 2582-7340

computers across 150 countries with an estimated damage cost of $4 billion.*? Likewise, in
early 2021, the Microsoft Exchange Server attack posed vulnerabilities that were actively

leveraged by multiple attackers impacting thousands of organizations in different countries.*®

To tackle these challenges, the Indian government is working to enhance cybersecurity
measures and come up with perfect data protection laws.** However, success in such
measures depends on awareness creation in cybersecurity, increased user education with
synergy between the government, law enforcement agencies, and the private sector®.It can
now be said that it is not only teleology to combat cybercrime but as a social responsibility

that is expected to involve all the actors and stakeholders.*®

The Ethical Use of Artificial Intelligence (Al) in Law Enforcement:

Criminal justice reform as a development discourse in digital India poses quite an interesting
conundrum. The opportunities for improving the effectiveness of technologies and addressing
the matter of crime may be balanced by the need to protect rights.*” Al is one of the
technologies that have been developed to support activities such as surveillance and data
analysis as well as casework.*® Nevertheless, ethical concerns, particularly those surrounding

the use of Al in policing, need to be questioned.*®

Predictive Policing, a pivotal component of the contemporary justice system, uses algorithms

to analyze vast databases in order to predict and prevent future crimes®. The Delhi Police has

4Morgan, S. (2024). 2024 Cybersecurity Almanac: 100 Facts, Figures, Predictions And Statistics. [online]
Cybercrime Magazine. Available at:https://cybersecurityventures.com/cybersecurity-almanac-2024/.
43Brooks, C. (2024). Alarming Cybersecurity Stats: What You Need To Know In 2024. [online] Forbes.
Available at:  https://www.forbes.com/sites/chuckbrooks/2024/06/05/alarming-cybersecurity-stats-what-you-
need-to-know-in-2024/.
4Singh, R. (2024). Here is how much Indians lost to cyber frauds between Jan and Apr of 2024. [online]
@bsindia. Available at: https://www.business-standard.com/india-news/here-is-how-much-indians-lost-to-
cyber-frauds-between-jan-and-apr-of-2024-124052700151 1.html
“Morgan, S. (2024). 2024 Cybersecurity Almanac: 100 Facts, Figures, Predictions And Statistics. [online]
Cybercrime Magazine. Available at:https://cybersecurityventures.com/cybersecurity-almanac-2024/.
46National University (2024). 101 Cybersecurity Statistics and Trends for 2024 | NU. [online] National
University. Available at: https://www.nu.edu/blog/cybersecurity-statistics/.
4“"Amar Gahlot (2024). Modernizing Justice: India’s Ambitious Leap in Legal Reform. [online] Metalegal
Advocates. Awvailable at: https://www.metalegal.in/post/modernizing-justice-india-s-ambitious-leap-in-legal-
reform [Accessed 17 Dec. 2024].
48Singh, A., 2024. Modernizing criminal laws: A step towards legal reform. [online] EY Global Markets and
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[Accessed 16 Dec. 2024].
S0Ecommitteesci.gov.in. (2024). ICJS | Official Website of e-Committee, Supreme Court of India | India. [online]
Available at: https://ecommitteesci.gov.in/icjs/[ Accessed 17 Dec. 2024].
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employed Predictive Policing through the mechanism of Crime Mapping, Analysis, and
Prediction System (CMAPS), ensuring seamless leveraging of data by utilizing the data
provided by the Dial 100 emergency helpline and the First Information Report (FIR) to
identify the high risked areas, crime hotspots and detecting the criminal behavior®!. Although
these new technologies increased the efficiency of the justice systemthey posed serious risks
and raised profound concerns about the algorithmic biases which affect the marginalized and

vulnerable.®?

The use of mapping based on past historical data mirrors the modern-day societal prejudices
and biases against the submissive, the use of FIRs and Dial 100 for the collection of data is
not free from bias, the police officials often overlook the crimes occurring in the posh and
affluent areas, also the manipulation of FIRs skews the data and leads the poor and minorities

under the judicial scrutiny®3. This overrepresentation of the marginalised communities leads

to an increased deployment of police officers in these areas ignoring the crimes occurring in
the affluent areas. This is also a violation of the Fundamental Rights of the Constitution under
Article 14 and Article 15 which promotethe right to equality before the law and prohibits

discrimination.®*

Sounding a cautionary note, Chief Justice of India D.Y. Chandrachud emphasized, “From
issues of jurisdiction and privacy to questions of accountability and transparency, the
integration of technology into our criminal justice system requires careful consideration of
the ethical, legal, and societal implications at play.”® This exemplifies the need for urgent
scrutiny to ensure that Al mechanisms like CMAPS and JARVIS uphold the rule of law
rather than defying the concept. JARVIS- an Al-driven video concept mechanism deployed

in 70 jails across the whole state of Uttar Pradesh to predict crime by analyzing the body
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language of the prisoners, intended to prevent criminal activities this posea serious risk to the
Right to Privacy.®®

Although India lacks case laws that have a direct influence on Al, international case laws like
United States v. Loomis (2016)°" throws light on algorithmic biases as the software
COMPAS took gender and race into account while sentencing Loomis to six years.
Accountability in the choices of the algorithms, good practices in data management, and
constant intervention of human intelligence, along with transparency and engagement of the

public and free discussion of how Al is used is crucial. 8

The Escalating Threat of Cybercrime: An Economic and Security Challenge

Cybercrime, a rapidly evolving significant economic and security threat to the modern world
is expected to cost the world, $10.5 trillion annually by 2025%°. This has affected global
innovations and investments at a large rate. The implications and risks are not confined to one
area apart from affecting the economy, it also affects healthcare. Cyberwarfare now stands as

one of the most critical threats surpassing nuclear risks, as Warren Buffet once

remarked.®°The need for comprehensive and adaptive cybersecurity measures has been more

critical. There must be regular audits of Al systems so that they do not perpetuate algorithmic
biases. Comprehensive policies for Facial Recognition Technology (FRT) and Closed-Circuit
Television (CCTV) must be regulated to avoid any legislative gaps. Besides, proper
incorporation of the Inter-operable Criminal Justice System must be aligned so that all the

information is available in one database facilitating faster judicial decisions and justice.

The Road Ahead (Conclusion)
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With a looming paradigm shift in India’s criminal justice system triggered by digitization, the
course that has to be steered in the future is between human rights on one hand and
procedural reform on the other. The application of Al and the emergence of surveillance
systems together with cybersecurity features promise to bring efficiency into the already
existing system of crime prevention and delivery of justice. But it’s not a panacea;

technology ethics require efforts, and disclosure, and have to be imbued with equity.

The issues — from algorithmic bias and privacy infringement to cyber threats — suggest that
there is a need for a strong legislative environment and responsible policymaking together
with the implementation of bottom-up engagement. It is necessary to create a situation where

the development of innovations in the context of justice will not lead to a weakening of the

principles of equality, dignity, and privacy of individuals.

Rather than focusing solely on how to make technology work in the area ofthe justice system
in this fast-changing digital society of the world, it is time to show how efficiency can be
achieved when matched with rights. India’s digital future is not just what is possible but how

it is doable time and again.
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