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LEGAL TACTICS FOR PROTECTING TRADE SECRETS IN THE
WORLD-WIDE MARKET
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ABSTRACT

Any data or information relating to enterprises that is unknown to the general public, as well as
reasonable efforts to keep such information Secretive, qualifies as a trade secret. Many
businesses face a quandary between wanting to protect their valued ideas through patenting and
seeking to keep them as trade secrets. In today's globalized world, businesses are always looking
for a competitive advantage to stay ahead of the competition. A company's trade secrets are one
of its most valuable assets. Many business owners, startups, and entrepreneurs have achieved
success thanks to a trade secret. A trade secret is sensitive company information that has
commercial worth. Businesses have a competitive advantage over rivals thanks to these trade

secrets. These are confidential and unique data that offer a business a clear edge over rivals.

Trade secrets, whether they are a secret recipe, manufacturing technique, or customer database,

are essential to many successful organizations. More typically, corporations may file patent
applications while also protecting trade secrets related to their ideas. As a result, in addition to
any patent filing process, firms must decide how to secure large amounts of sensitive
information, ranging from the inventive to the commonplace, much of which will be
commercially valuable to their competitors. However, protecting these various sources of
confidential information around the world necessitates a consistent policy that covers the most
typical risk situations. Understanding the value of foreign trade secrets and executing effective

protection techniques is critical for organizations functioning in today's global market. With the
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correct safeguards in place, businesses can protect their precious information and preserve a
competitive advantage in an ever-changing business world. In this Article, we will look at the

various tactics required for overall trade secrets in the worldwide market.
KEYWORDS: Secretive, Commercial, Techniques, Organization, Businesses
INTRODUCTION:

In today's global business scene, trade secrets are significant assets for firms across a
wide range of industries. Unlike patents or copyrights, trade secrets protect proprietary
knowledge that gives the owner a competitive advantage. What exactly are trade secrets and
why do they need to be protected? Trade secrets are private commercial information that gives
a corporation a competitive advantage over its rivals. Formulas, procedures, methodologies,
client lists, marketing strategies, and another non-public private knowledge can all be included.
Trade secrets are present in a variety of industries, including technology, manufacturing,
medicines, and even food and beverages. Companies rely on trade secrets to differentiate
themselves from competition. Businesses that safeguard vital information can maintain their
market position, gain consumer loyalty, and achieve long-term success. Protecting trade secrets
can also assist organizations preserve their research and development efforts by preventing
unauthorized usage or disclosure, which could impair their competitive edge. Where does the
trade secrets issue come up? Most trade secret disputes include employees or former employees
in some capacity, such as when employees switch from one competitor to another or quit to
establish their own business. As a result, such issues frequently begin with the company's human

resources, employment, or information technology departments before involving IP and litigation

professionals?. It is also usual for disagreements to begin with the breakdown of a collaborative

relationship, such as a joint venture, at which point what could have been a mutually beneficial
exchange of intellectual property can quickly devolve into hostility. While complicated joint
venture agreements frequently include specialist IP advice, corporate and transactional counsel

will draft with commercial interests in mind, and forum selection and arbitration clauses may

2 Mark Ridgway, James Gagen, The Key to unlocking a successful trade secrets Strategy, ALLEN &
OVERY (Jan.10,2023), https://www.allenovery.com/en-gh/global/news-and-insights/publications/the-key-to-
unlocking-a-successful-trade-secrets-strategy
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necessitate additional specialist involvement during the dispute resolution process. Furthermore,
more serious breaches and thefts of trade secrets, such as industrial espionage or wholesale theft,
can occur, either by rogue employees or outside parties. Such breaches can constitute an
existential threat to businesses and carry criminal ramifications, necessitating the intervention of
white-collar criminal lawyers, cyber security professionals, and forensic examiners, among
others. Trade secret protection is maintained as long as the owner takes the proper procedures to
safeguard its secrets. Compilations of publicly available information may be considered trade
secret information if the compilation itself fulfils the criterion.

HISTORY OF TRADE SECRET LAW:

The history of trade secret legislation provides a fascinating look at how certain intellectual
property rights have evolved. Whereas statutes provide legal justification for copyright, patent,
and trademark law, the trade secret idea and associated reliefs arose from common law. Indeed,
the basic assumptions of patent and copyright laws—that government-granted rights might help
to incentivize the invention and sharing of new ideas and expression—are diametrically opposed
to the idea of keeping knowledge hidden in order to gain a competitive advantage. The idea that
so-called business or "trade secrets" were entitled to legal protection grew quickly over the
world. Most European nation-states had regulations in place as early as the Renaissance to
safeguard enterprises from anyone who used their confidential procedures and ideas without
authorization. Courts and legislatures transformed these early rules into statutes that safeguarded
"industrial secrets™ during the Industrial Revolution. Many of these laws are still in effect today,
albeit in a modified form. The existing system of trade secrets is essentially an Anglo-American
idea that stretches back to the Industrial Revolution. Unlike other types of intellectual property,

which can be traced back hundreds of years, trade secret law is the result of state court decisions

from the middle of the nineteenth century®. According to one legal scholar, the principles of trade

secret law arose from a number of related common law torts, including breach of confidence,
breach of confidential relationship, common law misappropriation, unfair competition, unjust

enrichment, and torts involving trespass or unauthorized access to a plaintiff's property. It also

¥ Amy Kapczynski, The Public History of Trade Secrets, OPENYLS,
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emerged from a set of legal rules and common laws. The "Restatement of Torts" was published
in 1939 by the American Law Institute (ALI), a group of attorneys, judges, and legal scholars,
with the goal of providing a "clear formulation of common law and its statutory elements or
variations, and reflect the law as it currently stands or might plausibly be stated by a court."
Furthermore, in 1979, the National Conference of Commissioners on Uniform State Law
(NCCUSL) passed the Uniform Trade Secrets Act (UTSA), which is "the first comprehensive
effort to codify the law of trade secrets protection, incorporating the major common law
principles while filling gaps left by the courts."The federal government did not take action to
protect national trade secrets until the mid-1990s, when Congress approved the Economic
Espionage Act of 1996.

DURATION OF THE TRADE SECRET:

Trade secrets last for as long as they can be kept. However, the term of trade secret protection
varies based on the jurisdiction and the conditions. Trade secrets might live permanently. This is
only achievable if entities maintain confidentiality and meet the requirements for trade secret
protection. Trade secrets might lose their legal protection if they are no longer kept confidential
or are made public. For instance, if a trade secret is divulged by illicit means or is independently
discovered by others, it may no longer be regarded a trade secret. As a result, maintaining the

secrecy is critical for its continued protection. Furthermore, some jurisdictions may have special

laws or regulations governing the time period for which a trade secret is protected. Businesses
should consult with legal counsel to understand about trade secret laws and obligations in their
respective countries. How are trade secrets safeguarded? Trade secrets are kept hidden through
a variety of techniques and practical steps, including the maintenance of confidential
information. Here are some typical, practical procedures that businesses take to preserve trade
secrets. Businesses should restrict access to trade secret information to authorized personnel with
a legitimate need to know. This reduces the likelihood of unauthorized publication. Non-
Disclosure Agreements (NDAS) are legal agreements. They impose confidentiality requirements

on firms and workers, contractors, and other persons who may have access to trade secrets.

4 Essential Strategies to Safeguard & Protect your valuable Trade Secrets, USLAWPROS(Aug.25,2023)
https://uslawpros.com/safeguard-and-protect-trade-secrets
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Employees should receive training programs and educational resources from their employers.
These programs should emphasize the necessity of trade secret protection and train staff on how
to properly handle private information. What if you reveal the trade secret? Misappropriating
or violating a trade secret might result in serious legal penalties. Numerous individuals have
damaged and stolen confidential documents, confidential corporate information, and trade secret
materials. This could include a former employee or employer. When trade secret information is
breached, the owner has the right to sue the responsible party. This often entails bringing a
lawsuit and pursuing legal remedies. The trade secret owner might seek injunctive remedy to
prevent further disclosure or use of the trade secret. This may involve seeking monetary damages

to compensate for the economic loss caused by the breach.
CONTEMPORARY LEGAL ENVIRONMENTFOR TRADE SECRET PROTECTION:

e State Law:
Trade secrets are primarily protected against misappropriation under state law.
Individuals or companies can seek civil damages in state courts by bringing a common
law tort suit for misappropriation or by citing a state statute. The Uniform Trade Secrets
Act (UTSA) establishes the fundamental elements of common law trade secret

protection. These state statutes define the important phrases "trade secret,”

"misappropriation,” and "improper means," as well as the various forms of injunctive

and monetary relief available in a civil action for trade secret misappropriation. Some

jurisdictions even consider trade secret theft to be a punishable offence.

e Federal Law:
» Trade Secrets Act:

The Trade Secrets Act, which existed before to 1996, was likely
the most significant federal legislation governing trade secrets. This statute,
passed in 1948, has a narrow scope. It prohibits federal employees and
government contractors from disclosing confidential government
information, such as trade secrets, without authorization. Violation of this

criminal offence results in removal from office or employment, as well as a
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fine and/or imprisonment for up to one year. State and municipal
government actors, as well as private sector personnel, are exempt from the

statute®.

Economic Espionage Act:
The Economic Espionage Act of 1996 (EEA) was passed by
Congress in 1996, and it addressed a far broader range of trade secrets
issues. American corporations and the federal government invest billions of
dollars on research and development. The benefits of these expenditures
may be negligible if a competitor can just steal the trade secrets without
incurring development costs. For years, there has been accumulating
evidence that many foreign nations and corporations have sought a
competitive advantage by stealing trade secrets, which are the intangible
intellectual property of innovators in USA. Since the conclusion of the Cold
War, foreign nations have increasingly used their espionage resources to try
to obtain American economic secrets.
International law:
Compared to most other nations, the United States has a more complex and extensive
legal system for safeguarding trade secrets. It has been observed that, much of the
remainder of the world has lax regulations or enforcement processes, with the problem
being serious in many of the world's greatest rising economies, including China, Brazil,
Russia, and India. Thus, as supply chains and operations expand abroad, a company's
capacity to protect its trade secrets may be greatly hampered by weak rule of law and
inefficient or non-existent enforcement in a number of nations. There is no international

convention that expressly addresses the protection of trade secrets. Nonetheless, the

Agreement on Trade-Related Aspects of Intellectual Property Rights (TRIPS) was the

outcome of the Uruguay Round of Multilateral Trade Negotiations. TRIPS specify

minimal standards of protection for patents, copyrights, trademarks, and trade secrets

® Protection of Trade secrets, EVERY CRSREPORT (Sept.5,2014-Apr.22,2016)
https://www.everycrsreport.com/reports/R43714.html
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that each WTO signatory state must provide for the intellectual property of other WTO

members. Compliance with TRIPS is required for WTO participation.
MANAGING TRADE SECRET PROTECTION IN VARIOUS COUNTRIES:

e Understanding cultural disparities in trade secrets protection:
Navigating the legal landscape for preserving trade secrets can be
especially difficult in different nations due to cultural variations. These distinctions have
a significant impact on how trade secret protection is approached, understood, and

enforced. In this section, we will look at some important cultural variations and offer

advice on how to properly negotiate trade secret protection in different nations®.

The significance of relationship building:

In many countries, developing strong relationships and trust is critical for a successful
business. This cultural factor has the potential to greatly impact trade secret protection
procedures. In several Asian countries, such as China and Japan, building long-term
relationships with business partners takes precedence over legal agreements. This can be
problematic when it comes to securing trade secrets because personal ties may not
provide the same level of legal protection as formal agreements. As a result, it is critical
to strike a balance between developing relationships and ensuring sufficient legal

measures are in place’.

Different Legal Frameworks:

Each country has its own legal framework for protecting trade secrets, which might vary
greatly between jurisdictions. In the United States, trade secrets are protected by federal
and state legislation, such as the Defend Trade Secrets Act (DTSA). In contrast, the
Trade Secrets Directive in the European Union establishes a unified framework for trade
secret protection among member states. Understanding a particular country's legal

structure and intricacies is critical for efficiently protecting trade secrets.

6 Protection of Trade secrets, EVERY CRSREPORT (Sept.5,2014-Apr.22,2016)
https://www.everycrsreport.com/reports/R43714.html
7 Essential Strategies to Safeguard & Protect your valuable Trade Secrets,USLAWPROS(Aug.25,2023)
https://uslawpros.com/safeguard-and-protect-trade-secrets
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Culture of intellectual property:

Intellectual property rights can also be perceived and understood differently among
cultures. Some countries may lack awareness or understanding of the need of trade secret
protection. Traditional knowledge, for example, is frequently shared and regarded as
community in many parts of Africa, making trade secret protection difficult to enforce.

This underscores the importance of education and awareness initiatives in fostering a

culture of intellectual property rights respect?®.

CHALLENGES IN INTERNATIONAL TRADE SECRET DISPUTES:

Jurisdictional Concerns:

Choosing the right jurisdiction to file a claim is one of the most difficult
aspects of international trade secret disputes. Because trade secrets are worldwide,
litigation often includes numerous countries. This might result in legal disagreements
and varying legal standards, making it difficult to enforce trade secrets across borders.
For example, a corporation in the United States may learn that its trade secrets have been
stolen by a Chinese competitor. In these circumstances, identifying where to file the

claim and which legal system to use can be difficult.

Laws are not uniform:

Another impediment to international trade secret conflicts is a lack of
consistency in trade secret laws and regulations. Trade secrets are defined differently in
different nations, and their protection levels vary. For example, the European Union
recently adopted the Trade Secrets Directive, which establishes uniform procedures for
the protection of trade secrets throughout member states. Aside from the EU, there is no
global standard for trade secret protection. This inconsistency might make it difficult to

traverse the legal landscape and effectively protect trade secret rights.

8 How to protect Trade secrets?, WIPO, https://www.wipo.int/tradesecrets/en/protection.html
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Problems in collecting evidence:

Collecting evidence is critical in trade secret disputes because it helps
establish the existence and misappropriation of trade secrets. However, acquiring
evidence in international trade secret disputes can be difficult for a number of reasons.
Some countries, for example, may have tight data privacy regulations that restrict access
to specific information, making evidence collection problematic. Furthermore, getting
evidence from foreign countries may necessitate traversing complicated legal procedures

and international cooperation agreements.

Threats From Outside:

One of the most common forms of trade secret theft is caused by external threats, which
are frequently perpetrated by competitors or hostile actors seeking an unfair advantage.
For example, corporate espionage is a common tactic used by unethical individuals or

organizations to illegally steal trade secrets.

Social Engineering:

Phishing emails and phone scams are increasingly used to deceive people into
disclosing trade secrets. These strategies take advantage of human vulnerabilities by
impersonating trusted entities or persuading individuals into disclosing critical
information. A phishing email, for example, could pretend to be from a colleague or a
trusted vendor, demanding access to confidential files. Businesses should educate their
staff on how to recognize and respond to social engineering threats. Employees can learn
to recognize red flags such as dubious email addresses, requests for private information,

and unsolicited phone calls through regular training sessions. Strong email filters and

security protocols can also assist limit your vulnerability to social engineering attempts®.

International Theft of Trade Secrets:

% Unraveling the secrets of social engineering attacks, IDENTITY MANAGEMENT INSTITUTE,
https://identitymanagementinstitute.org/unraveling-the-secrets-of-social-engineering-attacks/
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International trade secret theft is a growing threat in today's globalized economy. Foreign
governments or competitors may try to take advantage of inadequate intellectual
property protection rules in particular jurisdictions, making trade secrets simpler to steal.
To avoid foreign trade secret theft, enterprises should do extensive due diligence before
entering into partnerships or collaborations with entities operating in areas with lax
intellectual property protection. Implementing strong contractual agreements, such as
non-compete and secrecy terms, will help prevent potential criminals. Furthermore,

hiring legal counsel with expertise in international intellectual property law can give

essential insight and assistance in preserving trade secrets across borders®®.

TACTICS FOR PROTECTION OF TRADE SECRETS IN THE WORLD-WIDE
MARKET:

% ldentifying and categorizing your Trade secrets:
The first step in efficient trade secret management is precisely identifying and
categorizing your trade secrets. Not all information within a firm qualifies as a trade
secret, thus it is critical to determine what information is actually valuable and
confidential. Coca-Cola, for example, has a well-known trade secret that has been
guarded for over a century. Identifying and categorizing your trade secrets allows you to

better appreciate their value and adopt suitable measures.

Take robust security precautions:

Once you've discovered your trade secrets, you must put in place strong security
measures to prevent unauthorized access or exposure. This comprises both physical
security measures and digital security measures. For example, technology behemoth
Apple employs a variety of security measures, including restricted access to its research
and development centers, to protect trade secrets relating to product design and

technology.

10 New Challenges in Trade secret Protection, LUBIN AUSTERMUEHLE,
https://www.thebusinesslitigators.com/new-challenges-in-trade-secret-protection-for-companies-adopting.html
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% Educate and train staff:
Employees play an important part in trade secret security. It is critical to educate and
train them about the value of trade secrets, as well as the proper management and
protection of sensitive information. This can be accomplished through frequent training
sessions, workshops, and well-defined trade secret protection procedures. Genentech, a
biopharmaceutical business, is one example of good employee education. It runs

comprehensive training programs to ensure that staff understands their responsibility to

preserve trade secrets connected to drug development and research!.

Implement secrecy and restrictive covenants:

Employees, contractors, and business partners should sign confidentiality agreements and
restrictive covenants to help protect your trade secrets. These legal agreements define the
parties' obligations and responsibilities in terms of trade secret secrecy. They may also
include non-compete agreements that prohibit former employees from utilizing or
disclosing trade secrets for a set length of time after leaving the organization. Google, for
example, asks employees to sign tight confidentiality agreements in order to preserve

trade secrets linked to search engines and other technology.

Review and update trade secrets protection mechanisms on a regular basis:

Trade secret management should not be a one-time exercise. Regularly
reviewing and updating your trade secret protection strategies is critical for staying ahead
of potential threats and changes in the business environment. This could include doing
periodic audits, reviewing new technologies for increased security, and maintaining up to

date on legal developments relating to trade secret protection.

s Prepare for trade secret misuse:
Despite your best attempts, trade secret theft can still happen. It is critical to
have a strategy in place for responding quickly and effectively if such a circumstance

11 Trade Secret Protection, TRADECOMMISIONER, https://www.tradecommissioner.gc.ca/india-inde/trade_secret-
secrets_commerciaux.aspx?lang=eng
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happens. This could include conducting internal investigations, pursuing legal remedies,

and working with law enforcement.

Seek international protection for commercial secrets:

In today's global corporate scene, international trade secret protection must be
considered. Trade secrets are protected by varied legal frameworks and enforcement
mechanisms in different nations. As a result, it is recommended that you contact with
legal professionals to understand and manage the trade secret regulations of the countries

in which your company operates or intends to develop.
CONCLUSION:

It is critical to safeguard Trade secrets. The high-profile court battle between Uber and
Waymo (a subsidiary of Alphabet Inc.) exemplifies the difficulties that come with handling trade
secret protection in several nations. Waymo accused Uber of stealing its self-driving car
technology trade secrets. The case raised significant legal issues as well as cultural differences,
emphasizing the significance of understanding the legal and cultural landscape when operating in
multiple jurisdictions. Navigating trade secret protection in different nations necessitates a
thorough awareness of cultural differences and legal systems. Businesses can efficiently
safeguard their trade secrets while expanding abroad if they recognize the importance of
relationship building, designing agreements, and undertaking extensive research. Trade secret
theft is a major concern to firms around the world. Businesses may protect their valuable
intellectual property by learning about the various types of trade secret theft and applying
preventive measures. This section's examples, suggestions, and case studies can help
organizations negotiate the complicated terrain of international trade secret protection and

enforcement. Businesses that adhere to these best practices for effective trade secret management

can protect their valuable intellectual property while remaining competitive.
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