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ABSTRACT: 

This research paper explores the assessment of privacy concerning the Digital Personal Data 

Protection (DPDP) Act, 2023. It delves into the concepts of privacy and data protection, 

providing an overview of the DPDP Act and its implications. Through an analysis of the 

impact of the DPDP Act on privacy and data protection, the paper aims to contribute to the 

understanding of the evolving landscape of digital personal data regulation. By examining the 

provisions and enforcement mechanisms of the DPDP Act, this study provides insights into 

the effectiveness of legal frameworks in safeguarding individuals' privacy rights in the digital 

age. 
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In an age defined by the relentless digitization of personal information, safeguarding privacy 

has emerged as a critical concern. The enactment of the Digital Personal Data Protection 

(DPDP) Act in 2023 marks a significant stride in addressing these concerns. This paper 

undertakes an evaluation of the DPDP Act's impact on privacy and data protection, providing 

insights into its effectiveness in navigating the complexities of the digital landscape. By 

delving into the Act's provisions and enforcement mechanisms, it seeks to shed light on the 

evolving dynamics of privacy regulation in an increasingly interconnected world. 

 

Grounded in the foundational concepts of privacy and data protection, this research embarks 

on a journey to elucidate the implications of the DPDP Act. Through a nuanced analysis, it 

aims to dissect how the Act addresses contemporary challenges such as data breaches and 

unauthorized access while balancing the needs of businesses and individuals. By examining 

the Act's influence on privacy rights and data governance practices, this study endeavours to 

offer valuable insights into the efficacy of legislative measures in safeguarding personal data 

in the digital age. 

 

CHAPTER 2: CONCEPTS OF PRIVACY & DATA PROTECTION 

Privacy & Digital Age: The idea that people have a right to privacy includes the notion that 

they should have independence & authority over their private information & affairs. It has to 

do with privacy, intimacy, personhood, control over personal information, privacy, & the 

right to be left alone. 

Privacy is deeply connected to human dignity, freedom, & independence, & it varies based 

on individual contexts & societal norms. While privacy is a fundamental right recognised in 

human rights conventions, defining privacy can be complex due to its multifaceted nature & 

the evolving societal perceptions of what constitutes private information. Despite the 

challenges in defining privacy, it remains a crucial aspect of personal autonomy & integrity, 

aiming to protect individuals from unwarranted intrusion & maintain their individuality 

within society. 
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The process of protecting sensitive data from loss, alteration, or corruption while maintaining 

data security &privacy is known as Personal Data Protection. It involves measures to prevent 

unauthorised access, maintain data integrity, & enable data recovery in case of breaches or 

data loss. The importance of security of data has grown noteworthily due to the increasing 

volume of data generated & stored, emphasising the need for robust strategies to protect data 

from cyber threats & ensure data privacy.2 

Key Components of a Data Protection Policy:  

 Data Risk Analysis: Conducting an all-encompassing audit of all stored data to 

understand its value, location, access, & potential threats, helping in strengthening 

cybersecurity defences. 

 Data Backup & Recovery: Regularly backing up key data & systems to enable 

recovery in case of a data breach or attack, along with developing disaster recovery & 

business continuity plans.3 

 Data Breach Prevention: Putting into practice methods to stop illegal access, data loss, 

or fraud, such as monitoring, data encryption & accessibility controls.4 

 Data Access Management: Applying strong access controls to ensure that only 

authorised users have access to specific data, following a Zero Trust approach of 

"never trust, always verify". 

 Data Storage Management: To makes sure strong security when transferring data 

between locations, especially in cloud storage, to prevent potential data breaches. 

 Data Standards & Regulatory Adherence: Complying with industry-specific 

regulations & government data protection laws, such as the General Data Protection 

Regulation (GDPR), to protect data privacy& security.5 

                                                             
2Crocetti et al (2021): What is Privacy& security of data & why is it important, TechTarget Data Backup E- 

Platform, Blog, Available at:  https://www.techtarget.com/searchdatabackup/definition/data-protection 

 
3Wickr Articles (2021): 7 Components of an Effective Privacy& security of data Strategy, Amason Web 

Services, Available at:  https://wickr.com/7-components-of-an-effective-data-protection-strategy/ 

 
4 Koppelman (2023): 5 key elements of a successful Privacy& security of data strategy, Next Privacy& security 

of data Platform, Available at:  https://www.nextdlp.com/resources/blog/key-elements-of-data-protection-

strategy 

 
5 Spanning Cloud Apps, “what is a Privacy& security of data Strategy? Components, Best Practices & Benefits”, 
available at: https://spanning.com/blog/data-protection-strategy/ 
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 Data Encryption: Employee communications are included in the encryption of data in 

transit & at rest to guard against illegal access & preserve data confidentiality during 

the transfer & communication process. 

CHAPTER 3: JUDICIAL INTERVENTIONS & LEGAL PRECEDENTS 

Judicial interventions & legal precedents have played a noteworthy role in shaping the 

evolution of data protection laws in India. The Indian legal system has shown openness to 

judicial intervention in matters related to security of data &privacy. 

 

1. Puttaswamy v. Union of India6:  

 The suit concerned whether the Aadhaar plan, which compelled Indians to 

submit biometric data in order to get government benefits, was constitutional. 

 Principal Argument: The petitioners maintained that the Indian Constitution's 

fundamental Right to Privacy was breached by the Aadhaar scheme. 

 Held: According to the Indian Supreme Court, the Right to Privacy is a 

fundamental right that is safeguarded by the Indian Constitution. 

 Significance: This ruling had great importance since it made it evident that the 

Indian Constitution's Article 21 guarantees the right to life & personal liberty, 

which includes the Right to Privacy. It affects many facets of Indian 

governance & individual liberties, extending beyond the Aadhaar plan. 

2. Navtej Singh Johar v. Union of India7:  

 Concerns: Section 377's constitutionality: The issue centred on whether 

Section 377 of the IPC, which made consensual homosexual conductillegal, 

was constitutional. Rights of LGBTQ+ Community: Whether Section 377 

infringed upon the rights of the LGBTQ+ community, especially their 

autonomy, dignity, &privacy, was the main point of contention. 

                                                                                                                                                                                             
 
6(2017) 10 SCC 1 
7 (2018) 1 SCC 791 
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 Conclusions: Article 14 & 15 infringements: The Supreme Court ruled that 

Section 377 violates the Constitution's Articles 14 (equality before the law) & 

15 (prohibition of discrimination) by discriminating against people determined 

by their sexuality &/or gender identity. 

 Violation of Article 21: The court decided that Section 377 also infringes upon 

the rights to life, dignity, & the freedom to make one's own decisions as 

guaranteed by Article 21. 

 Decriminalisation of Same-Sex Relationships: This was a major win for 

LGBTQ+ rights in India as the court decriminalised adults engaging in 

consensual homosexual conduct. 

 Relevance in Relation to the Right to Privacy: The Right to Privacy was 

highlighted in the ruling as a basic right covered by Article 21. The court 

acknowledged that someone's sexuality is an essential component of their 

Right to Privacy& individual autonomy when it invalidated Section 377. 

 It reaffirmed the principle that the Right to Privacy should be protected by the 

state refraining from interfering in adult individuals' private, consenting 

relationships. 

3. Anuradha Bhasin v. Union of India8:  

 Issues: Constitutionality of Internet Shutdowns: The case addressed the legality of 

government-imposed internet shutdowns during unrest or emergencies, focusing on 

whether these actions violated the fundamental right to freedom of speech & 

expression under Article 19(1)(a) of the Constitution. 

Right to Privacy: Additionally, the case explored the Right to Privacy, acknowledging 

internet access as a fundamental right. 

 Holdings: Internet Shutdowns Must Be Limited & Proportionate: The Supreme Court 

ruled the limitations placed by the government on internet access should be brief, 

reasonable, appropriate, required, & lawful. 

a) Fundamental Right to Access the Internet: The judgment affirmed access to the 

internet as a fundamental right under the Indian Constitution. 

                                                             
8(2020) 3 SCC 637 
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b) Safeguards & Adherence: The court established guidelines for suspending internet 

services, to make sure adherence to constitutional principles & providing safeguards. 

 Importance in the Context of Right to Privacy: The recognition of internet access as a 

fundamental right indirectly reinforced the Right to Privacy. It underscored the 

necessity for government actions affecting internet access to be reasonable, justified, 

& proportionate, thus respecting individual privacy. 

4. Ritesh Sinha v. State of U.P.9:  

 Issues: Constitutionality of Compulsory Voice Samples: The case examined whether a 

magistrate possesses the authority to compel an accused individual to provide voice 

samples during an investigation, especially considering its potential infringement on 

fundamental rights, including the Right to Privacy. 

 Holdings: Magistrate's Authority to Compel Voice Samples: The court ruled that a 

magistrate can indeed order an individual to provide voice samples for investigative 

purposes, even in the absence of explicit provisions in the Criminal Procedure Code. 

Requirement for Limited, Reasonable, & Proportionate Orders: However, the court 

stressed that such orders must be limited, reasonable, & proportionate. 

 Importance in the Context of Right to Privacy: The decision struck a balance between 

the necessity for effective criminal investigation & the ‘Right to Privacy’ by 

permitting the collection of voice samples. 

It clarified the roles of legislation & judicial interpretation in addressing gaps in legal 

provisions, emphasising the importance of maintaining a delicate balance between 

investigative powers & individual rights. 

5. Karmanya Singh Sareen v. Union of India10:  

 Background: WhatsApp, a widely-used messaging application, introduced a new 

privacy policy in 2016. 

o This policy aimed to collect extensive user data, including phone numbers, addresses, 

comments, system information, & third-party records. 

                                                             
9 (2019) 8 SCC 1 
10(2019) 17 SCC 689 
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o Petitioners: Karmanya Singh & Shreya Sethi, WhatsApp users, challenged this policy. 

 Issues Raised: Privacy Concerns: The case revolved around the protection of private 

information & the ‘Right to Privacy’ guaranteed under the Indian Constitution. 

Exploitation: Petitioners contended that WhatsApp’s new policy exploited users’ 

privacy rights. 

 Arguments Presented:  

Petitioners’ Arguments: 

a) The new policy violated the ‘Right to Privacy’ under Article 21 of the Constitution. 

b) WhatsApp’s data collection practices were excessive & invasive. 

Respondent’s Arguments:  

a) The policy was deemed necessary for evaluating consumer accounts, funding 

activities, & advertising services. 

b) The matters were already pending before the Constitutional Court. 

 High Court Judgment: The Delhi High Court determined that the proposed alteration 

in WhatsApp’s privacy policy indeed infringed the ‘Right to Privacy’ guaranteed 

under Article 21. However, the court did not grant all the reliefs sought by the 

petitioners. 

 Significance in Context of Privacy: The case underscored the importance of 

safeguarding private information in the digital age. It emphasised the necessity to 

strike a balance between technological advancements & individual privacy rights. 

The judgment reaffirmed that privacy remains a fundamental right, even in the context of 

online communication. 

 

CHAPTER 4: OVERVIEW OF DIGITAL PERSONAL DATA PROTECTION (DPDP) ACT, 

2023 

On August 11, 2023, the Indian Parliament's two houses approved the DPDPA, which is the 

nation's primary data privacy law. By creating a specific legal framework to protect people's 

right to privacy& private information, this legislation seeks to govern the handling of digital 

private information. The scope of the Act covers data synthesis both inside & outside of India 
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that is connected to providing products or services to individuals within India. It applies to 

both digitally gathered private information & digitised non-digital data. 

The Act consists of 9 Chapters & 44 Sections. 

Important Definitions under the Act:  

 Personal Data: "Personal data" is any information that is related to a known or 

identified natural person. Examples of this include identities, addresses, electronic 

mail addresses, identification numbers, biometric data, photos, & any other 

information that could be used to identify a person in a direct or indirect way. 

 Data Fiduciary: A "data fiduciary" is any person who, either by themselves or in 

collaboration with others, chooses the reason for & method of synthesis private 

information, including the State, a business, a legal entity, or an individual. 

 Data Processor: The term "data processor" refers to any individual, business, 

government agency, or other legal organisation that handles private information 

synthesis on behalf of a data fiduciary. 

 Data Principal: The natural person to whom the private information relates is referred 

to as the "data principal". 

 The term "sensitive personal data/private information" refers to any information that 

can be used to identify an individual, such as financial information, passwords, 

political views, religious or philosophical views, trade union membership, genetic 

information, biometric information, health information, information about a person's 

sex life or sexual preferences, or information about their racial or ethnic origin. 

 Data Protection Authority (DPA): Created under the DPDP Act, this authority is a 

statutory organisation tasked with monitoring adherence to the act's requirements, 

looking into data breaches, & putting into practice sanctions for non-adherence. 

 Data Breach: Unauthorised access, communication, change, or elimination of private 

information is referred to as a "data breach". 

 Cross-Border Data Transfer: The term "cross-border data transfer" describes the 

movement of personal information outside Indian borders. 

 Data Localisation: This means that private information must be processed & stored 

inside the borders of India. 
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 Data Protection Impact Assessment (DPIA): An "impact assessment" evaluates how 

data synthesis activities affect private information protection & suggests 

countermeasures to risks to data security & privacy. 

These definitions lay the foundation for the interpretation & application of the DPDP Act, to 

make sure clarity & consistency in its performance across various sectors & stakeholders. 

Obligations of Data Fiduciary: 

The guidelines that a data fiduciary must follow include: 

 Lawful Processing: Data fiduciaries can only process private information for lawful 

purposes, with consent or for specific legitimate uses. 

 Consent Requirements: Data Principals' consent must be freely given, specific, 

informed, unconditional, & unambiguous, indicating their agreement to the synthesis 

of their data for a specified purpose. Consent requests must be clear & in plain 

language, including contact information for a Data Protection Officer (DPO). 

 Appointment of Consent Manager: Data Principals can manage, review, or withdraw 

consent through a Consent Manager registered with the Board, who acts on their 

behalf & is subject to prescribed obligations. 

 Synthesis for Legitimate Uses: Data fiduciaries may process private information for 

certain legitimate uses specified in the Act, even without explicit consent from the 

Data Principal. 

 Data Breach Notification: Regardless of the scope of the breach or potential harm, 

data fiduciaries must notify affected parties & the recently established Data Protection 

Board of any breaches involving private information. Furthermore, there are no set 

reporting timeframes specified by the DPDPA. 

 Relevant Data Fiduciaries: The government possesses the authority to designate some 

data fiduciaries as noteworthy, imposing extra obligations like hiring a DPO, carrying 

out frequent audits, & completing DPIA. This designation is based on variables like 

the volume & sensitivity of data processed. 11 

Rights & Duties of Data Principals (DP):  

                                                             
11Tsaaro, Duties of Data Fiduciary under DPDPA, 2023, Article available at: https://tsaaro.com/blogs/duties-of-

data-fiduciary-under-dpdpa-2023/ 
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The rights of data principals under Chapter 3 of the DPDPA include: 

1. Right to Access Information: DP have the right to request a summary of their private 

information being processed by the DF & information on how it is being processed. 

They can also inquire about who else their data has been shared with. 

2. Right to Correction & Erasure: DP have the right to request the correction, 

completion, updating, or deletion of their private information if it is inaccurate or 

misleading. 

3. Right to Nominate: DP can nominate another individual to exercise their rights on 

their behalf in case of death or incapacity, to make sure that their data rights remain 

protected. 

4. Right to Grievance Redressal: DP have the right to register a grievance with the data 

fiduciary. If not satisfied or if no response is received within a specified timeframe, 

they can escalate the grievance to the Data Protection Board (DPB). 

These rights empower DP to have control over their private information, to make sure 

transparency, accountability, & the ability to address any concerns regarding the synthesis of 

their data. 

The duties of a DP under Chapter 3 of the DPDPA include: 

 Adhere to Applicable Laws: When utilising their rights under the Act, data principals 

are required to abide by all laws that are currently in effect. 

 No Impersonation: When submitting personal information for a designated purpose, a 

data principal may not assume the identity of another individual. 

 No Suppression of Material Information: When submitting personal information for 

any document, unique identifier, identity proof, or address proof granted by the State 

or any of its instrumentalities, a data principal must make sure that no material 

information is suppressed. 

 No Fake or Frivolous Grievance: Neither the Board nor a Data Fiduciary may receive 

a false or malicious complaint or complaint from a data principle. 

 Verifiably Authentic Information: In order to exercise the right to correction or 

removal under the terms of this Act or the rules implemented thereunder, a data 

principal may only provide information that is verifiably authentic. 
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These duties are essential for maintaining the integrity & accuracy of private information, to 

make sure transparency, & preventing misuse of the data privacy framework. 

The Data Protection Board:  

The Data Protection Board (DPB) under the DPDP Act in India is responsible for overseeing 

the performance & enforcement of the law. It serves as an independent supervisory authority 

with the power to investigate complaints, issue orders, & impose fines for violations of the 

DPDPA. The DPB plays a crucial role in to make sure adherence with data safeguarding 

regulations, preserving data principals' rights, & addressing grievances related to data 

processing. 

The functions of the DPB under the DPDPA encompass: 

 Supervisory Authority: The DPB acts as an independent supervisory authority 

entrusted with overseeing adherence with the DPDPA & enforcing its provisions. 

 Digital Office: Functioning as a "digital office," the DPB conducts its operations 

digitally. This includes receiving complaints, conducting inquiries, & announcing 

decisions, all aimed at to make sure efficient & modernised processes. 

 Handling Complaints: The DPB receives & thoroughly investigates complaints 

lodged by data principals concerning data synthesis activities. It plays a pivotal role in 

addressing grievances & maintaining the integrity of privacy & security of data 

standards. 

 Enforcement: Empowered by the DPDPA, the DPB holds the authority to enforce its 

stipulations. This entails investigating violations, issuing orders, & imposing penalties 

for non-adherence with data safeguarding regulations. 

 Decision-Making: The DPB is vested with the responsibility of making decisions on 

inquiries, evaluating voluntary undertakings proposed by entities under scrutiny, & 

addressing various matters concerning security of data & privacy under the DPDPA. 

The DPB assumes a pivotal role in preserving the rights of data principals, to make sure 

adherence with data regulations, & fostering a secure & transparent data synthesis 

environment in India. 

Powers of DPB are as follows:  
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 Investigative Authority: The DPB is empowered to conduct investigations into 

complaints concerning data processing. It possesses the authority to issue orders & 

levy fines for violations of the DPDPA. 

 Enforcement: It is the responsibility of the DPB to supervise the performance & 

enforcement of the law. This entails making sure that organisations adhere to data 

safeguarding regulations & safeguard the privacy rights of individuals. 

 Regulatory Oversight: As an independent body established by the Indian government, 

the DPB exercises regulatory oversight to ensure adherence with the DPDPA. It 

monitors data fiduciaries to ensure adherence to the provisions of the law. 

 Penalties: The DPB holds the authority to impose penalties on entities found in breach 

of data protection regulations. This underscores the significance of adherence with the 

DPDPA in preserving individuals' private information. 

 Designation of Significant Data Fiduciaries: The DPB has the discretion to identify & 

designate certain data fiduciaries as "Significant Data Fiduciaries" based on specific 

criteria. These entities are subjected to additional obligations to ensure the 

performance of enhanced data security measures. 

The structure of the DPB is as follows: 

 Composition: The DPB will be treated as a corporate body, with details about its 

composition outlined in Section 19 of the DPDP Bill, 2023. The Chairperson & 

members of the Board will be appointed by the Central Government. At least one 

member must have legal expertise in matters related to privacy & security of data. 

 Qualifications: The Chairperson & members of the DPB must possess the 

qualifications specified in the DPDP Bill, 2023. The appointment of the Chairperson 

is at the discretion of the Central Government. 

 Remuneration & Term: Board members will serve a term of two years, with the 

possibility of reappointment. Section 20 of the DPDP Bill, 2023, also outlines grounds 

for removing a Board member from their position, such as insolvency or conflict of 

interest. 

 Powers & Functions: Section 26 of the DPDP Bill, 2023, assigns accountabilities to 

the Chairperson, including making decisions on Board matters, assigning members to 

investigate complaints, & presiding over meetings. The DPB is granted powers 

mailto:editorial@ijalr.in
https://www.ijalr.in/


VOLUME 4 | ISSUE 3 FEBRUARY 2024 ISSN: 2582-7340 

For general queries or to submit your research for publication, kindly email us at editorial@ijalr.in 

https://www.ijalr.in/ 

©2024 International Journal of Advanced Legal Research 

similar to a Civil Court under the Code of Civil Procedure (CPC), 1908, allowing it to 

issue summons, examine individuals under oath, inspect documents, & more. The 

DPB can also issue interim orders, proceed with inquiries, & impose costs on 

complainants for frivolous or malicious allegations.12 

Table 1: The Data Protection Board 

Functions of the DPB 

under the DPDPA Powers of the DPB Structure of the DPB 

1. Supervisory Authority: 

Oversees adherence with 

the DPDPA & enforces its 

provisions. 

1. Investigative Authority: 

Conducts investigations, issues 

orders, & imposes fines for 

violations of the DPDPA. 

 

1. Composition: Treated as 

a corporate body with 

appointment of Chairperson 

& members by the Central 

Government. 

 

2. Digital Office: Conducts 

operations digitally, 

including receiving 

complaints & announcing 

decisions. 

2. Enforcement: Supervises 

performance & ensures 

adherence to privacy& security 

of data regulations. 

2. Qualifications: 

Chairperson & members 

must possess qualifications 

specified in the DPDP Bill, 

2023. 

 

3. Handling Complaints: 

Receives & investigates 

complaints lodged by data 

principals regarding data 

synthesis activities. 

3. Regulatory Oversight: 

Monitors data fiduciaries to 

ensure adherence with the 

DPDPA provisions. 

3. Remuneration & Term: 

Members serve a two-year 

term, with the possibility of 

reappointment. 

 

4. Enforcement: 

Empowered to enforce 

DPDPA stipulations, 

including investigating 

violations & imposing 

penalties for non-adherence. 

4. Penalties: Imposes penalties 

on entities found breaching 

privacy& security of data 

regulations. 

4. Powers & Functions: 

Chairperson presides over 

meetings, assigns members 

to investigate complaints, & 

makes decisions. 

 

5. Decision-Making: 

Responsible for making 

decisions on inquiries & 

addressing various matters 

concerning privacy& 

security of data. 

5. Designation of Noteworthy 

Data Fiduciaries: Identifies & 

designates noteworthy data 

fiduciaries for enhanced 

measures. 

  

                                                             
12 Supra Note 19 at 17 
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Appeal & Alternate Dispute Resolution: 

 Appeals to Appellate Tribunal: An Appellate Tribunal is established to hear appeals 

against decisions made by the Data Protection Authority (DPA). The Tribunal 

comprises a Chairperson& other member appointed by the Central Government. It has 

jurisdiction to adjudicate appeals & possesses powers similar to a civil court under the 

Code of Civil Procedure, 1908. 

 Alternate Dispute Resolution (ADR): The Central Government may promote & 

facilitate the use of ADR mechanisms like mediation, conciliation, & arbitration for 

resolving disputes arising under the Act. Qualified mediators & conciliators may be 

appointed for facilitating resolution through mediation or conciliation proceedings. 

Settlement agreements reached through ADR mechanisms are binding on the parties 

& enforceable as arbitral awards. 

 Miscellaneous: The Central Government is empowered to make rules & regulations 

for the effective performance of this chapter. The provisions of this chapter hold an 

overriding effect over any other existing law. 

Financial Penalties: 

Under Schedule 1, as outlined in Clause 33(1) of the DPDPA, financial penalties for non-

adherence with the provisions of the Act are specified. These penalties are categorised based 

on the nature & severity of the breach as follows:  

 Failure to uphold obligations to Data Principals: Violations may result in fines of up 

to INR 10,000. 

 Failure to Enforce Security Safeguards: If appropriate security measures are not put in 

place to avoid breaches of private information, there might be a fine of up to INR 2.5 

billion. 

 Failure to Report Data Breach: Should a private information breach occur, there might 

be a fine of up to INR 2 billion if the DPB & the impacted data principals are not 

notified. 

 Violation of Additional accountabilities for the synthesis of Children's Data: 

Violations of additional accountabilities pertaining to the synthesis of data pertaining 

to children may result in penalties of up to INR 2 billion. 
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 Failure to Conform with Additional Standards Placed on Noteworthy Data 

Fiduciaries: Violations of these obligations may result in fines of up to INR 1.5 

billion. 

 Violation of Other DPDP Act Provisions: Violations of any other DPDP Act, 2023, 

provision & rules established thereunder may result in fines of up to INR 500 million. 

Table 2: Financial Penalties under the DPDP Act 

No. Description Penalty 

1. Breach of Duty towards Data Principals 

INR 10,000 for each instance of 

breach 

2. Lack of applying Safety precautions Up to INR 2.5 billion 

3. Failure to Notify Data Violation Up to INR 2 billion 

4. 

Violation of Additional Obligations for 

Children's Data Up to INR 2 billion 

5. 

Non-adherence with Additional Obligations 

of Noteworthy Data Fiduciaries Up to INR 1.5 billion 

6. 

Breach of Other Requirements 

 of the DPDP Act Up to INR 500 million 

 

CHAPTER 5: IMPACT OF DPDP ACT, 2023 ON PRIVACY & DATAPROTECTION  

Stakeholders 

The performance of the DPDPA affects various groups & sectors. Some of the key 

stakeholders & their privacy protection impacted by the DPDPA include: 

 Businesses & Corporations: All businesses & corporations that collect, process, or 

store private information are directly affected by the DPDPA. They are required to 

comply with the regulations outlined in the act, which may involve noteworthy 

adjustments to their data handling practices, IT infrastructure, & organisational 

policies. 

 Small & Medium-sized Enterprises (SMEs): SMEs may face particular challenges in 

complying with the DPDPA due to limited resources, expertise, & infrastructure. 

Adherence requirements may impose financial burdens & administrative complexities 

on SMEs, potentially affecting their competitiveness & operations. 
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 Technology Companies: Technology companies, including software developers, IT 

service providers, & digital platforms, are heavily impacted by the DPDPA. They 

must ensure that their products & services adhere to the privacy & security of data 

standards prescribed by the act, which may involve redesigning systems, putting into 

practice encryption & security measures, & providing user-friendly privacy controls. 

 Healthcare Sector: The healthcare sector deals with sensitive private information, 

making it subject to stringent privacy & security of data regulations under the 

DPDPA. Healthcare providers, hospitals, clinics, & medical practitioners must 

implement robust data security measures & ensure patient confidentiality to comply 

with the act. 

 Financial Services Industry: Banks, insurance companies, fintech firms, & other 

financial institutions handle vast amounts of personal & financial data, making them 

prime targets for data breaches & privacy violations. The DPDPA imposes strict 

requirements on data security, consent management, & transparency in the financial 

services industry. 

 Government Agencies & Public Sector Entities: Government agencies & public sector 

entities that collect & process private information are also affected by the DPDPA. 

They must adhere to the same privacy & security of data standards as private 

organisations, to make sure accountability, transparency, & lawful synthesis of private 

information. 

 Educational Institutions: Educational institutions, including schools, colleges, & 

universities, gather & process private information of students, faculty, & staff. The 

DPDPA mandates that educational institutions protect the privacy rights of individuals 

& obtain consent for data synthesis activities. 

 Non-profit Organisations: Non-profit organisations that handle private information for 

fundraising, advocacy, or service delivery purposes are impacted by the DPDPA. They 

must comply with privacy & security of data regulations while balancing their social 

missions & organisational objectives. 

 Consumers & Data Subjects: Individuals whose private information is collected, 

processed, or stored by organisations are directly impacted by the DPDPA. The act 

enhances their privacy rights, empowers them with control over their data, & provides 

mechanisms for recourse in case of data breaches or privacy violations. 
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 Legal & Regulatory Authorities: Legal & regulatory authorities responsible for 

enforcing the provisions of the DPDPA play a crucial role in to make sure adherence 

& addressing violations. They may provide guidance, conduct audits, investigate 

complaints, & impose penalties on organisations that fail to comply with the act. 

Overall, the performance of the DPDPA in India has wide-ranging ramifications for various 

groups & sectors, necessitating all-encompassing measures to ensure adherence & protect the 

privacy rights of individuals. 

The impacts of the DPDP Act, elucidating both its beneficial aspects & the challenges it presents 

to various stakeholders are as follows:  

Positive Impact 

 Elevated Privacy Standards: The DPDP Act fundamentally enhances privacy rights by 

endowing individuals with increased autonomy over their private information. This 

empowerment fosters a culture of data privacy consciousness among citizens. 

 Fortified Data Security: Organisations mandated to comply with the DPDP Act are 

compelled to fortify their data security measures. Consequently, this leads to a 

bolstering of safeguards against data breaches & unauthorised access, to make sure 

the integrity & confidentiality of private information. 

 Promotion of Transparency & Accountability: Transparency becomes a cornerstone of 

data synthesis practices under the DPDP Act. Organisations are required to adopt 

transparent policies regarding data collection, processing, & usage, fostering 

accountability & trust between businesses & individuals. 

 International Privacy & Security of Data Adherence: With provisions regulating cross-

border data transfers, the DPDP Act ensures that private information is safeguarded 

even when transferred across borders. This alignment with international privacy & 

security of data standards augurs well for global data exchange while preserving 

privacy rights. 

 Empowerment of Individuals: The DPDP Act empowers individuals by granting them 

rights such as access to their private information, correction of inaccuracies, & 

recourse in case of data breaches. This empowerment enhances individual agency & 

fosters a sense of control over personal information. 
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Challenging Impact 

 Adherence Challenges: Adherence with the DPDP Act poses noteworthy challenges, 

especially for small & medium-sized enterprises (SMEs) with limited resources & 

expertise. The costs associated with putting into practice stringent privacy & security 

of data measures may burden businesses, especially those operating on lean budgets. 

 Potential Innovation Constraints: Stringent privacy & security of data regulations may 

inadvertently stifle innovation, especially among startups & emerging technology 

companies. Adherence requirements could impede the development & adoption of 

innovative data-driven solutions, hampering technological progress. 

 Regulatory Complexity: The DPDP Act introduces a complex regulatory framework 

that may be challenging for organisations to navigate. Ambiguities in interpretation & 

performance could lead to adherence issues & legal uncertainties, especially for 

businesses lacking legal expertise. 

 Economic Ramifications: The DPDP Act's stringent privacy & security of data 

requirements may have economic ramifications, potentially affecting competitiveness 

& economic growth. Adherence costs may strain businesses, especially SMEs, 

impacting their profitability & sustainability. 

 Enforcement Efficacy: While the DPDP Act includes provisions for penalties in cases 

of non-adherence, the effectiveness of enforcement mechanisms remains uncertain. 

Inconsistent enforcement practices could undermine the Act's efficacy in to make sure 

privacy & security of data adherence. 

Thus, the DPDP Act represents a pivotal step towards bolstering privacy& security of data in 

India. While it introduces commendable provisions aimed at preserving private information, 

it also presents challenges that necessitate careful consideration & proactive measures from 

stakeholders to ensure effective performance & adherence. 

CHAPTER 6: CONCLUSION & CLOSING REMARKS 

In conclusion, the Digital Personal Data Protection (DPDP) Act, 2023, represents a pivotal 

milestone in the ongoing quest to uphold privacy rights amidst the digital revolution. Through 

its comprehensive provisions and enforcement mechanisms, the Act seeks to mitigate the 

risks associated with the pervasive collection and utilization of personal data. However, as the 
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digital landscape continues to evolve, it is imperative for regulatory frameworks to adapt 

accordingly. Closing remarks underscore the importance of continued vigilance and 

collaboration among stakeholders to ensure the effective implementation and evolution of 

privacy regulations. By fostering a culture of transparency, accountability, and innovation, the 

DPDP Act lays the groundwork for a more resilient and ethical digital ecosystem, wherein 

individuals' privacy rights are respected and protected. 
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