
VOLUME 2 | ISSUE 1 AUGUST 2021 

For general queries or to submit your research for publication, kindly email us at editorial@ijalr.in 

https://www.ijalr.in/ 

© 2021 International Journal of Advanced Legal Research 

ISSN: 2582-7340 
 

 

VOLUME 2 | ISSUE 1 
 

 

INTERNATIONAL JOURNAL OF ADVANCED LEGAL RESEARCH 
 

 

Pegasus Controversy 
- Panya Sethi1 

 
Abstract. 

With extraordinary dependence on the web and our contraptions to get business-related, 

monetary, and individual undertakings done, there is more data that is continually accessible 

online for programmers to get to. 

A significant number of us know that cyber-attacks have expanded dramatically over the recent 

years. People and organizations have had basic data and discussions compromised because of 

programmers persistently contaminating their gadgets. What is making waves is the worldwide 

shared examination concerning the Pegasus Spyware. 2 

Overview 

Pegasus was created in 2010 by the Israeli firm, the NSO Group. Pegasus spyware is a no click 

software which doesn't need any user interface. A straightforward missed call can enact the 

spyware. 

Pegasus, created by NSO Group, is maybe the most impressive spyware at any point made. It is  

intended to invade cell phones — Android and iOS — and transform them into surveillance 

gadgets. The new Pegasus Project disclosures of about a large portion of a lakh individuals 

across the world, including a few in India, being targeted by cyber-attacks has brought the focus 

back on Pegasus spyware. 

The updated Pegasus spyware is a "zero-interface" innovation which exploits zero-day 

vulnerabilities- which means the client isn't needed to tap on any connection. Zero-day 

vulnerabilities are alluded to as newfound ones inside the software that the developer is not 

aware of. Since the weakness is as yet in its "day zero", there are no patches that secure the 

user. 

 

                                                      
1 Student at Symbiosis Law School, Noida 
2 Available at https://www.mygreatlearning.com/blog/pegasus-spyware-everything-you-need-to-

know/?utm_source=email&utm_medium=pgpcs-email&utm_campaign=blog&amp (accessed on 18 August 2021) 
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Pegasus is a modular malware that gives access to instant messages, messages, online media  

destinations, contacts, program history, take screen captures, block live video calls and can  

likewise access your photograph library. 

 

The Israeli organization, nonetheless, markets it as an instrument to track criminals and 

terrorists for designated spying and not mass reconnaissance. NSO Group sells the product to 

governments as it were. A single permit, which can be utilized to infect a few cell phones, can 

cost up to Rs 70 lakh.3 Pegasus, is in the news once more this time, for being utilized to keep an 

eye on money managers, lawmakers, columnists, and in a few cases, even PMs. A leaked list of 

50,000 telephone numbers of potential targets was acquired by Forbidden Stories and Amnesty 

International which suggests that the spyware is used much more recklessly than advertised.  

The Forbidden Stories consortium, with the specialized help of Amnesty had the option to 

affirm a portion of those infections through a scientific examination of  the telephones, when it 

was feasible to contact the writers safely. 

The reporting shows interestingly the number of people who have become targets of the 

spyware attack. 

 

How can it attack? 

 

Pegasus has advanced from utilizing spear fishing, an interaction where the assailant deceives 

the objective to click on a malevolent connection sent by means of instant message or email, to 

a more modern strategy for assault called zero-click attacks. This new type of attack has made 

the product quite possibly the most risky spyware that undermines person's protection. 

 

NSO's stand on Pegasus 

 

The NSO has said that it sells its advances just to law authorization and law enforcement 

agencies of governments for the purpose of preventing crimes and saving lives. The group also 

said that it doesn't work the framework and has zero ability to see the information.4 

 

Amnesty's stand on Pegasus 

                                                      
3 Available at https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3890657 (accessed on 18 August 2021) 
4 Available at https://byjus.com/current-affairs/pegasus-spyware/ (accessed on 18 July 2021) 
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Amnesty International said it "completely stands" by the discoveries of the Pegasus Project and 

declared that the information is certainly connected to NSO Group's Pegasus spyware. The 

remarks by Amnesty International came after certain media reports citing a couple of Israeli 

writers said that the group has asserted that it never said that the phone numbers revealed were a 

list of numbers targeted by the spyware. 

 

Indian Pegasus story 

 

Who did the list include? 

On June 18th 2021, The Wire announced that the telephone numbers of more than 40 Indian  

columnists were on the list of an unidentified office utilizing Israeli spyware Pegasus. The 

report said the tests have affirmed the presence of the military-grade spyware on a few gadgets. 

Those on the rundown of potential targets included writers at Hindustan Times, The Hindu, The 

Wire, The Indian Express, News18, India Today, and so on, the report added. 

Not simply writers, it was subsequently uncovered that the cell phones of over 300 Indians 

that included two union ministers, three opposition party members and scores of business 

people and activists in India have been focused on for hacking through the Israeli spyware 

Pegasus. The second round of disclosures included the names of previous Congress President 

Rahul Gandhi, Prashant Kishore, Abhishek Banerjee, AshwiniVaishnaw, officer on  

special duty (OSD) for SmritiIrani, Vishwa Hindu Parishad (VHP) pioneer PravinTogadia, and  

numerous others were among the 300 checked Indian numbers recorded for observation during  

2017-2019 by a customer of the Israel-based NSO bunch. 5 

 

Government response 

 

BJP guaranteed that there isn’t the slightest bit of proof to interface either the decision party or  

the Modi regulation with the matter. It is a new low for a party that has administered India for  

over 50 years. BJP pioneer and previous Union Minister Ravi Shankar Prasad said in a 

question- and-answer session. “It is a peculiar circumstance. The Organization (NSO Group) is 

denying it (discoveries in Pegasus Project report) and saying that a large portion of its items are 

                                                      
5 Available at https://www.freepressjournal.in/india/pegasus-spyware-controversy-the-story-so-far (accessed on 19 
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being utilized by western nations however India is being focused on,” he added. 

Indeed, even as his name showed up on the rundown, IT and Communications Minister 

AshwiniVaishnaw excused media covers the utilization of Pegasus programming to sneak on 

Indians, saying the charges evened out only in front of the Monsoon meeting of Parliament is 

pointed toward censuring Indian majority rule government. In a suo motu explanation in 

LokSabha, Vaishnaw said that with a few balanced governance being set up, “any kind of 

unlawful monitoring” by unapproved people isn’t conceivable in India. 

 

Opposition allegations 

 

The Congress has accused the government of treason and comprising on national security of 

citizens and high ranking serving and ex officials over the Pegasus spyware issue and held Amit 

Shah responsible for the entire ordeal of intercepting the phones of politicians, journalists who 

criticized the government. They demanded a judicial probe in the entire matter as well. The 

demand came from Congress, TMC, NCP, Left parties, RJD and Shiv Sena. 

 

Miscellaneous 

 

Congress pioneer ShashiTharoor on July 26, 2021 requested a High Court judge monitored 

probe in the Pegasus matter and stated that the Opposition gatherings would proceed to disturb 

Parliament’s procedures until the public authority consents to a discussion on the same. He 

asserted that apparently the public authority utilized public cash for sneaking around for its own 

political interests. 

 

Current news  

 

Plea recorded in SC looking for SIT test into Pegasus controversy 

 

A petition has been documented by advocate ML Sharma before the High Court looking for a  

court monitored test by a Special Examination Team (SIT) into the reports of affirmed sneaking  

around by government organizations utilizing Israeli spyware Pegasus over columnists, 

activists, lawmakers and others. 6 
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 The Supreme Court said on Friday that it will be following up the coming week a Public 

Interest Litigation (PIL) recorded in regards to an extraordinary examination concerning 

the Pegasus sneaking around issue, including charges that resistance government 

officials, columnists and others were the targets of the spyware.  

 Senior columnists N Ram and Sashi Kumar have sought a probe by a Special 

Investigation Team headed by a sitting or previous adjudicator, into the claims. Their 

legal counsellor, KapilSibal, mentioned Chief Justice N V Ramana to list the request.  

 

Probe by France, Hungary and Israel  

 

Nations like France, Hungary and Israel have effectively requested probe into after it was 

uncovered that individuals, going from legislators to money managers and columnists, across  

nations were possible targets of the spyware. The Paris examiner's office reported it is looking 

into the suspected utilization of the Pegasus spyware to target writers, human rights activists 

and lawmakers in numerous nations.  

 

Israel to survey claims  

 

The Israeli Defense Ministry is considering the examination concerning NSO Group, Defense  

Minister Benny Gantz said after it was uncovered that the Israeli digital organization has been  

offering spyware to unfamiliar governments to target writers and activists, Jerusalem Post  

reported.  

 

Legality of spyware in India  

 

All spyware related exercises are illicit in the country under the Information Technology Act, 

2000 as the exercises of spyware commensurate to unauthorisedly getting PC asset, deceptively 

or falsely without the consent of the client or proprietor of the PC asset. The said action turns 

into an offense under Section 66 of the Act. 

Section 4 of the Telegraph Act manages exclusive advantage of the public authority to set up, 
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keep up with and use telegraphs. It likewise accommodates the public authority to award permit 

to set up, keep up with or work a message. The public authority may award such permit on 

specific conditions and for a permit charge. The Central Government has forces to intercept 

electronic data in any PC asset in case it is in light of a sovereignty or integrity of India, 

security of the State, amicable relations with foreign States or public order as stated in Section 5 

of the Telegraph Act. 

 

History of telephone tapping in India  

 

The ministry has vested the power on the offices under section 69 of the Information 

Technology Act, 2000 which is similar to the section 5(2) of the Telegraph Act and Rule 4 of 

the Information Technology Procedure Rules 2009.7 

 

The examination of the Supreme Court's choice on different cases brings forward specific  

regions that cover the security of data as a piece of the right of privacy. One of the spaces is  

section 69 which engages the "Central Government or a State Government or any of its officials  

approved by the Central Government or the State Government, as the case might be to practice  

powers of interception under this section.  

 

The power which gives the request ought to likewise record the accompanying data:  

 

 The captured interchanges;  

 

 The degree to which the material is unveiled;  

 

 The number of people and their character to whom any of the material  

is unveiled;  

 

 The degree to which the material is replicated; and  

 

                                                      
7 Available at https://www.lawctopus.com/academike/law-on-phone-tapping-in-india-in-light-on-public-safety/ 
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 The quantity of duplicates made of any of the materials.  

 

The captured material can be utilized uniquely for purposes referenced under the wire-tapping  

condition. The capture will hold value for two months except if it is renewed. Nonetheless, the 

total period of interception ought not surpass a half year. 

 

Conclusion 

 

For quite a long time, the spyware programming industry has worked prudently, once in a while  

being uncovered for their wrongs submitted against basic liberties activists, writers and 

analysts. 

The business has asserted that it is attempting to help governments battle wrongdoing and  

psychological oppression however the items created by these organizations are frequently  

utilized by state offices and security foundations for controlling dissent and for assaulting  

columnists and basic liberties activists. The size of abuse and common liberties infringement  

across the world because of Pegasus is devastating. Governments all throughout the planet  

should adapt to the situation to resolve this issue and they should team up and confine the sale 

of observation devices and advancements. 
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